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Introduction to Systems

Student Learning Outcomes

Understand System Theory: R
o Define and describe general system theory, its types, objectives, components, “and
interactions.
Explain the concept of a system, including objectives, components, and communication.
Describe what constitutes a system and its role in various domains.
Analyze systems to identify their objectives, components, and interactions:
Compare and contrast different types of systems, highlighting“variations in objectives,
components, and interactions.
Create diagrams or models to visually represent the structure and interactions of systems.
o Assesstherole andimportance of system objectives i real=world applications.
o Demonstrate understanding of how systems apply towdifferent fields and serve specific
functions.
Computing Systems
o Define and describe a computer as “a _system, including its objectives, architecture,
components, and interactions.
o Understand the primary objectivesvofva computing system, including processing data,
executinginstructions, and providinga user interface.
o Identify different types of computing systems, such as computers, software, computer
networks, and the Internet.
o Describe how compaonents within a computer system interact to execute tasks, such as how
the CPU fetches, décodes, and executes instructions stored in memory.
o Define and describe Computing system and its types including Computer, Software,
Network and the'lnternet.
o Describe the main functions of system software, such as operating systems, and application

\ software. /

O O O O
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Introduction

This chapter provides an overview of the theory of systems, introducing
fundamental concepts and exploring various types of systems. It begins by
defining what a system is, discussing its basic components, objectives,
environment, and methods of communication. The chapter then differentiates
between natural and artificial systems, explaining how they function and their
purposes. The relationship between systems and different branches of science is
also explored, including natural science, design science, and computer science.
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The chapter then shifts back to discussing computers as systems, explaining their
goals, parts, and how these parts connect with each other and their
surroundings. It provides a detailed look at the Von Neumann computer
architecture, exploring its components, how it works, its unique features, as well
as its strengths and weaknesses. The chapter also covers different types of
computing systems, such as computers, software, networks, and the Internet,
clearly explaining their roles and purposes. At the end of this chapter, the reader
will be in a better position to understudy systems, their classification, and
relevance in natural and man-made systems to aid future learning..and
utilization.

1.1 Theory of Systems

The idea of a system is useful to explain both the external reality as well as the
internal one. An Information System is simply an organized set.of components
that are coordinated to perform a designated function. All the components of
the system are in some way related to each other and the functioning of the other
components enhances the operation of the system.

Let us consider a simple example, such as a car, dépicted in Figure 1. 1:itis made
up of an engine, wheels, brakes, and otherfelated items. Every part plays a
unique task, but collectively they are responsible for making the car move.
Likewise, every computer, organism, machine; or device has components that
work together to achieve an outcome.

Charger

Fuel Power Electronics

Storage Electric Motor

Lightweighting
Materials

Systems Theory:
A branch of science that deals with complicated structures in living organisms,

that relate the human with society and the science is known as Systems Theory. It
gives a way of interpreting the existing world with different varied perspectives,
how the different systems and sub-systems operate, how they are integrated,
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how they grow and how they change with time.
Systems can be observed at all levels of existence, starting with the levels of

nature, and going all the way up to levels of systems designed by humans. These
can be physical objects-such as a car; processes, such as the university's
admission process; or abstract objects such as a mathematical formula. Thinking
about how systems operate helps us better understand how they need to be
developed and nurtured across different discipline like computing, biology,
engineering, and social science. In this section, basic concepts will be introduced
to emphasize fundamental concepts and principles.

1.1.1 Basic Concepts of Systems

A system is described by its objectives components, communication among
components and environment in which it works. The companents of a system
communicate with each other to achieve the system's objective in an
environment. Systems can be simple, like a thermostat, or complex, like the
human body or a computer network.

1.1.1.1 Objective

Every system has a purpose or goal that it wishes to fulfil. Analyzing a system's
operation requires understanding its aim! This insight improves the efficiency
and efficacy of the present system. A transport system aims to transfer people
and products securely and effectively between locations. A computer system's
principal goalis to process data and provide useful information to users.

ﬁluman Brain System ( TldbltSl

1. Your brain is an_incredible example of a communication network.
Neurons send signalsito each other, allowing you to think, move, and
experience emotions. This complex communication is what makes our
brains so powerful:

2. The brain produces around 20 watts of electrical energy, sufficient to
operate“a low-wattage LED light bulb. Presented here is the brain's
remarkable efficacy as an electrical system.

3.The.information traveling through your brain moves at about 268 miles
perhour, which is faster than a Formula 1 race car.

4.Your brain, as a biological system, has around 86 billion neurons. If each
neuron was a person, it is like the population of about ten Earth all
interacting simultaneously!

5.The human brain can perform about 10"¢ (10 quadrillion) operations per
second, making it one of the most powerful and efficient biological

sttems in existence. /
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1.1.1.2 Components CPU

Components are the building blocks Control

of any system. Each component unit | g

plays a specific role and contributes

to the overall functionality of the Processor

system. Understanding the role of o

each component of the system is Registers

essential to understand how the E

entire system works. This helps in |, s o ouput]
identifying problems, improving

performance, and refining system

design. Smooth and proper working S g

of these components together Main | ¢

ensures the system meets its v

objectives. Fig 1.2 Components of Computer Systems

ﬂluman Body and its DNA System \ Tidbits )

1. Consider your body as a very sophisticated and effective system. It is
a remarkable system comprising Subsystems such as the circulatory
system, neurological systemj.and digestive system. The
cardiovascular system circulates blood. The respiratory system
supplies oxygen, and the ‘cerebral system processes information.
Individually, each has a distinct function yet collaborates to ensure
our survival and well-bging:

2. DNA is like a blueptint*for life. It's a system that contains all the
instructions for*ah organism to grow, develop, and reproduce,
passed down from.generation to generation. Each cell in our body
reads this blueprint to know what to do. When all the DNA in a single
human cell'is extended, it measures about two meters in length. The
total long'ofthe DNA in your body extends to the Sun and back more

\_ than six hundred times.

1.2 Systetn'and Science

Knowledge is our understanding of various systems in the universe around and
within'us. Science is a systematic way to validate this understanding. Science can
be divided into two main types: natural science and design science. Both natural
and design sciences study systems, but they approach them differently. In
natural science, scientists study existing natural systems to understand their
workings. While in design science, scientists create new systems (artifacts) to
solve problems or achieve specific goals. Each type of science addresses
different systems and questions, and therefore follows different scientific



methods.
1.2.1 Natural Science

Natural science is meant to uncover the
objectivity and functionality of natural
systems in the natural world. Its nature is
descriptive, meaning that the scientists seeks
to understand and describe natural
phenomena. To achieve this, natural scientists

follow the empirical cycle of natural science , 'oeul @
- iadx3 6
as shownin Figure 1.3.

1.2.2 Design Science Fig. 1.3 Empirical Cyclerof\Natural Science

« Design Science is focused on designing and creating artifacts (tools, systems,
methods) to achieve specific goals. The natdre of design science is
prescriptive, meaning that it aims to prescribe and create artificial systems. To
achieve this design science researchers followthe regulative cycle.

Examples

« Natural Science: Studying the ecosystem of a forest to understand how
different species interact (descriptive).

« Design Science: Developing a new software system to manage forest data
and improve conservation efforts(prescriptive).

Solution

. Problem
Evaluation

Investigation/ldentification

Regulative Cycle

Solution
Solution Design

Implementation

Fig. 1.4 Regulative Cycle of Design Science

1.2.3 Computer Science

Computer science is the study of how computers work, including at what they
can do and their limitations. To understand computer science, we use methods of
both design science and natural science.

1.2.3.1 Natural Science of Computer Science

Natural science of computer science focuses on finding the basic rules that

A_



control how computer systems work. This involve the study of various algorithms

and their characteristics.

« Study of Algorithms: Researchers analyze existing algorithms to
understand their efficiency and limitations. For example, studying different
sorting algorithms and their characteristics which arrange given data in an
order, like QuickSort or MergeSort. To understand their speed and how they
perform with different kinds of data.

1.2.3.2 Design Science of Computer Science

Design science of computers focuses on creating and improving computertools

and systems to make them work better.

« Development of New Software Tools: Researchers create ihew tools or
applications to solve specific problems. For example: Désighing a new
programming language that makes it easier for developers o write secure
computer programs.

« Improvement of Computer Systems: Researchers’work on enhancing
existing systems to perform better. For example, creating a more efficient
database management system that can handl€larger amounts of data faster
and with fewer errors.

« 1.3 Computerasa System

A computer is a complex system designed, to process data and perform tasks

according to a set of instructions.

1.3.1 Objective

The main objective of a computer i§ to perform computations, process data, and

execute different tasks efficiently. For example, a personal computer's objective

is to run software applications such as word processors, web browsers, and
games through various computational processes.

1.3.2 Components

A computer composed of‘many essential components that operate in

conjunction. These lcomponents include:

Interface Components:

Interface components refer to the fundamental parts of a computer system,

including input-devices such as the keyboard and mouse, which allow users to

interact with.the computer.

Computer output devices, such as monitors and printers, are used to present

or generate results from the computer's operations.

Processing Components:

« The processing components of a computer consist of the CPU, which acts as
the Central Processing Unit responsible for computations and executing
command.

« Random Access Memory (RAM) is a transient storage that stores data and
instructions for the CPU, whereas Storage (Hard Drive or SSD) is a permanent



storage for data and software needed for future processing.

The operating system is responsible for receiving information from interface
components and determining the appropriate actions to take.

Application software refers to programs that are executed by the operating
system when required to perform one or more specified tasks.

Communication Components:
Communication components in a computer refer to the physical elements that
provide communication between different components of the computer.

In a computer, the motherboard serves as the primary circuit board-that
interconnects all components by using cables and circuits.

A system bus is a collection of electrically conductive cables that transmit
data between the CPU and all other interconnected components. There are
three distinct types of buses: data bus, address bus, and icontrol bus. These
buses provide the flow of data, the address of datayor instructions, and
control signals from the CPU to other components€oncurrently.

System Unit — Outp evicé—‘

13
! - -“___

r— Input Device —|

Device

Fig>1% Computer System and its components

1.3.3 Interactions among Components

The components of a computer interact with each other to perform tasks. For
example when you open a file using your mouse or keyboard, several
components of your computer interact seamlessly to make this action happen.
Here's.astep-by-step explanation of the process:

1.

User Action or Input. You double-click on a file icon using your mouse or
press a key combination to open a file. For example you double-click on a
document named "report.docx" on your desktop.

Input Device. The mouse or keyboard sends a signal to the computer
indicating that you want to open the file. For example, the mouse sends
sensory input to the computer's operating system through the USB

connection. :
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( Activity: The Journey of Data N

Objectives: Students will discover how computer components work together
to process and display data.

Required Material: Markers, index cards, and a flowchart template are
required.

Pair-based activity: Tasks Begin with an introduction to data processing in
computers. Students will work in pairs to create a flowchart illustrating the data
stream from input to output. Each pair will present their flowcharts and
participate in a class discussion to highlight key points.

Output: Improved presentation and debating skills, as well as/thorough
\flowcharts depicting the data path. y

1.3.4 Environment

The computer system environment includes any extefnal‘devices that interact

with the computer. For example:

« Power Supply: Provides electrical power to allow.the computer to work.

« Network: Connects the computer to othersystems and the Internet.

« Peripherals: Include printers, scannersand“external discs that expand the
computer's capabilities.

1.3.5 Interaction with the Environméent

A computerinteracts with its environmentto perform its functions. For examples:

« User Input: A user types on thekeyboard, and the computer processes the
input to display text on the screen:

« Network Communication: The computer sends and receives data over the
internet to browse websites or download files.

« Power Supply: The/Computer relies on a stable power supply to function
correctly.

f Activity: Exploring Computer Components N

Objective:Students will learn about the different components of a computer
and theipfunctions.
Required Material: Physical computer parts (CPU, RAM, etc.), diagrams of

computer systems, worksheets for labeling and note-taking.
Activity Type: Group (Small groups of 3-4 students)
Activity Tasks Detail: The teacher will start with an overview of key computer

components. Students will then work in small groups identifying and labeling
computer parts using worksheets. Groups will present their findings in a session,

followed by a Q&A where the teacher clarifies any misunderstandings.
Output: Labeled worksheets, enhanced presentation skills, and a deeper

kunderstanding of computer components. Y
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1.4 Computing Systems
A computer system is a structured set of hardware and software components
specifically designed for data processing and the performance of various
operations. These systems can range from simple technological tools, such as
calculators used for performing mathematical calculations to complex network
of linked computers. The basic task of a computer system is to execute program
and manage data to achieve objectives such as problem solving, process control
and communication aid. Hardware, software, and electric power are the three
basic requisites that are needed to run a computing system and can be described
in the following simple terms.

« Hardware of a computer system refers to the tangible components of the
system. These include the Central Processing Unit (CPU)s Random Access
Memory (RAM), storage devices, and input and output devices:

« Software refers to a collection of instructions that dictate.the
requirements and actions that hardware must do. There exist two primary
categories. System software and application software. System Software
encompasses the Operating System (OS) and.utility applications
responsible for managing the computer's resoeurces, such as Windows,
macOS, and Linux distributions. Applicationsoftware refers to software
applications that are specifically developed to carry out certain functions
for the user, such as word processors,web browsers, and games.

» Electricity: Electricity is the power source that enables the hardware
components to function. Without electricity, the hardware components
cannot function, and the computing system will not operate.

1.4.1 Types of Computing.Systems

Computing systems come.in various types, some of these include the followings:

1. Computer, 2. SoftwareSystems,3. Computer Networks, and the 4.Internet.

Computers as a system~has been discussed in previous sections, while the

remaining two computing systems are described in this section.

1.4.2 ComputerNetwork as Systems

A computer network connects multiple computers and devices, enabling the

efficient exchange of resources and information.

1 4.2.1 Ohjectives
Resource Sharing: Allow multiple users to share resources like files, printers,
andinternet access within an office or other settings.

«  Communication: Enable efficient communication between devices and
users.

« DataManagement: Facilitate easy data management and collaboration.

1.4.2.2 Components

« Networking Hardware:

Routers: Routers are devices that transmit data packets between their
networks.
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Switches: Switches connect devices in a network and facilitate
communication.

Network Cables: A physical medium for data transfer.

+ Network Software:

Protocols: Rules and conventions for data exchange such as TCP/IP.
Network Operating Systems: Software that manages network resources,
such as Windows Server.

1.4.2.3 Environment

A computer network operates in various environments, such as office buildings,

data centers, or across the globe via the Internet. The environment(influences

network design, security, and performance.

1 .4.2.4 Types of Computer Networks
Local Area Network (LAN): Connects computers in a specific area, such as
a single building or school. For example, an office network that connects
everyone. Employee PCs and printers.

*  Wide Area Network (WAN): connects computers across larger geographic
regions, such as cities, nations, and even continents. For example, consider
the Internet which links computers worldwide:

« In summary, a computer network is_an important system that enables
resource sharing and communication among connected devices, using
hardware and software components that work together seamlessly to
perform various tasks.

1.4.3 Internet as a System

The Internet is a vast and complex system designed to connect multiple

networks worldwide, including private, public, academic, business, and

government networks. Its primary objective is to facilitate communication and
data exchange between computers and users globally.

1.4.3.1 Internet Protqocols

TCP/IP (Transmission Control Protocol/Internet Protocol): The core

protocols thatgovern data transmission over the Internet.

User DatagramProtocol (UDP): Faster but less reliable.

File Transfer Protocol (FTP): Used for Transforming files between computers.

Post office:Protocol (POP): Used for retrieving emails from server/netwrok.

1.4.3.2 _lnteraction among Components

Thescomponents of the Internet interact with each other to perform different

tasks. For example when a user requests a web page through a web browser,

several components of the Internet work together to display its contents on the
user's screen.

1.4.3.3 Environment

The Internet operates in a diverse and dynamic environment, connecting various

types of networks across different locations, including homes, offices, data

centers, and mobile networks. This environment influences the design, security,
and performance of the Internet



Activity: Computing Systems Around Us )
Activity Tasks Detail: Start with an introduction on computing systems. Students
will then research and list various computing systems they use daily, completing a
worksheet. In a group sharing session, students will discuss their findings. The class
will engage in a discussion to highlight key points, and students will begin preparing
ashort presentation on a computing system for the next class.

Output: Completed worksheets, group insights, and a short presentation on a

chosen computing system.
L puting sy )

g Tidbits )
Internet Systems

1. When you send an email or browse the internet, data travels through‘cables and airwaves
across the world in just seconds. It's like sending a letter that gets-delivered instantly,
regardless of distance!

2. The internet is one of the largest man-made systems ever created. It's a vast network of
interconnected computers that communicate with each other to share information, much like
how our brain's neurons communicate. When you send.amessage, it travels through multiple
networks before reaching its destination, all within seconds.

3. Data on the internet travels at nearly the speed of light! When you send a message or
browse a website, your data can cross continents almost instantaneously.

4. There are over 1.5 billion websites on the internet today, and more than 4 billion people are

\ connected to the internet globally. That's more than half of the world's population! )
Summary
e Asystemis a collection of parts that work together to achieve a common
goal.

e A system is described by its objective, components, communication
among components and environment in which it works.

e Components are the building blocks of any system. Each component
plays\a specific role and contributes to the overall functionality of the
system

e Cemputer science is the study of how computers work. It looks at what
computers can do and what limitations they have.

e A computer is a complex system designed to process data and perform
tasks according to a set of instructions.

e System software is the basic software that helps a computer run and
manage its hardware and software resources.

e Application software is the software designed to help users perform
specific tasks or activities.
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Multiple Choice Questions

1. What is the primary function of a system?
a) To work independently b)  Toachieveacommon goal
Q) To create new systems d)  Toprovide entertainment
2. What is one of the fundamental concepts of any system?
a) Itssize b) Itsobjective «¢) Itsage d) Itsprice
3. What are the basic components of a system?
a) Users, hardware, software
b) Objectives, components, environment, communication
) Inputs, outputs, processes
d) Sensors, actuators, controllers
4. What concept does the theory of systems aim tOwnd&rstand?
a) Hardware design
b) System interactions and development over time
C) Software applications

d) Network security
5. What role does the Operating Syistem (OS) play in a computer?

a) It performs calculations:and'executes instructions

b) It temporarily storesdata'and instructions for the CPU

C) It receives input from interface components and decides what to

do with it

d) It provides long-term storage of data and software
6. Which of the fo)owiihg transports data inside a computer among different

components?

a) ControtUnit b) System Bus

Q) Memory d) Processor
Short Questions:

Define asystem. What are its basic components?

Describe the main components of a computer system.

List and describe the types of computing systems.

Discuss internet as a system.

What are components of a networking system.

Long Questions

1. Define and describe the concept of a system. Explain the fundamental
components, objectives, environment, and methods of communication
within a system.

uhwn =



2. Explore the different types of computing systems such as computers,
software systems, computer networks, and the internet.

3. Describe the main characteristics of a computer as a system, including its
objectives, components, and interactions among these components.

4. Provide a detailed explanation of how a computer interacts with its
environment. Include examples of user input, network communication, and
power supply.

5. Describe the process of retrieving and displaying a file using a computer,
based on the interactions among different components..
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i  Number Systems

«q
Understand Number System: N

* The different numbering systems, including decimal, binary, hexadecimal, and oetal, and
their respective base values and digits.

*  Why computers primarily use the binary number system for data representation:

* Machine-level representation of data, including how data is stored and processed within
the computer's architecture.

» The representation of whole and real numbers in a computer, includingwbinary encoding
methods for both.

» How various arithmetic operations, such as addition, subtraction, multiplication, and
division, are performed on binary representations of numbers?

» The concept of common text encoding schemes, such as ASCII and Unicode, and How
they represent characters.

- How digital data representations work for variods forms of multimedia, such as images,
audios, videos, and other multimedia resources.

« Differentfile formats and their variations forspecific applications.

* The concept of file extensions and theirsignificance in identifying file types and
applications.

« Key terms related to data representatioh, including ASCII, Unicode, binary, signed and
unsigned numbers, bits, bytes, hexadecimal number systems, negatives in binary, two's
complement, binary arithmetic/overflow, and underflow.

* The concept of Boolean fuhetions, to represent logic operations and relationships
between binary variables.

» Howto construct Booleamexpressions using variables and Boolean operators.

« Common Boolean identities and simplification techniques.

»  Theconcept of dualityin Boolean algebra, where OR becomes AND, and 0 becomes 1.

»  The fundamentals of digital logic, which involves using binary digits (0 and 1) to process
and store information.

« Differencebetween analog and digital signals and understanding their key differences.

» Variouslogic gates (AND, OR, NOT, NAND, XOR) and their functions in processing binary
data:

* The\ purpose and construction of truth tables for evaluating the output of logic
expressions based on input combinations.

* The concept of switches and their role in digital systems, often used to represent binary
input.

« Karnaugh maps as a visual tool for simplifying Boolean expressions.

« Truthtable, Boolean expression, circuit diagram of Half-adder and Full-adder

» Half-adder and Full-adder as digital systems with specific objectives, components and

_ interaction among those components )




Introduction

Understanding number systems is fundamental in computer science and digital
electronics. This chapter will delve into various numbering systems, their
applications, and how they are used in computers. We will cover the following
topics:

Different numbering systems: decimal, binary, hexadecimal, and octal.

Binary number system in computers.

Machine-level data representation.

Representation of whole and real numbers.

Binary arithmetic operations.

Common text encoding schemes: ASCll and Unicode.

File formats and extensions.

Key terms in data representation.

Binary data manipulation and conversion.

10 Encoding schemes.

11. Differences between file formats.

12. Storing images, audio, and video in computeérs.

2.1 Numbering Systems

Numbering systems are essential in computing because they form the basis for
representing, storing, and processing‘data. Different numbering systems help
computers perform tasks like calculations; data storage, and data transfer. These
systems allow computers to represent various kinds of information, such as text,
colors, and memory locations. Here'is'a description of a few numbering systems:

2.1.1 Decimal System

The decimal number system_is a base-10 number system that consists of digit
from 0 to 9 and we uselit-in everyday life. That's why each digit of the number
represents a power of 10 In the decimal system the place values starting from
the rightmost digitsiaré 10°, 10", 10°, and so on. For example, the decimal number
523 means:

5x10*+2x10"+3x10°=500 + 20 + 3 =523

2.1.2. Binary System

In binaty, the place values are arranged from the right to left, starting with 2°, and
ending at 2"where each position represents a power of 2. For example, the
binary number 1011 can be converted to decimal as follows:
1 x2°+0x2°+1x2'+1x2°=8+0+2+1=11w

Computers work in binary system especially because this method fits well with
electronics. Digital circuits have two states: They can be either on or off. These
states are easily represented by the binary digits: 1 represent ON, and 0
represnets OFF. When typing on the keyboard, the computer translates every

©EONOUITAWN =
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letter to a binary. Similarly, number, text, images, and sound are all, at their
lowest level, reduced to binary. We shall discuss this is details later in this chapter.
When you type a letter on your keyboard, the computer converts it into a binary
code. Similarly, all types of data, including numbers, text, images, and sounds,
are ultimately broken down into binary code. We will explore it further later in
this chapter.

2.1.2.1 Conversion from Decimal to Binary

The following algorithm translate a decimal number to binary.
1. To convert decimal number to binary form, divide the decimal numberby 2.
2.Record the remainder.
3. Divide the number by 2 until the quotient which is left after division is 0.
4.Meaning itis represented by the remainders and it's read fremithe bottom to
the top of the binary number.
Example: Convert 83 to binary

83 /2 =41 remaindeft 1
41 / 2 = 20 remainder-l
20/ 2 = 10 remainder O
10/ 2 = 5 remainder 0
5/2 =2 tremainder 1
2 /2 ="1remainder O
1/ 2 £0 remainder 1

The above steps are graphically, shown in Figure 2.1. If the remainders are read
from bottom to top then itgives the required result in binary, whichis 1010011.

N
N
—_
I3

(NS A I [ \ R I \S I B \O)
i
o

Figure 2.1 Decimal to Binary conversion
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lass activity
1. Marks Conversion: Each student will take his or her marks from 8"

grade for each subject and convert them from decimal to binary. For
example, if a student score 85 in Math, he/she will convert 85 to binary
(whichis 1010101).

2. Clock Time Conversion: Students will be given various times of the
day and asked to convert them into binary. For instance, 3:45 PM would

be converted as follows:
Hours (15)= 1111
Minutes (45)= 101101

\_ 3. Write your sleeping time in binary. Y,

2.1.3 Octal System

Octal is a positional numeral system with base eight, which implies that a digit to
be used ranges from 0 to 7. The last digit is asingle digit power of 8 while the
other digits are the coefficients. In the decimal system, the place values starting
from the 8°, 8', 8% and so on. For example, the oétal number 157 means, 1x 8°+ 5 x
8'+7x8 =64+40+7=111w.

Each octal digit represents three binary digits (bits) because the octal system is
base-8, and the binary system is base-2, This relationship arises from the fact that
8 is a power of 2 (8 = 2%). So, each.octal digit can be precisely represented by
three binary digits (bits). This.means that any value from 0 to 7 in octal can be
converted into a 3-bit binary* number. This relationship makes conversion
between binary and octal straight forward. Table 2.1 shows the correspondence
between octal and binary.digits:

Example:

Consider the 9-bit'binary number 110101011. This number can be divided into
groups of three

Bits fromiright to left:
110 101 011

Each group of three bits corresponds to a single octal digit:
110 =6
101 =5
011=3



Octal | Binary
0 000
1 001
2 010
3 011
4 100
5 101
6 110
7 111

Table 2.1: Correspondence between Octal and Binary Digits

So, the binary number 110101011 is equal to 653 in octal.

Note that the octal number system isn't actually used in modern computers to

do their work. Therefore, we can say that the binary numbeér 110101011 is equal

to 653 in octal. Whenever you have a binary number that cannot be divided into

groups of a three, you'll have to add zero up to-the left end of it to make it

appropriate.

2.1.3.1 Conversion from Decimal to Ottal

The algorithm below translates a decimal numberinto an octal.

1. To convert the decimal number to‘an equivalent octal number, divide the
number by 8.

2. Write down the remainder. 8 83

3. Afterthatdivide the obtained quotient by 8.

4. Continue the divisions dntil one of the 810 — 3
numbers resultsin 0.

5. Octal is a base eight'number and the octal 81 — 2
number is the remainder read from the - T
bottom up to thetop. 0 —1

Example: Convert83 to octal Figure 2.2: Conversion from

+ 483/8 =10remainder 3 Decimal to Octal.

«»10/8 = 1remainder 2
<~ 1/8=0remainder 1
The above steps are graphically shown in Figure 2.2. Going up from bottom, the
remainder reading will give the desired result, thatis 123 in the octal system.

Class activity
1. Work in pairs to convert the following decimal numbers to octal: 45, 128,
64.
2. Convertthese octal numbers to decimal: 57, 124, 301.
3. Shareyouranswers with the class and discuss any differences.




The octal system was used in early computing systems like

@[dlyo\'% PDP-8. It was used because it is easier to convert between

octal and binary than between decimal and binary.

When converting between number systems, double-check your remainders
and sums to ensure accuracy. Practice with different numbers(to) become
more comfortable with the conversion process.

2.1.4 Hexadecimal System

The hexadecimal is a base 16 number system with digitthumber from 0 to 9 and
alphabets from A to F; each digit represents 16 to the power of the position of the
digit. The letter A to F stand for the numerig‘value of 10 to 15, The digits in
hexadecimal move from right to left in place,value that are 16°, 16', 16°...
anothers. For example, the hexadecimal (number 1A3 can be represented in
decimal as:

1x16°+Ax16' +3x16°=1x256+10x16 +3x1=256+160 + 3 =419,

The hexadecimal number system is not directly used by computers either.
However, it provides an.even more compact representation than octal. This
makes it easier for us to read.and write large binary numbers.

This is because the hexadecimal system is base-16 and the binary system is base-
2, therefore every/single hexadecimal digit equals four binary bits. This
relationship stemsfrom the fact that 16 is a power of 2 (16= 2°). This means that
any hexadecimal number between 0 and 15 then it can be converted into 4-bit
binary number.

Table 2.2 illustrates conversion of hexadecimal to binary digits. Each group of
four.bits'corresponds to a single hexadecimal digit.

Example:

Therefore, the binary number 1101011010110010 equals to the hexadecimal
number D6B2. In case a binary number cannot be grouped as four bits add
zero(s) to the left of the number to make it fit.

1101 0110 1011 0010



Hexadecimal Binary
0 0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
10110,
1100
1707
1110
&N 1111

Table 2.2: Correspondence between Hexadecimal and Binary Digits

MmO N m|>l oo Nl win|—=

1101 =D
0110 =6
1011 =8B
0010 = 2

2.1.4.1 Converting Decimal to Hexadecimal

The following algorithm converts a decimal number to hexadecimal:

1. Convert the decimal number to an absolute value by dividing it by 16.

2. Record the quotient and the remainder.

3. Continue dividing the quotient by 16 and write down the remainder until the
quotientis zero.

4. The hexadecimal number, as you might have guessed, is the remainder read
from bottom to top.

Example: Convert 2297 to hexadecimal

A_



16| 2297
2297 /16 = 143 remainder9 N
143 / 16 = 8 remainder F EE ::::-E
8/ 16 = 0 remainder 8 16| 8 =15 >F
S

Figure 2.3: Decimal
to Hexadecimal

The above steps are graphically shown in Figure 2.3. Reading the remainders
from bottom to top gives the required result, i.e., 8F9 in hexadecimal.

é Class activity 5& )
Find the following values and express them in hexade@br Discuss your

findings with your classmates:
« Minimum Age to Cast Vote

« Length of the Indus River &

- Total Districts in Pakistan

+ Height of K2 (the second-highe@untain in the world)

- Area of Pakistan

\. J
2.2 Data Representation in Gomputing Systems

Computers can process and store a lot of information. In the following section we
will discuss numeric data représentation.

2.2.1 Binary Encodinglofintegers (Z) and Real Numbers (R)

When we store data_dn-computers, especially numbers, it's important to
understand how they arerepresented and stored in memory. Let's explore how
different sizes of intéger values are stored in 1, 2, and 4 bytes, and how both
positive and negative integers are handled.

2.2.2 WheleNumbers (W) and Integers (2)

Integers, also“known as whole numbers, are important elements in both
mathematics and computer science. Knowledge of these concepts is important
for primary computations, solving problems through programming, working
with data and designing algorithms.

2.2.2.1 Whole Numbers (W)

Whole numbers are a set of non-negative integers. They include zero and all the
positive integers. Mathematically, the set of whole numbersiis:

W={0,1,23,..}

In computing, whole numbers are often used to represent quantities that can't
be negative. Examples include the number of students in a school, a person's age




..
in years, and grades, provided there are no negative figures such as credit point
balances.
A 1-byte integer has 8 bits to store values. If all 8 bits are on, it represents the
maximum value, 11111111, which is 255, If all bits are off, it represents the
minimum value, 00000000,, which is 0,,. Similarly, using 2 or 4 bytes, we get more
bits to store data allowing us to store bigger values. If n is the number of bits, the
maximum value that can be represented is 2" -1 for examples:
« 1-Byte whole number (8 bits): Maximum value = 2°-1 = 255
« 2-Byte whole number (16 bits): Maximum value = 2" - 1 = 65,535
«  4-Byte whole number (32 bits): Maximum value = 2**-1 = 4,294,967,295
2.2.2.2 Integers (2)
Integers extend the concept of whole numbers to include negative numbers. In
computer programming, we call them signed integers. The.set of integers is
represented as:
Z={.,-3-2-10123,..}

To store both positive and negative values, one bitis reserved as the sign bit (the
most significant bit). If the sign bit is ON(1), the'value is negative; otherwise, it is
positive. Using this system, the maximum positive value that can be stored ina 1
byte signedintegeris (01111111),, whichis 127,,. As the bits available to stored a
value is n -1, hence the maximum value'will be’2"" -1. We can use this formula to
compute the maximum values for 2 and 4bytes.
Negative values are stored using two's compliment, explained in the following
section.
2.2.2.3 Negative Valuesénd Two's Complement
To store negative values,«computers use a method called two's complement. To
find the two's complement of a binary number, follow these steps:

1. Invert all the bits«{(change Os to 1sand 1s to Os).

2. Add 1to the'least Significant Bit (LSB).
Example: Let's convert the decimal number -5 to an 8-bit binary number:

1. Startwith the binary representation of 5:00000101..

2. Invertall the bits: 11111010.,.

3.%Add 1:11111010,+ 1,=11111011,.

So,-5in 8-bittwo's complementis 11111011,.
Minimum Integer Value
For an 8-bit integer, we switch on the sign bit for the negative value and turn all
bits ON. resulting in 11111111,. Except the first bit, we take two's complement
and get 10000000, which is 128,,. Thus minimum value in 1-byte signed integer is
-128,i.e.,-2”. The minimum value is computed using the formula -2 "' wherenis
the total number of bits.

e  2-BytelInteger (16 bits): Minimum value = -2 = -32,768



e 4-Bytelnteger (32 bits): Minimum value = -2*'-1 = -2,147,483,648

~

The reason we use binary and these ranges is that computers

use transistors that have two states: ON (1) and OFF (0). This

binary system forms the foundation of all digital computing!

Top Tip: When working with different integer types, always

check whether the data type is signed or unsigned to .avoid
unexpected results, especially when dealing with large values or
negative numbers. J

Understanding how integers are stored in memory helps you appreciate the
inner workings of computers and ensures you can effectively work with different
data types in programming.

2.3 Storing Real Values in Computer Memory

In computers, real values, also known as floating=point numbers, are used to
represent number with fractions and/or decimals.

2.3.1 Understanding Floating-Pqint Representation

Floating-point numbers (real values)\are represented similarly to scientific
notation as given below:

exponent

A floating-point number = sign x,mantissa x 2 . According to the above
formula, 5.75 is represented as 194375 x 2. To convert the fractional part of a real
(floating-point) number from decimal (base-10) to binary (base-2), multiply the
fractional part by 2 and“write down the integral part of the result. Repeat this
process with the new fractional part until the value of the fractional part becomes

zero or until the required precisionis achieved.
Steps for Conversion:
1. Identify theFractional Part: Get the fractional part of the decimal number. For

instance;inthe number 4.625, the integral part is 4 and the fractional part is 0.

625:
2. Convert the Fractional Part to Binary: Multiply the fractional part by 2, and

write down the integer that is obtained. Repeat this process with the new
fractional part till it gets to 0 or until then required number of decimal places

isachieved.
Example: Converting 0.375 to Binary
1.1dentify the Fractional Part: Fractional part: 0.375
2. Convert the Fractional Part 0.375 to Binary:



0.375x2 =0.75 (Integer part: 0)
0.75x2 =1.5(Integerpart: 1)
0.5x2 =1.0(Integer part: 1)

Theinteger partsrecorded are0, 1, 1.
3. Combine the Results: Combine the binary representations of the integer parts
from top to bottom:

0.375,,= 0.011,

In computing, it is critical to express real numbers in a binary form since it
facilitates computing and storage. This process involves converting both the
integer (decimal) and the fractional parts of a given number into binary. Two
commonly use standards for this representation are “Single precision (32-bit)"
and “Double Precision (64-bit)".
2.3.1.1 Single Precision (32-bit)
In this standard, 4 bytes (or 32 bits) are assigneddnhere the 1st bit is the sign bit,
and the next 8 bits are for the exponent and'the rémaining 23 bits are for the
mantissa.
Here the exponent can be ranged betweéen =126 and +127.
The approximate range of values from1.4x 10 to 3.4 x 10%.

Table 2.3: 32-bit Floating Point Representation

Explanation:

Table 2.3 illustrates how 32-bit floating point values are represented in binary

form. Each floating point value is broken down into three main components: the

sign bit, the exponent, and the mantissa.

1. Grouping: This row explains the bit allocation for the 32-bit floating point
format: 1 bit for the sign, 8 bits for the exponent, and 23 bits for the mantissa.



1. 5.75: Representation: 1.4375 x 2° - Sign Bit: 0 (positive) - Exponent: 2 +127 =
129, which is 10000001, - Mantissa: The binary representation of 0.4375 is
10111000000000000000000,

2. -5.75:Representation: -1.4375 x 2° - Sign Bit: 1 (negative) - Exponent: 2 + 127
=129, which is 10000001, - Mantissa: The binary representation of 0.4375 is
10111000000000000000000,

3. 0.15625: Representation: 1.25 x 2”° - Sign Bit: 0 (positive) - Exponent: -3 +127
= 124, which is 01111101, - Mantissa: The binary representation.ef.0.25 is
01000000000000000000000,

4. -0.15625: Representation: -1.25 x 2° - Sign Bit: 1 (negative)= Exponent: -3
+127 = 124, which is 01111101, - Mantissa: The binary representation of 0.25
is01000000000000000000000,

This breakdown helps illustrate how floating point values are stored and

manipulated in computer systems.

2.4 Binary Arithmetic Operations

Arithmetic operations include addition, subtraction; multiplication and division,

and are performed on two numbers at a time, Binary arithmetic operations are

similar to decimal operations but followhinary rules. Here's a brief overview of
the basic operations:

2.4.1 Addition

Binary addition uses only two digits: Oland 1. Here, we will learn how to add binary

numbers and how to handle the-addition of negative binary numbers.

Binary Addition Rules

Binary addition follows thesessimple rules:

1.0+0=0
2. 0+ 1=
3. 1+0=4

4. 1+ 1=0(withacarry of 1to the next higher bit)
Example of Binary Addition
Example 1:
1101
+1011

11000
In this example:
« 1+1=0(carry1)
« 0+1+1(carry)=0(carry1)
« 1+0+1(carry)=0(carry1)
« 1+ 1+ 1(carry)=1(carry1)



2.4.2 Subtraction
In binary arithmetic, subtraction can also be carried out by adding the two's
complement or the value of the subtrahend to the minuend.
Example: Subtract 6 from 9 in Binary
Minuend =9,,= 1001,
Subtrahend =6,,=0110,
Step 1: Find the Two's Complement of the Subtrahend
e Invertthe bitsof0110,:
Inversion: 1001,
+ Add 1totheinverted number:
1001,+ 1,=1010,=-6,,
Step 2: Add the Minuend and the Two's Complement of the
Subtrahend
1001,+1010,= 10011,
Step 3: Discard the Carry Bit
10011, Discard carry 00315=3;,
So, 9-6=3.
2.4.3 Multiplication
Binary numbers are base-2 numbers, ¢onsisting of only Os and 1s. Multiplying
binary numbers follows similar principles to multiplying decimal numbers, but
with simpler rules. Here, we will learn how to multiply binary numbers with
example.
Steps to Multiply Binary Numbers
Write down the binary numbers, aligning them by the least significant bit
(rightmost bit).
2. Multiply each bit ofthe.second number by each bit of the first number, similar
to the long multiplication method in decimal.
3. Shift the partial results one place to the left for each new row, starting from
the second-row.
4. Add all thepartial results to get the final product.

Example
Let'simultiply two binary numbers: 101,and 11,.
101
X 11
101 (Thisis 101,x1,)
101x 0 (Thisis 101, X 1,, shifted left)
1111

S0,101,X11,=1111,.



The Central Processing Unit (CPU) of a computer performs
millions of binary multiplications every second to execute
complexinstructions and run programs!

2.4.3 Division

Binary division is similar to decimal division but only involves two digits:0-and 1.
It follows steps like comparing, subtracting, and shifting, akin to long(division in
the decimal system.

Steps of Binary Division

1. Compare: Compare the divisor with the current portion ofthe'devidend.

2. Subtract: Subtract the divisor from the dividend portion if the divisor is less
than orequal to the dividend.

3. Shift: Shift the next binary digit from the dividenddown to the remainder.

4. Repeat: Repeat the process until all digits ofthe'dividend have been used.
Example

Divide 1100,by 10,
10] 1100 110 (Step 1: Compare 10 with first two 11, subtract 10 from 11)
% (Step 2: Bring down the next digit 0)
10 (Step*3: Compare 10 with 10, subtract 10 from 10)
0 (Step 4: Bring down the next digit 0, no more digits left)
Result: 1100,/10, =110,
4 D Class activit N
Practicing Bfns'y Division &
Objectiv@ practice and understand binary division through hands-on
examples.
In ions:
orm groups of three to four students.
2. Each group will solve the following binary division problems:

(a) 101012'102
(b) 11100,-11,
(c) 100110,-101,

3. Write down each step of your division process clearly.
4, Present your solutions to the class, explaining each step and the
\_ reasoning behind it. Y,




2.5 Common Text Encoding Schemes

Text encoding schemes are essential for representing characters from various
languages and symbols in a format that computers can understand and process.
Here are some of the most common text encoding schemes used in computers:

2.5.1 ASClI

ASCIl is an acronym that stands for American Standard Code for Information
Interchange. It is a character encoding standard adopted for representing in
devices such as computers and similar systems that use text. Each ‘alphabet,
number or symbol is given a code number between 0 and 127 asshown in Table
2.4.

ASCII enables different computers and devices to exchange text information
reliably. Let's encode the name of our country using ASCII.

The ASClI code for an upper case letter "P" is:80:

« Thecodeforletter'a'in ASCllis 97.

«  The ASCll code for the letter 'k"is 107.

« ltisinteresting to know that the ASCll.code for the letter 'i"is 105.
« Inthe ASCll code system, the letter 's“has a code of 115.

« Thecodefor't'is 116in ASCII.

The ASCII code is a numerical representation of characters in computer-based
system, particularly for alphabetic characters.
For example, the ASCllccode of the character 'n"is 110.

4 .. )
Class activity

1. AWrite down your name.

2.\ Find the ASCII code for each letter in your name. You can use
the ASCll tableto for your help.

3. Converteach ASCIll code to binary.

4. Write downyournamein binary!




Character ASCII Code Character ASCII Code
SP (space) 32 ! 33
" 34 # 35
$ 36 % 37
& 38 ' 39
( 40 ) 4.16F
* 42 + 43
) 44 - s
| 6 AR
0 48 49
2 50 ,(% 51
4 52 s 53
6 54 QV 7 55
8 56 9 57
: 58 : 59
< e = 61
> 62 ? 63
@ o 64 A 65
B -\ 66 C 67
%) 68 E 69
&\ 70 G 71
0 H 72 | 73
J 74 K 75
L 76 M 77
N 78 o) 79




P 80 Q 81
R 82 S 83
T 84 U 85
Vv 86 W 87
X 88 Y 89 Se
Z 90 [ 91«
\ 92 ] "~
A 94 -
? 9% a ,(@'97
b 98 C‘%D 99
d 100 aé\ 101
f 102 L9 103
h 104 <( i 105
j 106 \ k 107
| 108, m 109
n - 110 o 111
P (9'112 q 113
r 114 S 115
116 u 117
\%' 118 w 119
ﬁ‘x 120 y 121
z 122 { 123
| 124 } 125
— 126 DEL 127

Table:2.4

¢



2.5.1 Extended ASCII

While the standard ASCII Table includes 128 characters, there is an extended
version that includes 256 characters. This extended ASClI uses 8 bits and includes
additional symbols, accented letters, and other characters. However, the original
128 characters are the most commonly used and serves as the basis for text
representation in computers.

2.5.2 Unicode

Unicode is an attempt at mapping all graphic characters used in any(of the
world's writing system. Unlike ASCII, which is limited to 7bits and canrepresent
only 128 characters, Unicode can represent over a million characters.through
different forms of encodings such as, UTF-8, UTF-16, and UTE-32./UTF is an
acronym that stands for Unicode Transformation Format.

2.5.2.1 UTF-8

It is a variable-length encoding scheme, meaning it canuse a different numbers
of bytes (from 1 to 4) to represent a character. UTF-8 is backward compatible
with ASCII. It means it can understand and use the.older ASCIl encoding scheme
without any problems. Therefore, if we have atext file written in ASCII, it will work
perfectly fine with UTF-8, allowing it to read’both old and new texts.

Example: The letter ‘A" is Unicode, represented as, U+0041, is 01000001 in the
binary format and occupies 8 bits or 1 byte.

Let'slook at how Urdu letters are représented in UTF-8:

Example: The Urdu letter '_' is répresented in Unicode as U+0628; its binary
formatis 171011000 10101000, means it takes 2 bytes.

2.5.2.2 UTF-16

UTF-16 is another variable character encoding mechanism, although it uses
either 2 bytes or 4 bytes per character at most. Unlike UTF-8, it is not compatible
with ASCII, meaningit €annot translate ASCII code.

Example: The letter Ain UTF-16 is equal to 00000000 01000001 in binary or 65 in
decimal (2 bytes).

For Urdu:

Example;\The right Urdu letter '—' in UTF-16 is represented as is 00000110
00101000 in binary, which occupies 2 bytes of memory.

2.5.2.3 UTF-32

UTF-32 is a method of encoding that uses a fixed length, with all characters
stored in 4 bytes per character. This makes it very simple but at the same time it
may look a little complicated when it comes to space usage.

Example: Alphabet letter ‘A" in UTF-32 is represented in binary as 00000000
00000000 00000000 01000001 which is 4 bytes.



2.6 Storing Images, Audio, and Video in Computers

Have you ever wondered how your favorite photos, songs, and movies are stored
on your computer or phone? Let's dive into the fascinating world of digital
storage to understand how computers manage these different types of files.

q Data size is usually expressed in byte and its multiples. \
DA N +  1Byte (B) = 8Bits
w * 1Kilobyte (KB) = 1024 Bytes
« 1Megabyte (MB) = 1024 Kilobytes
» 1Gigabyte (GB) = 1024 Megabytes
« 1Terabyte (TB) = 1024 Gigabytes
« 1 Petabyte (PB) = 1024 Terabytes
« 1Exabyte (EB) = 1024 Petabytes
« 1Zettabyte (ZB) = 1024 Exabytes
K * 1Yottabyte (YB) = 1024 Zettabyt€es j

2.6.1 Storing Images

Images are made up of tiny dots called pixels. Each pixel has a color, and the
combination of all these pixels forms the complete picture. Computers store
images using numbers to representthese colors.

Color Representation: - In a colorimage, each pixel's color can be represented
by three numbers: Red, Green, and Blue (RGB). Each of these numbers typically
ranges from 0 to 255. - For example, a pixel with RGB values (255, 0, 0) will be
bright red.

Image File Formats: The following are Commonly used image formats for
photos - JPEG (Joint'Photographic Expert Group). It compresses the image to
save space but might lose some quality. - PNG (Portable Network Graphics ):
Supports transparency and maintains high quality without losing data. - GIF
(Graphics Interehange Format): Used for simple animations and images with few
colors;

é N
. Class activity
Create a Pixel Art
1. Use graph paper to draw a simple image, such as a smiley face.
2. Color each square (pixel) and write down the RGB values for each
colorused.
3. Share your pixel art and RGB values with the class.
A\ y




..

2.6.2 Storing Audio

Audio files are stored by capturing sound waves and converting them into digital

data. This process involves sampling and quantization.

Sampling and Quantization:

« Sampling: Recording the sound wave at regular intervals. The number of
samples per second is called the sampling rate. Higher sampling rates result
in better quality.

« Quantization: Converting each sample into a number. More bits per sample
provide more accurate sound representation.

Audio File Formats:

« Mp3: A common format that compresses audio to save spacebut may lose
some quality.

« WAV (Wave Audio File Format): Uncompressed format that maintains high
quality.

« AAC (Advanced Audio Coding): Used by many stréaming services for high-
quality audio with efficient compression.

Listening to music chnaged dramaticallly with the introduction
oid(Yo+ | of the MP3 format. It revolutionized the music industry by
K“'O allowing songs to be easilysshared over the internet due to its

smaller file size.

To explain how these units are used, consider the following examples:

. Animage file might have a size'of 500 KB (Kilobytes).

. A music file might be around 5MB (Megabytes).

. Afull-length HD movie could be approximately 2 GB (Gigabytes).

. Alarge external hard drive could have a capacity of 1 TB (Terabytes).

2.6.3 Storing Video

Videos are made up of-many images shown rapidly in sequence, along with

audio. Eachimage inavideo is called a frame.

Frames and Frame Rate:

« Frame Rate: The number of frames shown per second, measured in Frames
Per Second (FPS). Common frame rates are 24 fps (used in movies) and 30 fps
(used inTV). Higher frame rates result in smoother motion in videos.

VideoFile Formats:

« MP4: A widely used format that efficiently compresses video while
maintaining quality.

« AVI: Anolder format that may resultin larger file sizes.

» MKV: Supports high-quality video and multiple audio tracks or subtitles.

( Tidbits
When watching videos online, the quality can change based on your internet
speed. Streaming services adjust the video quality to avoid buffering.




2.6.4 How Computers Store These Files

All these files (images, audio, and video)are stored as binary data, which means

they are represented by sequences of Os and 1s.

Storage Devices:

« Hard Disk Drive (HDD): Uses spinning disks to read/write data. They offer
large storage capacities.

« Solid State Drive (SSD): Uses flash memory for faster access times and
better performance.

« Cloud Storage: Stores files on remote servers accessible via the_ internet,
providing flexibility and backup options.

q IBM created the first hard drive in 1956 which weighed GVera ton
9\ [ and could only store 5,000,000 bytes which is much fess-than the
storage required for even one high-quality song today:

This leads us to an understanding and appreciation of how images, audio and

videos are stored in the computers, allowing us to marvel at the underlying

technology of our current digital age. Whether you're taking pictures, enjoying
music, or watching films, it all stems how computers manage information!
Summary

« In computing, numbering systems aré crucial as they form the foundation
for representing, storing, and procesSsinginformation.

«  Decimal number system is a number system in which base is 10 and the
digitsinvolved are 0 to 9, which.are commonly used in our daily lives.

« Binary is a base-2 number system that comprises of only the digits 0 and 1.
Each digit represents a power of two.

«  The Octal number systemtis another number system that has eight as its
base; thus, it has eight digits O to7. Each digit represents a power of 8, this
can be expressed as-8digit.

«  The Hexadecimaklnumbering system is another type of number system with
base of 16, where.the number 0 to 9 and alphabets A-F are used.

« Integers refers to the set of non-negative whole numbers, while whole
numbers are the complete numbers. They include zero and all the positive
integers,also positive zero.

« Tostore negative values, computers employ a technique commonly known
astwo's complement.

« In computers, real values, which are nicknamed as floating-point numbers
are used to represent numbers with fraction or decimal point.

« Arithmetic operations mean addition, subtraction multiplication, and
division performed on numbers in given base. Binary arithmetic involves
performing these operations on numbers in binary form, or base 2.

« ASCIl is an acronym for American Standard Code for Information
Interchange. Itis an industry standard used to encode text in computers and
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other devices.

All the letters, digits or symbols are given a unique number ranging from 0
to 127.

According to the standard ASCII table, there are both a basic version with
128 characters and an extending version with 256 characters.

Unicode is a character encoding standard that aims to provide character
codes for all the characters use a in the worlds' writing systems.

UTF-16 on the other hand is another variable character encoding technique
in which characters are represented using either two or four bytes.

UTF-32 is a blocking encoding method of fixed block size, meaning that the
size of each block is constant. Each single character is always represented
using 4 bytes, regardless of its specific characteristics.

Images under digital context are composed of small paints‘referred to as
pixel. Each of them is of certain color and the combination of such pixels
makes a complete image or picture.

Audio files are recorded using the human-computer interface to capture
and then converting sound waves into digital'form. Some of the key steps in
this process include data sampling and quantization.

EXERQSE

Multiple-Choice Questions (MCQs)

. What does ASClI stand for?

(@) American Standard Code for Information Interchange

(b) Advanced Standard Code for Information Interchange

(c) American Standard Communication for Information Interchange
(d) AdvancedStandard Communication for Information Interchange

. Which of the féowing numbers is a valid binary number?

(@) 1191102 (b) 11011 (¢) 110.11 (d) 1101A

. How mé@pW0its are used in the standard ASCIl encoding?

(@)~.7 bits (b) 8 bits (c) 16bits  (d) 32 bits

. Whieh of the following is a key advantage of Unicode over ASCII?

(a) ltusesfewer bits percharacter

(b) Itcanrepresentcharacters from many different languages
(c) Itisbackward compatible with binary

(d) Itisspecifictothe Englishlanguage

5. How many bytes are used to store a typical integer?

(@) 1byte (b) 2bytes (c) 4bytes (d) 8bytes
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6. What s the primary difference between signed and unsigned integers?

(a) Unsigned integers cannot be negative
(b) Signed integers have a largerrange
(0) Unsigned integers are stored in floating-point format
(d) Signed integers are only used for positive numbers
7. Inthe single precision, how many bits are used for the exponent?
(a) 23 bits (b) 8bits (c¢) 11bits (d) 52bits

8. What is the approximate range of values for single-precision floatifng=point
numbers?

(a) 1.4x10%t03.4x 10% (b)  1.4x10*t03.4%x10"

(0) 49x10%t0 1.8x10™ (d)  49x10°"t01.8x 10™
9. What are the tiny dots that make up an image called?

(@) Pixels (b) Bits (c) Bytes (d) Nodes
10.In an RGB color model, what does RGB stand for?

(@) Red, Green, Blue (b) Red, Gray, Black

(c) Right, Green, Blue (d) Red, Green, Brown

Short Questions

What is the primary purpose of the ASCIl encoding scheme?

Explain the difference between ASCIl and Unicode.

How does Unicode handle characters from different languages?

What s the range of values far an‘insigned 2-byte integer?

Explain how a negative integeris represented in binary.

What is the benefit of using'unsigned integers?

How does the numberof bits affect the range of integer values?

Why are whole numbers commonly used in computing for quantities that

cannot be negative?

9. Howistherange of floating-point numbers calculated for single precision?

10. Why, is=itwimportant to understand the limitations of floating-point
representation in scientific computing?

Long'Questions

1. Explain how characters are encoded using Unicode. Provide examples of
characters from different languages and their corresponding Unicode code
points.

2. Describein detail how integers are stored in computer memory.

3. Explain the process of converting a decimal integer to its binary

representation and vice versa. Include examples of both positive and

A_
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negative integers.
4. Perform the following binary arithmetic operations:
a. Multiplication of 101 by 11.
b. Division of 1100 by 10.
6. Add the following binary numbers:

a)
101
+110
b)
1100
+1011

7. Convert the following numbers to 4-bit binary and add them:
(@ 7+ (-4)
(by -5+3
8. Solve the following
(@) 1101,-0100;
(b) 1010,-0011,
(c) 1000,-0110,
(d) 1110, - 100,
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Logic Design

Digital Systems and

Student Learning Outcome

By the end of this chapter, you will be able to:

and OR.

procedures. &
« Understand the concept of duality in Boolean algebra.
«  Subtopics such analog and digital signals
« Introduce several types of gates and their functions.
 Build truth tables for the operations of Io@xpressions.

« Understand Boolean functions and operations it, such as Boolean AEQ

« Construct Boolean expressions using variables and Boolean o Qs.
« Relate common Boolean identities and Boolean si ification

~
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Introduction

In this chapter, we will discuss the Boolean functions, logic, digital logic, and
difference between analog and digital signals. We will also discuss several types
of gates, their truth tables, and digital devices including half and full adders. At
the completion of this chapter, you should be construct Boolean expressions,
simplify them, create truth table, and understand the basics of digital logic.

3.1 Basics of Digital Systems

Digital systems are the backbone of today's electronics and computing. They

manipulate digital information in the form of binary digits, which are either0 or 1
and are used in calculation devices such as calculators and computers, among
others.

3.1.1 What is an Analog Signal

Analog signals are signals that changes with time smoathly’and continuously
over time. They can have any value within given rangexExamples include voice
signal (speaking), body's temperature and radio-wave signals. Digital signals are
the signals which have only two values that aredn theform of '0'and '1". These are
utilized in digital electronics and computingsystems. Analog to digital converter
(ADC) and digital to analog converters (DAC).are important operations in today's
technological developments, enabling the transmission and control of signals.

Analog Signal Digital Signal
Continuous Discrete
Infinite possible values Finite (O or 1)
Example: Sound waves Example: Binary data in
computers

Analog-to Digital Conversion (ADC): ADC is the conversion of analog signals
into digital signals, which are discrete and can be easily processed by
computerized devices like computers and smart phones.

Digital to Analog Conversion (DAC): DAC is the conversion whereby analog
signals are converted to digital signals, making it possible for human to perceive
the information, for instance through speakers, as depicted in figure 3. 1.



Sound Waves Electrical Voltage Electrical Voltage

Binary Data

Speaker

Microphone

ADC

Analogue

\ Analogue
Digital

| |
ADC DAC
Figure 3.1: Analog to Digital and Vice Vérsa

ADC and DAC Conversion: Why is it needed?

Digital to analog conversion, and vice versa/is«critical since it enables data
processing, storage, and transmission. Digital signals are much less affected by
noise and signal degradation and are thereforebetter suited for transmitting and
storing information over long distances.

Example: Sound Waves

Let us consider a situation where oneperson is speaking into a microphone while
the other person is receiving sound-through speakers as illustrated in the figure
3.1.

1. Microphone (ADC):*When you speak into the microphone, your voice
produces sound waves (analog signals) that are captured by the system. This is
done by converting_the sound waves into digital form using an ADC with the
microphone. Finally,this digital data can be transmitted over long distances with
little or no degradation in quality.

2. Speakers\(DAC): At the receiver end, the digital signals are then converted
back into analog signals with the help of DAC. The speakers then translate these
analog'signals back into sound waves to enable you hear to the other person's
voice asif they were speaking directly to you.

Analog signals are sometimes changed to digital signals in
Did Yo an action known as Analog to Digital Conversion or ADC. This
K“Dw enables analog information such as music, to be recorded
and manipulated by digital gadgets.

(S
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3.1.2 Fundamentals of Digital Logic

Digital logic is the basis of digital systems. It involves the use of binary numbers
thatis O and 1, to represent and manipulate information. Digital logic circuits use
of these binary values to perform various operations, and they are essential to
the functioning in operation of computers and many other electronic devices.

In digital circuits, the two states, 0 and 1, are represented by different voltage
levels. Conventionally, a higher voltage, such as, 5 volts refer to a binary "1", while
a low voltage, for instance, 0 volts refer to a binary ‘0". These voltage levels are
termed as the logic levels. Logic levels are needed to switch on and switeh off the
devices and to define ways through which digital circuits execute operations and
process information.

3.2 Boolean Algebra and Logic Gates

Boolean algebra is a branch of mathematics relate to 4egic and symbolic
computation, using two values namely True and False. It is'an essential branch of
digital circuits since it is the basis for the analysis and design of circuits. Here in
this section we will cover of Boolean functions and.expressions, the working, and
functions of logic gates, Building and evaluating Truth Tables and Logic
Diagrams.

3.2.1 Boolean Functions and Expressioyfs

Binary values are used to describe the=relationship between variables in the
Boolean function and Boolean expressions. The expressions are built using AND,
OR, and other logic operations and‘gan in several ways be reduced to optimize
digital circuits.

3.2.1.1Binary Variables and kagic Operations

Binary variables that can have.only have two values, 0 and 1. Logic operations are
basic operations implemented in Boolean algebra for processing of these binary
variables. The primary logicoperations are AND, OR and NOT.

AND Operation:

AND is the basic logical operator whichis used in Boolean algebra. It requires two
binary inputs which'will give a single binary output. The symbol"."is used for the
AND operation. The output of the AND operation is “1” only when both inputs
are"1". Qtherwise, the resultis “0".

Example:

Consider two binary variables:

A = 1(True)
B = 0 (False)
The AND operation for these variables can be written mathematically as:
P=A-B
In this example:
A=1 B=0

Therefore, then, the result P of the AND operation is O (false).



Truth Table:
A truth table is useful in demonstrating the functionality of the AND operation

with all possibilities of the input variables. Below is the truth table for the AND
operation.

A B A AND B (P)
0 0 0
0 1 0
1 0 0
1 1 1

Table 3.1: Truth Table for AND Operation
Explanation:
If both A and B are off, that is equal to zero then the desired output P is off
(0).
if Ais 0 and B is 1 the output P is 0.

When Ais 1 and B is O P is resulting.

When Ais 1 and B is 1, the output-P also becomes 1.
OR Operation:
The OR operation is an other basic logical operator in Boolean algebra. To be
specific this is also a function tables two binary variables as input produces a
single binary output. According t6 Table 3.2, the OR operation yields true (1)
output when at least of '1" of theiinputs is true (1). The output is 0 only when both

inputsare’0’.
Example:
Consider two binary variables:
A =1 (true)
B = 0 (false)
The OR operation for these variables can be written mathematically as:
P=A+B
In this example:
A=1 B=0
Therefare, result P of the OR gate will be 1.

Truth Table:
A truth table is useful for better understanding of how the OR operation is

organized and what the result of the OR's application is for all variants of the
inputvariables. Below is the truth table for the OR operation.
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Explanation:

If Ais equal to 0 and B is equal to 0 the output P is equal to 0. When Ais zero and B
is one, the output P is also one. When A is equal to 1 and B is equals to 0 the
values of P equal to 1. When both Aand B are 1then the output P equal to one.

A | B| AORB(P)
0

O = O

1
1
1

Table 3.2: Truth Table for OR Operation

ﬂ)’w In binary logic, 1 + 1 does not equal 2,but’equals 1 in logical
l)K“D operation. This is because the OR@peration returns a value of

1ifany or both of the inputs ta'this operator are 1.

NOT Operation:

The NOT operation is one of the basic Boolean algebra operations which takes a
single binary variable and simply negates'its value. If the input is one, the output
iszero and if the input is zero, the output is one.

Example:

Consider a binary variable:

A =1 (true)

The NOT operation forthisvariable can be written mathematically as:
P=A or P=-A
In this example:
P=0

This signifiesthat if you have A = 1 (true), the result of NOT operation is going to
be 0 (false):
Truth Table:

The following table will illustrate the working of NOT operation for all possible
inputs of the variable. Below is the truth table for the NOT operation.

A [NOT A (P)
0 1
1 0

Table 3.3: Truth Table for NOT Operation
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Explanation:

When the input Ais 0, the output Pis 1. When A is 1 the output value Pis 0. ANOT
operation performs the negative of the input variable i. e,, it gives the opposite
value. This operation is important in digital logic design to generate more
complexlogic functions and verify the functionality of digital circuits.

3.2.1.2 Construction of Boolean Functions

Boolean functions are algebraic statements that describe the relationship
between binary variables and logical operations. These functions are particularly
important for digital logic design and are employed in formation of‘various
digital circuits, which are the basis of current computers, mobile phones and
even simple calculator.

Understanding Boolean Functions:

A Boolean function is a function which has a one or more!binary inputs and
produces a single binary output. The inputs and outputs can only have two
values: False (represented by 0) and True (represented by 1) The construction of
Boolean functions is done by employing the basic logical operations such as
AND, OR and NOT, which connect the inputs to génerate the correct output.

Example 1: Simple Boolean Function
Consider a Boolean function with two.inputs, A and B. We can construct a
function F that represents the AND operation:

FC(AB)=A.B

Output
Input FA.B)=A-B

B +

Figure 3.2: Simple Boolean Function

The diagram shown above demonstrates a basic digital circuit, which is an AND
gate. The box symbolizes the AND function F (A, B) = A. B. This box has two inputs
A and B. If both A and B are 1, the output will be 1. In any other case, the output
will be 0. The input are shown at the entrance to the box, while the output is
depicted at the exit of the block. The truth table for this function is as follows:



A | B | F(A B)
010 0
0|1 0
110 0
1T 11 1

Table 3.4: Truth Table for F(A,B) = A.B

Example 2: Now, let us construct a more complex Boolean function with three
inputs, A, B,and C: _
F(ABCO)=A.B+A.C

This function uses AND, OR and NOT at the same time. The truth table for this

functionis as follows:

Explanation:

« The parameters A, B, and C are included in the followingexample as the input
columns.

« The results of AND operation between two variable A'and B are presented in
the column A-B.

« The column A standing for the NOT operation of A.

« Everyvalue in the column A - C displaysithe result of AND operation between
the values in the Fifth column and thethird.column.

« The final column F (A, B, C) shows the output of the Boolean function

A.B+A.0 A-C |F(A, B, C)
0

A|B|(C|AB

A
0 1
L 1
0 1
1 1
0 0
1 0
0 0

OO0 |0 |O|CO

0
0
0
0
1
1
1
1

_ (= [ OO | == O | O
O |||, |O|—=-|O
_ (= [ OO 1O | =

1 1 0 0
Table 3.5: Detailed Truth Table for F(A,B,C) = (A.B) + (A. C)

Usage in Computers:
There are many uses of Boolean functions in the computers for various
operations. Here are some examples of their usage:

«  Arithmetic Operations: Boolean functions are used in Arithmetical Logic
Units (ALUs) of CPUs to perform operations like addition, subtraction,
multiplication, and even division.

(S




« Data Processing: Boolean functions are used to process binary data in
memory and storage devices, ensuring efficient data manipulation and
retrieval.

« Control Logic: Boolean functions are applied in computers to control various
parts of the system's operation to function in co-ordinated manner.

\

Did Yo | Boolean functions are also present in our everyday deviees
K“Ow like cell phones and calculators:
Cell Phones: In cell phone processing, when_you dail a
number, or press a button on a phone, a Baolean function
evaluates these inputs as true or false.and” makes the
necessary output.
Calculators: Basic calculators use Boolean functiens. When you feed it
with numbers and the operations to be performed, Boolean logic is
kused to arrive at the right result.

Class activity.

Consider what do you do with your celbphone or calculator on daily basis.
Can you distinguish activities that, require logical choices, like entering a
password to unlock your smart phone or solving a math problem? Ask your
group members how Boolgan functions may be utilized in the background.

George Boole, a mathematician who invented Boolean algebra

:]ﬁ)’olk was born in Lincoln, England in the year 1815. His work laid the

K“Dw debate and the basis for future digital revolution and computer
science as well as subsequent technologies of the future.

3.2.2 Logic Gates and their Functions

Logic gates are physical devices in electronic circuits that perform Boolean
operations. Each type of logic gate corresponds to a basic Boolean operation.
Examples of the logic gates are:

AND Gate: Implements the AND function. It outputs true only when both inputs

are True (1) @




A.B

Figure 3.3: AND Gate

Imagine a simple electronic circuit with an AND gate. If you press two switches
(both mustbe ON), a light bulb will turn on.

« Switch 1: ON (True)

e Switch 2: ON (True)

« Lightbulb: ON (True) because both switches are ON.

If either switch is OFF, the light bulb will be OFF.

OR Gate: Implements the OR function. It outputs trde'when at least one input

is true.
A
A+ B
B

Figure3.4: OR Gate

NOT Gate: Implements the NOT function. It outputs the opposite of the input.

See Figure 3.4

Figure 3.5: NOT Gate
NAND Gate: This gate is achieved when an AND gate is combined with a NOT
gate. It'generates true when at least one of the inputs is false. In other words,
it is thesinverse of the AND gate, as presented in Figure 3.6.

A
ouT
B c—

Figure 3.6: NAND Gate

)
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Example:

Imagine a safety system where an alarm should go on if either one of two sensors
detectsanissue.
« Sensor 1:Noissue (False)

« Sensor2:Issue detected (True)
« Alarm: ON (True) because one sensor detects an issue.

XOR Gate:

The XOR (Exclusive OR) gate outputs true only when exactly one of th€‘inputs is
true. It differs from the OR gate in that it does not output true when both inputs
aretrue.Itisshownin Figure 3.7.

A
ouT

/

Figure 3.7: XOR/Gate
Example:
Imagine a scenario where you can eitherplay video games or do homework, but
not both at the same time.

» Playvideo games: Yes (True)
Do homework: No (False)
» Allowed? Yes (True) because.only one activity is being done.

f Class activities \

Let's make learningthese logical functions fun with an activity!

1. AND Adyventure: Form pairs and give each pair two conditions they
need to meet to win a prize (like both wearing a specific color shirt).

2. OR Options: Make a list of fun activities. If at least one activity is
possible, the class gets extra playtime.

3.\ NOT Negatives: Ask true/false questions and have students shout
the opposite answer. For example, "Is the sky green?" Students
should shout "No!" (NOT True).

4. Construct a basic circuit using a breadboard, a battery, and LED
lights to represent an AND gate. Connect two switches which will
serve as, inputs A and B. In this experiment the LED will light up only
when both switches are pressed. y




3.3 Simplification of Boolean Functions

Simplification of Boolean functions is a particularly important process in
designing an efficient digital circuit. Such simplified functions require fewer
gates making them compact in size, energy efficient and faster than the
complicated ones. Simplification means applying of some Boolean algebra rules
to make the functions less complicated.

Basic Boolean Algebra Rules:

Here are some fundamental Boolean algebra rules used for simplification:

1. Identity Laws A+0=A
A.1=A
2. Null Laws A+1=1
A.0=0
3. Idempotent Laws A+A=A
A.A=A
4. Complement Laws A+AET
A.A=0
5. Commutative Laws A=+ B = B+A
A.B=B.A
6. Associative Laws A+B+C=A+B+0

A.B).C=A.B.0

7. Distributive Laws A.B+0O=A.B+(A.CO
A+B.O=(A+B).A+0O

8. Absorption Laws A+(A.B)=A
A.A+B)=A
9. De Morgan's Theorems A+B=A. B
A.B=A+B
10. Double Negation Law A=A



Simplification Examples

Example 1

Simplify the expression A + A « B.

Solution:

A+A<B=(A+A)«(A+B) (Distributive Law)
=1<(A+B) (Complement Law)
=A+B (Identity Law)

Example 2 i
Simplify the expression A+« B + A « B.
Solution:
AB+A+B=A+B+A-B (De Morgan’s Theorem)
= (A+B) Sﬁwc_exis already present in
= A48 (A .B),/we can use absorption law
ie A+\(A.B)= A
Example 3
Simplify the expression (A + B) « (A +§)
Solution:

(A+B)+(A+B) =A(A+B)*B+(A+B) (Distributive Law)
=A+A+B+B+B (Absorption Law)
=A%+ AeB (Identity Law)
=A< +B) (Distributive Law)

Z A1 (Null Law)
A (Identity Law)

Example 4

Simplify the expression] +Be(A+B)

Solution:

A+B- A+ E) = (A E) c A+ E) (De Morgan'’s Theorem)
~A+<B+A+A+B+B (Distributive Law)
=AB +A.B (Idempotent Law)
=A+B (Identity Law)
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3.4. Creating Logic Diagrams

The logic diagrams depict the working of a digital circuit through symbols that

represent to its individual logic gates. To create a logic diagram:

« Find outthelogic gates needed for the Boolean function.

« Arrange the gates to perform the operations as defined by the function of the
circuit.

« Connecttheinputs and the output of the gates correctly.

To summarize, knowledge of Boolean algebra and logic gates is crucial'when it

comes to the creation and study of digital circuits. If students understand those

concepts, they can build efficient and effective digital systems.

Class Activity
Activity: Construct a digital circuit that includes both*half-adders
and full-adders to add two 4-bit binary numbers. Create the truth
tables, Boolean expressions, and circuit diagrams for each step.

Summary

« Digital systems are the basis\of the present-day electronics and
computing. They process digitaldatain form of '0'and '1".

« Analogsignals are continuods time varying signal.

« ADC (Analog to Digital~Converter) is the process of converting the
continuous signals intondiscrete signals that can be processed by digital
devices for example ecomputers and smart phones.

« DAC (Digital to Analog Converter) converts the digital signal back to the
analogsignal.

« Digital logie.is the basis of all digital systems. This is the technique we use
to process digital information in the form of binary numbers.

» Boolean'algebra is a sub-discipline of mathematics based on operations
invelving binary variables.

* ‘Iithe case of AND operation the output is 1 only when both input values
are 1. Otherwise, the outputis 0.

* In an OR gate, the result is 0 only when both the input values are 0.
Otherwise, the outputis 1.

« The NOT operation the simplest logical operation in Boolean algebra,
which accept asingle binary inputs and gives its opposite as the outputs.

« Boolean functions are mathematical expressions that represent logical



operationsinvolving binary variables.

« A crucial element of digital circuit design is the logic diagram, which
represents the structure of the circuit by showing connections between
logic gates.

« Adder circuits are widely used in the digital electronic systems with the
principal application in arithmetic operations.

| EXERCISE |

Multiple- Choice Questions (MCQs)
1. Which of the following Boolean expressions represents the<0JR operation?

@ A-B ® A+B (©) A @  A®DB
2. What is the dual of the Boolean expression A. 0 = 02
@ A+1=1 ® A+0=A ©A/M=A @ A.0=0

(98]

. Which logic gate outputs true only if both/inpu®s are true?
(@) OR gate (b) AND gate [ (¢) XOR gate (d) NOT gate
4. In a half-adder circuit, the carry is géngrdtéd by which operation?
(@) XOR operation (b) AND:operation
() OR operation (d) NOFOperation
5. What is the decimal equivalent d&the binary number 1101?

(@ 11 (b) 12 (© 13 (d) 14
6. ldentity law says that: _

(a) AA=A(b) A=A (c) A.0=0 (d) AA=0
7. Complement law_says*that:

(@ A.A=0 (b A=A (©) A0=A (d) A+A=A
8. If we combine®AND operation with NOT operation, it becomes:

() NOR operation (b) XOR operation

(©) NAND operation (d) None

Short'Questions

Define a Boolean function and give an example.

What is the significance of the truth table in digital logic?
Explain the difference between analog and digital signals.
Describe the function of a NOT gate with its truth table.
Describe XOR gate with its Truth Table.

How can you make a NAND gate?

A_
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Long Questions

1.
2.

3.

4.

5.

6.

Explain the usage of Boolean functionsin computers.
Describe how to construct a truth table for a Boolean expression with an
example.
Describe the concept of duality in Boolean algebra and provide an example
toillustrateit.
Simplify the following Boolean function using Boolean algebra rules:
FA B)=A.B+A.B

Use De Morgan's laws to simplify the following function:

FA B CO=A+B+AC
Simplify the following expressions

(@A +B .(A+B)
(b) (A + B).(A + B)
(QA+A.(B+C)
(d)A.B+A.B

(e)(A.B) +(A.B)
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Student Learning Outcome ~

By the end of this chapter, you will be able to:

» Identify and explain the significance of system software and application
software.

« Understand the role and main functions of system software.

» Explain how operating systems manage hardware resources, ‘provide user
interfaces, and run applications.

« Describe how utility software enhances system performance, security, and
maintenance.

» Understand how device drivers facilitate communication between hardware
devices and the operating system.

* Recognize the main functions of commonly Used application software, such as
word processing, spreadsheet, presentation, and graphic design applications.

« Discuss the uses and significance of ¥arious“application software in different
domains (e.g., business, educationggraphics design, etc.).

« Differentiate between system software (e.g., operating systems, utility
software, device drivers) and application software in terms of their roles and
functions.

« Proficiently use prominent system software including operating systems, utility
software, and device drivers.

« Navigate the user.interface, manage files, and perform system tasks using
operating systems:

« Utilize utility.seftware and tools for optimizing system performance and
maintaining, security. Install, update, and troubleshoot device drivers for
various-hardware components

« Use commonly used application software to perform specific tasks or create
content (e.g., word processing, spreadsheets, presentations).

« Identify appropriate software tools for specific tasks, taking into account their
functions and capabilities.

+ Use application software for productivity, creativity, and communication
purposes.

« Demonstrate and differentiate between system software and application
software, understanding their roles within a computer system.

o /




Introduction

Software is an integral part of any computing system, acting as the intermediary
between the user and the hardware. In this chapter, we will explore the
significance of system software and application software, understanding their
roles, functions, and applications in various domains. By the end of this chapter,
students will be proficient in identifying, using, and differentiating between
different types of software.

4.1 Software

Software is a collection of programs and instructions that tell a computer what to
do and how to do. Without software, computers would be useless machines.

q The first computer virus, called "Creeper," was created in 1971
O as an experimental self-replicating programe It simply
displayed the message, "Fm the creeper, catch me if you can!”

4.1.2 Types of Software

4.1.2.1 System Software

System software is designed to manage the system resources and provide a

platform for application software to run. It acts as a bridge between the hardware

and the user applications. Here are someexamples:

« Operating Systems: Examples includeMicrosoft Windows, macQOS, and Linux.

» Device Drivers: These include printer drivers, graphics card drivers, and sound
card drivers.

« Utility Programs: Examples-are antivirus software, disk cleanup tools, and
backup software.

4.1.2.2 Application Software

Application software istdesigned to help users perform specific tasks. These

programs are built to-fulfill user needs and are typically more varied than system

software. Examples include:

« Word Processors: Such as Microsoft Word and Google Docs.

« Web Browsers: Such as Google Chrome, Mozilla Firefox, and Safari.

« GamesiSuch as Minecraft, Fortnite,and Among Us.

« MaediaPlayers: Such as VLC Media Player and Windows Media Player.

4.1.283PDifferentiating Between System Software and Application Software

* Purpose: System software manages and operates computer hardware,
making it possible for application software to run. Application software helps
the userto perform specific tasks.

« Examples: System software includes operating systems and device drivers.
Application software includes word processors, web browsers, and games.
 Installation: System software is usually pre-installed on a computer, while

application software can be installed by the user as needed.



Always keep your system software updated to ensure your( Tidbits

computer runs smoothly and is protected from security threats.

Class activity

Make a list of all the software you use on your computer or tablet. Categarize
them into system software and application software. Discuss with, your
classmates which software you find most useful and why.

4.2 Introduction to System Software

System software is essential for the operation of a computer system, acting as an
intermediary between the hardware and the user applications. It ensures that the
hardware components of a computer work together efficiently and provides a
stable environment for application software to'run.\Here, we discuss the role and
main functions of system software in detail.

4.2.1 Operating System

An Operating System (OS) is a type of system software that manages all the
hardware and software on a computer. It acts as an intermediary between the
computer hardware and the user applications. The operating system ensures
that different programs and users running on a computer do not interfere with
each other. It also proyidesa stable and consistent way for applications to
interact with the hardwarewithout having to know all the details of the hardware.
Some most commonlyused operating systems are:

Windows: A popular OS for personal computers developed by Microsoft. It has
a start menu, taskbar, and windows for applications. See Figure 4.1.

macOS: An OS for Apple's Mac computers. It has a dock at the bottom of the
screentand Unique features like Mission Control. See Figure 4.2.

Linux:.An open-source OS that is used for everything from servers to desktop
computers. It can look different depending on the distribution (version) you use.
See Figure 4.3.

Android: An OS for smartphones and tablets, developed by Google. It is used on
many different devices from various manufacturers.

iOS: An OS foriPhones and iPads, developed by Apple. It is known for its smooth
performance. Let's study some key functions of an operating system.
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Figure 4.1: Screenshot of a Windaws desktop

4.2.1.1 Managing Hardware Resources

One of the primary functions of an operating-system is to manage the hardware
resources of a computer system. This includes the CPU, memory, disk drives, and
peripheral devices such as printers.and keyboards. The OS ensures that each
application gets the necessary resources to function correctly without interfering
with other applications.

Example: When you open“a,web browser while listening to music on your
computer, the operating.system allocates CPU time and memory to both the
web browser and the ‘music player. It ensures that both applications run
smoothly by managing the resources effectively.

4.2.1.2 Providinga User Interface

The operating.system provides a User Interface (Ul) that allows users to
interact with'the computer.

There are two main types of user interfaces:

« Graphical User Interfaces (GUIs)

«  Command-Line Interfaces (CLlIs).

Graphical User Interface (GUI): A GUI allows users to interact with the
computer using visual elements such as windows, icons, and menus. This type of
interface is user-friendly and intuitive, making it easy for users to navigate and
perform tasks.

Example: Microsoft Windows and macOS are operating systems that use GUIs.
Users can click on icons to open applications, drag and drop files to move them,
and use menus to access different functions.

A_



Command-Line Interface (CLI): A CLI requires users to type text commands to
perform specific tasks. This interface is more flexible and powerful, but it can be
more difficult for beginners to use.
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Figure 4.2: Screenshot of a magOS desktop

Example: Linux and Disk Operating System (DOS) provide Clls. Use can type
commands to copy files, run programs,and configure system settings.

4.2.1.3 Running Applications

The operating system is responsible.foer running applications on a computer. It
loads applications into memory, allecates the necessary resources, and manages
their execution. The OS also ensures that applications do not interfere with each
other and that they run efficiently.

Example: When you open a Word processor like Microsoft Word, the operating
system loads the application into the computer's memory and allocates CPU
time for it to run.(If you open multiple applications, the OS manages the
distribution of resources so that all applications can run simultaneously without

erformance issues. . .
i ( Tidbits )

—
To keep'your operating system running smoothly, regularly update it to the latest

version and perform routine maintenance tasks such as disk cleanup and virus scans.

Class activity

Explore the task manager (Windows) or activity monitor (Mac) on your
computer. Identify the different running applications and observe how much
CPU and memory each application is using. Discuss why the operating
system's role in managing these resources is crucial for the computer’s
performance.

———— e




4.2.2 Utility Programs

Utility programs are essential components of system software that enhance the
functionality of a computer system. They perform various tasks to ensure smooth
operation and efficient management of hardware, software, and data. Here are
some common utility programs along with their functionalities in real-life
scenarios.

Figure 4.3: Scre€hshot of a Linux desktop

4.2.2.1 Disk Cleanup

Functionality: Disk Cleanup.scans your hard drive for temporary files, cached
files, and other unnecessary'items that can be safely deleted.

Real-life Scenario: Aftef using your computer for a while, you notice it's running
slower than usual. Running Disk Cleanup can help reclaim disk space, potentially
improving performance.

4.2.2.2 Antivirlls Software

Functionality:- Antivirus software scans files and incoming data for known
viruses and-malware signatures. It also provides real-time protection to prevent
virus attacks.

Real-life'Scenario: You receive an email attachment from an unknown sender.
Before“opening it, you run your antivirus software to scan for any potential
threats, ensuring your computer remains safe.

4.2.2.3 Backup Software

Functionality: Backup software schedules regular backups of files and folders to
external drives, cloud storage, or network locations. It allows for full system
backups or selective file backups.

Real-life Scenario: You accidentally delete an important presentation file. Using
backup software, you retrieve the latest backup version of the file, ensuring

minimal disruption to your work. @



File compression tools reduce file size to save storage space Tidbits
and make file transfer faster.

4.2.2.4 File Compression Tools

Functionality: File compression tools compress one or multiple files into a single
archive format (e.g., ZIP, RAR) while preserving data integrity. They also provide
options for encryption and password protection.

Real-life Scenario: You need to send a large folder of high-resolution photos via
email. Using a file compression tool, you create a ZIP archive to reduce.file size,
making it easier and quicker to upload and send.

These utility programs are essential for maintaining the efficiency,/security, and
reliability of your computer system. Understanding their funetionalities can help
you better manage and optimize your computing experience:

4.3 Application Software
Application software refers to programs designéd.te perform specific tasks for
users, ranging from productivity and creativity'to entertainment and education.
These software applications utilize the capabilities of the underlying operating
system and hardware to fulfill user needs effectively. Here are some common
types of application software along with their functionalities and class activities:
4.3.1 Commonly used applicatioh software
4.3.1.1 Word Processing Softwarg
Word processing software is a_type“of application software used for creating,
editing, formatting, and printing documents. These software programs are
essential tools for writing letters, reports, essays, and other text-based
documents. Word processors offer a variety of features that enhance the writing
and editing process, making it easier for users to produce professional-quality
documents.

Examples of Word Processing Software:

« Microsoft-Word: Available on Windows and macOS, Microsoft Word is one
of the most widely used word processors. It offers a range of features
includingtext formatting, spell check, grammar check, and the ability to
insertimages, tables, and charts.

« Google Docs: A web-based word processor available on any operating
system with internet access. Google Docs allows for real-time collaboration,
where multiple users can edit a document simultaneously. It also integrates
with other Google services.

« Apple Pages: Available on macOS and iOS, Apple Pages provides a user-
friendly interface with powerful tools for creating beautiful documents. It
includes templates, design tools, and easy integration with other Apple
products.



« LibreOffice Writer: Available on Windows, macOS, and Linux, LibreOffice
Writer is a free and open-source word processor. It offers a robust set of
features similar to Microsoft Word, making it a great alternative for users who
prefer open-source software.

Al-based tools like Grammarly and Microsoft Editor are
revolutionizing word processing by providing advanced
grammar, style, and tone suggestions. These tools help.users
write more clearly and effectively by offering réal-time
feedback and corrections.

4.3.1.2 Spreadsheet Software

Spreadsheet software is a type of application software-used for organizing,
analyzing, and storing data in tabular form. Spreadsheéts consist of a grid of cells
arranged in rows and columns, where users can input data, perform calculations,
and create charts. This software is essential for tasks'such as budgeting, financial
analysis, data management, and statistical analysis.

Examples of Spreadsheet Software:

* Microsoft Excel: Available on Windews'and macOS, Microsoft Excel is one of
the most widely used spreadsheetyprograms. It offers powerful features
including complex formulas, pivottables, and a variety of chart options.

* Google Sheets: A web-based spreadsheet available on any operating system
with internet access. Google'Sheets allows for real-time collaboration, where
multiple users can edit a'Spreadsheet simultaneously. It also integrates with
other Google services.

« Apple Numbers: Available on macOS and iOS, Apple Numbers provides a
user-friendly interface with strong visualization tools for creating visually
appealing spreadsheets. It includes templates and easy integration with
other Appleproducts.

« LibreOffice‘Calc: Available on Windows, macQOS, and Linux, LibreOffice Calc
is a.free-and open-source spreadsheet program. It offers a robust set of
features similar to Microsoft Excel, making it a great alternative for users who
prefer open-source software.

Ideas in Excel and Google Sheets' Explore feature, help users
Kﬂow analyze data by providing insights, suggesting formulas, and
creating charts automatically.

(S

Al-based tools in spreadsheet software, such as Microsoft's
Do
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4.3.1.3 Graphic Design Software

Graphic design software is a type of application software used for creating,
editing, and managing visual content. These programs provide tools for drawing,
painting, photo editing, and creating illustrations, making them essential for
designers, artists, and anyone involved in visual media. Graphic design software
is used in various industries, including advertising, web design, publishing, and
multimedia production.

Examples of Graphic Design Software:

« Adobe Photoshop: Available on Windows and macOS, Adobe Phetoshop is
one of the most popular graphic design programs. It offers powerful.tools for
photo editing, digital painting, and graphic design.

« Adobe lllustrator: Available on Windows and macOS. Adebe lllustrator is a
vector graphics editor used to create logos, illustrations, and scalable
graphics that maintain quality at any size.

« CorelDRAW: Available on Windows and macOS,»CorelDRAW is a vector
graphics editor known for its user-friendly interface and robust feature set,
ideal for creating professional graphics and layouts.

« GNU Image Manipulation Program {(GIMP): Available on Windows,
macOS, and Linux, GIMP is a free and open-source graphic design program. It
offers many features similar to Adobe” Photoshop, making it a great
alternative for users who prefer open=source software.

« Canva: A web-based graphic design tool accessible on any operating system
with internet access. Canva provides an easy-to-use interface with a wide
range of templates and design elements, making it perfect for beginners and
professionals alike.

i You Al-pbased tools in graphic design software, such as Adobe

) Sensei in Photoshop and lllustrator, help designers by

Kﬂﬂw automating repetitive tasks, suggesting design elements, and
enhancing images with advanced algorithms.

Summary
Software systems include all the programs and applications that enable

us to perform specific tasks ona computer.

e The primary objective of software as a system is to manage hardware
resources and provide a platform for applications to run smoothly.

e System software manages the hardware and basic system operations,
while application software helps users perform specific tasks.

o The main functions of system software include managing hardware
resources, providing a user interface, and running applications.

(S




o  Utility software enhances system performance and ensures security and
maintenance, and device drivers, which facilitate communication between
hardware devices and the operating system.

e In business, application software streamlines operations, improves
productivity, and enhances communication.

e In education, application software enhances the learning experience,
improves administrative efficiency, and facilitates communication
between teachers, students, and parents.

Multiple Choice Questions (MCQs)
1. What is the primary function of an operating systegi?

(@) Tocreatedocuments
(b) To manage hardware resources and praovide a user interface

(c) To perform calculations (d) To.designgraphics

2. Which software is used to enhance systepaperfermance and security?
(a) Operating system (b).. Utility software
(c) Application software (d)/Device drivers

3. Whatrole do device drivers play ifja computer system?
(@) Manage files
(b) Facilitate communication between hardware devices and the
operating system
(c) Create presentations
(d) Enhance graphicsperformance
4. Which of the folloniRgs an example of application software?
(@) Microsoft Word (b) BIOS  (c) Disk Cleanup  (d) Device Manager
5. Whatis the md@mYpurpose of a spreadsheet software?
(a) To edit text documents (b) To organize and analyze data
(c) Tocreate visual content (d) Toenhance system security
6. Howrd@eSutility software differ from application software?
(a@)Utility software manages hardware, while application software performs
specific tasks for users.
(b) Utility software creates documents, while application software
manages hardware.
(c) Utility software performs specific tasks for users, while application
software manages hardware.
(d) Utility software is free, while application software is paid.

A_



7. Which type of software would you use to design alogo?
(a) Operating system (b) Spreadsheet software
(c) Graphicdesign software (d) Utility software
8. Whatis the function of system software?
(a) Tofacilitate communication between hardware and software
(b) To perform specific tasks for the user
(¢) Tocreate visual content
(d) Toorganize and analyze data
9. Why are operating system updates important?
(@) Theyincrease screen brightness  (b) Theyadd more fonts
(c) They enhance security and fixbugs (d) Theyimprove batteéry life
10. What is a common task you can perform using word processig software?
(a) Create and edit text documents
(b) Manage hardware resources
(c) Enhance system performance
(d) Organize and analyze data

Short Questions

Define system software and provide two examples.

Explain the primary functions of an eperating system.

What is utility software and why isit important?

Differentiate between system..seftware and application software with
examples.

What are the main functions of spreadsheet software?

How can graphic designsoftware be used in the field of education?

What is the significanee'ef data backups and how can they be performed?

Awn =

ong Questions

Discuss the impartance of system software in a computing system.

Explain the differences between system software and application software.
Describe(the process of using utility software to optimize system
performance and maintain security. Provide detailed steps and examples of
commonutility tools.

4. Discuss the main functions of commonly used application software, such as
word processing, spreadsheet, presentation, and graphic design
applications.

wNh=r Now,
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Introduction to
Computer Networks

Student Learning Outcome ~

By the end of this chapter, you will be able to:

« Understand and explain computer networks as systems, their objectives,
components, and data communication among these components.

« Understand fundamental concepts in data communication, in¢luding sender,
receiver, protocol, message, and communication medium.

« Understand key concepts related to computer networks, including
networking devices, network topologies, and transmission modes.

¢ Understand the 7-layer OSI networking model.and'ts related protocols.

« Understand the benefits of using computer, networks, such as resource
sharing and data communication.

¢ Understand how data is transmitted across computer networks, including
packet and circuit switchingj.ands secure communication through
encapsulation.

¢ Understand how protocols,data, packets, and network services like DNS and
DHCP function in a networked environment.

« Understand different. methods of network security, their advantages, and
disadvantages.

« Understand real-world applications of computer networks, including various
network-basedservices and how they are used.

« Know standard protocols involved in TCP/IP communications.

« Differentiate between components of data communication.

« «.Differentiate transmission modes.
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Introduction

In today's interconnected world, computer networks play a vital role in the
functioning of societies and businesses. This chapter aims to provide a
comprehensive understanding of computer networks as systems, including their
components, objectives, and real-world applications.

5.1 Network as a System

A computer network is a system of linked devices and computers that may
exchange data and operate together. Networks can range from small, Local Area
Network (LANs, Local Area Networks) to large area network, WANs, including the
Internet. Networks are arranged of various elements that work tegeéther to
facilitate communication depicted in Figure 6.1.

Workstation —_——- /‘\ "

Laptop Computer

- »

Desktop PC Desktop PC Desktop PC Smartphone

T_J‘

Figure 5.1: Network Diagram
The primary componentsinclude:

* Nodes: Devices that are connected to the network, such as computers,
smartphones, and printers.

« Links: The connections between nodes, which can be wired (like Ethernet
cables) orwireless (like Wi-Fi).

«  Switches: Devices that connect multiple nodes within a network to forward
data.

« Routers: Devices that connect different networks and direct data packets
between them.




The Internet is the largest network, connecting all the
Did LYo networks worldwide!

Example of Using Switches
Imagine a file transfer in an office network. You send a file from your
computer to a colleague's computerin another room.
Thefile is splitinto packets, and each packet has the destination MAC address
(your colleague's computer).
The packets are sent to a network switch.
The switch examines the Media Access Control address-and forwards the
packets only to the port where your colleague's computéris connected.
Once all packets are received, your colleague's computer reassembles them
into the original file.

Example: Air Travel System
Think of sending people via air travel. Here's how it relates:

When traveling, passengers (data).mightbe split into groups (packets) and
assigned different flights (paths). In‘packet switching each group has a ticket
with the final destination (IP address).

These groups might take different routes, through various airports (routers),
to reach the final destination:

5.1.1 Objectives of Cgmputer Networks
The primary objective of.computer network is to enable resource sharing, data
communication and.eollaboration:

1.

Resource Sharing: Computer networks allow devices to share resources,
such as, printers and storage, reducing costs and improving efficiency.
Example: ln‘an office network, multiple computers can share a single printer,
reducing.the need for multiple printers.

Data Communication: Networks facilitate data transfer, enabling
communication through emails, instant messaging, and video conferencing.
Example: Employees in different locations can collaborate through video
conferencing tools like Zoom or Microsoft Teams.

. Connectivity and Collaboration: Networks connect devices, allowing for

remote access and collaboration, improving productivity and flexibility.
Example: A team can work on a shared document in real-time using cloud-
based services like Google Drive.



The World Wide Web (WWW) was invented by Tim Berners-Lee

: w
il lyow in 1989, revolutionizing how we access and share information.

5.2 Fundamental Conceptsin Data Communication

Data communication involves the exchange of data between a sender and a
receiver through a communication medium. Key components. include the
sender, receiver, message, protocol, and medium.

5.2.1 Components of Data Communication

It comprises of five basic components:

1. Sender: The device that sends the data. Example:*A computer sending an
email.

2. Receiver: The device that receives the<data, Example: A smartphone

receiving the email.

Message: The data being communicated. Example: The content of the email.

4. Protocol: A set of rules governing data communication. Example: The HTTP
protocol used for web communications.

5. Medium: The physical or wirelesspath through which data travels. Example:
Ethernet cable or Wi-Fi.

5.3 Networking Devices

Networking devices include”hubs, switches, routers, and access points are

responsible for the mafhagement and direction of network traffic.

5.3.1 Switch

Switch is a netweork device that connects multiple network devices such as

computers,‘printers, and servers, within a network and allows these devices to

communicate with each other efficiently. Switches play an important role in

modetn._networks by efficiently managing data traffic and ensuring that

information reaches the correct device.
How Does a Switch Work?

A switch is used at the Data Link layer which is called the Layer 2of the OSI model
(Section 6.6). It uses hardware address of a device called Media Access Control
(MAC)addresses to forward data to the correct device. When a data packet
reaches at the switch, it reads the destination MAC address and sends the packet
only to the device with that address, rather than broadcasting it to all devices.

w
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Figure 5.2: A network switch connecting multiple devices.
Ll -
| Tidbits
First time, switch forwards or broadcast data to allFeonnected devices. Once it
has learned address of devices, it starts sending'data to exact destination.

A switch is like a smart.traffic conductor that directs data
g Yo traffic only to the intended destination, making the network
Kﬂﬂw fasterand more efficient.

_/

Did you know that your homerouter often includes a switch

and a wireless access point? This allows you to connect | Tidbits

multiple devices both wirgd'and wirelessly!

5.3.2 Router P

A router is a networking device that interconnects

networks or,_allows devices to connect to it. It directs

data packets between different networks. Think of itas /Atheme \ﬁ/ Travel
a traffic diréctor on the internet, making sure that data >
getsifromione place to another efficiently. Figure 5.3 —--

illustrates how a mobile internet connection (via SIM

card) integrates with a home network. Alternatively,

an Ethernet cable can be used to obtain internet Tempothwork
access and distribute it among home devices. In Access Point

enterprise environments, different types of routers

are employed, as depicted in Figure 5.4. . Mobile Wi-Fi Router
Figure 5.3: A typical home router

A_




SIM stands for Subscriber Identity Module.

l)m Yo A SIM card is a small card inserted into a mobile device that
w contains unique information to identify and authenticate the
K“D subscriber on a mobile network. It allows the device to connect
to the network, make calls, send messages, and access Internet.

How Does a Router Work?

Packets: Each packet contains part of the data and the address of the destination.
The main job of router is to find the best path for each data packet.to.deliver its

destination.

Routers use something called a routing table todecide the best
iAo path for data packets. This table lists{the{possible paths and
w helps the router make efficient decisions!

data.

Class activity
Human Network Activity: Create a simple network using the students
in the class. Assign roles like computer, router, and data packet. Use
strings to represent Ethernet cables and have students pass a ball
(representing data) along the strings to simulate how a router directs

To keep your network runningssmoothly, always use high-

quality Ethernet cables and ensure your switch is placed in a( Tidbits

cool, ventilated area to prevent overheating.

5.3.3 Aceess Point

An Access Point (AP) is a networking
device~that-facilitates the connection of
wireless devices to a wired network. It
works as a link between your computers
and smartphones or any other wireless
device and the internet.

Internet
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Router

.)))
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Access Point

- Figure 5.4: A typical Access Point



How Does an Access Point Work?

An Access Point works by receiving data from the wired network and transmitting
it wirelessly to your devices. It also receives data from your wireless devices and
sends it to the wired network.

@iﬂ» \/olk Access Points use radio waves to transmit data, similar to
K“Ow how your favorite radio station broadcasts music!

Class activity
Create a human network with students. Assign roles such-as Access Point
Router, and Devices. Use ropes to represent connections. Show how data
moves from the Access Point to the Router and then toranother network.

Did you know that modefnsAccess Points can connect
AV hundreds of devices simultaneously, making them perfect
oul forschools, offices, and even'stadiums?

Ko P
(Tidbits )

When setting up an Access-Paint, place it in a central location to ensure the
best coverage and signalstrength for all your devices!

5.4 Network Tepologies
Network topologies are methods used to define the arrangement of different
devices in_a, _computer network,

where each‘device is called a node.

The reliability and performance of a ﬁ
networkare impacted by the way its

devices are linked. |
5.4.1 Bus Topology

In a Bus topology, all devices share
a single communication line called
a bus. Each device is connected to
this central cable.

Figure 5.5: Bus Topology
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Example: Imagine a chalkboard in a classroom where every student can see the
notes written by the teacher. Here, the chalkboard represents the shared
communication line.

Bus topology is easy to set up but if the main cable fails, the
Did{yor whole network goes down!

5.4.2 Star Topology

In a star topology each node in network communicates with the others via a
central switch or hub. The hub works as a data flow repeater.

Example: Think of a school principal's office connected .to' all classrooms
through intercoms. The principal's office is the hub, and the classrooms are the
nodes.

Figure 5.6: Star Topology

: ES Class activity
Create a star topology model using strings and paper cups to simulate

the connections between a central switch and peripheral nodes.

Hub is a networking device used to connect multiple
oid \/0'& computing devices in LAN-It always broadcasts data.




5.4.3 Ring Topology —— ———

In a Ring topology, each device is connected in a - -
circular pathway with other devices. Data travels / o
in one direction, passing through each

device.

Example: Consider a relay race where each \

~ _‘)

runner passes the baton to the next runnerin
acircle until it reaches the starting pointagain.

K

v 7
Figure 5.7 Ring"Tepology

Ring topology can handle high traffic, but if one connection fails, the whole . .
network is affected. Then 2-way ring can solve this issue to some extent. Tl d b ItS

6.4.4 Mesh Top6logy
In a Mesh topology, each device is connected to

every otherdevice. This provides high redundancy
\ / and reliability.
bd™ ™~} 4

Figure 5.8: Mesh Topology

Example: Imagine a city Where every house is directly connected to every other
house by roads. If one roadjis blocked, there are multiple alternative routes.

ﬂvw Mesh topology is very reliable because if one link fails, data
%ﬂ can be rerouted through other links.
S

Class activity

Draw your own network diagram using one of the topologies and
explain how data travels from one device to another.




5.5 Transmission Modes

Network communication modes describe how data is transmitted between
devices. There are three primary modes: Simplex, Half-Duplex, and Full-Duplex
as shown in Figure 6.13. Let's explore each mode with examples and real-life
analogies!

5.5.1 Simplex Communication

In Simplex communication, data transmission is unidirectional, meaning it flows
in only one direction. A advice can either send or review data,in this
communication.

de:e d oge.
poeon
o DB8
. opo AP,

Figure 5.9: Simplex/£Communication

Example: Keyboard to computer is an example of simplex communication.

ﬂw In Simplex communication, the direction of data flow is fixed,
%ﬂw making it usefuh for applications where only one-way
communication is needed!

5.5.2 Half-DuplexCommunication

In Half-Duplex communication, data transmission can occur in both directions,
but not simultaneously. One device must wait for the other to finish transmitting
before it canstart.

< >

Figure 5.10: Half-Duplex Communication




Class activity
Use walkie-talkies or toy telephones to demonstrate Half-Duplex
communication. Let students take turns speaking and listening.

5.5.3 Full-Duplex Communication

Full-duplex communication allows for simultaneous data delivery in both
directions. Both devices may transmit and receive data simultaneously at the
same time.

:iﬂ;;‘ Full Duplex j}i@

Figure 5.11: Full-Duplex Communicatiép

Example:
Telephone conversations are an example of Full*Duplex communication. Both
people cantalk and listen at the same time withQut waiting for their turn.

Full-Duplex communication allows forsmore efficient data . .
transmission, making it ideal for, medern communication ( Tidbits

systems like internet browsing and video calls !

qw The first telephones were Half-Duplex, where only one person
Did W could speakiata time. Modern phones use Full-Duplex, allowing
both people to talk and listen simultaneously!

Class activity

Draw a diagram of each communication mode and label the direction of
dataflowsExplain your diagrams to the class.

7 You The first message sent over the ARPANET, the precursor to the
) w internet, was "LO." It was meant to be "LOGIN," but the system
K“D crashed after the first two letters.

(S
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5.6 The OSI Networking Model

The Open Systems Interconnection (OSI) Model is a framework used to
understand how different networking protocols interact. It has 7 layers, each with
a specific function. Let's explore these layers with examples and relate them to
daily life.

Client side Server side
[Layer] [ayer]
T e

Figure 5.92: OSt Model

Layer 1: Physical Layer
The Physical Layer is liable for the lactual connection between devices. The
process of sending unprocessed data bits via a physical medium is the focus
here.

Example: Imagine the hardware that connects computers, like a Network
interface cables, repeatefrsshubs and connectors.

(I)idl\/w‘ The Physical Layer includes everything from the cables to the
voltage levels used to transmit data!

Layer 2: Data Link Layer

Error detection and correction, as well as node-to-node data transport, are
handled by the Data Link Layer. It ensures error-free data transmission from the
Physical Layer.

Example: Think of the Data Link Layer as traffic lights at intersections, which
manage the flow of cars (data) and prevent collisions.

(S




Class activity
Draw a simple network with devices and label the physical

connections and data link layer responsibilities.

Layer 3: Network Layer

The Network Layer is responsible for data transfer between different networks.
It determines the best path for data to travel from the source to the
destination.

Example: Imagine a GPS system finding the best route for you to travel from
home to school.

The Network Layer uses IP addresses to route data between
networks!

Tidbits

Layer 4: Transport Layer

The Transport Layer ensures that data is transferfed from one process rerunning
on source end system to a process souringion“destination end system. It
manages data flow control and error checking.

Example: Think of the Transport Layer‘as a-delivery service that ensures your
package arrives safely and on time.

q o The Transport Layer uses protocols like Transmission Control
Ol Y Protocol (TCP).to ensure reliable data transfer!

Layer 5: Session Layer

The Session Layer+<manages sessions between applications. It establishes,
maintains, and terminates connections between devices.

Example: Imagine a phone call where the session layer sets up the call, keeps it
connected, and ends it when you hang up.

Class activity
Role=play a phone call and discuss how the session is established,
maintained, and terminated.

Layer 6: Presentation Layer
The Presentation Layer translates data between the application layer and the
network. It formats and encrypts data to ensure it is readable by the receiving

system.
D




Example: Think of the Presentation Layer as a translator converting a book from
one language to another so that more people canreadit.

Q)Cldle The Presentation Layer handles data encryption and
KWW | compression!

Layer 7: Application Layer

The Application Layer is the closest to the end user. It provides network services
directly to applications, such as email, web browsing, and file transfer.

Example: Imagine the Application Layer as a waiter taking. ‘'your order in a
restaurantand bringing your food.

| Class activity |

List the applications you use daily and identify ‘which rely on the
Application Layer for network services.

Use a Virtual Private Network (VPN) to securely connect to a Tidbits
WAN and protect your data when accessing public networks.

5.7 Real-World Applicatians of Computer Networks

5.11.1 Business

In business, networks enable ‘efficient communication, resource sharing, and
data management.

Example: Companies use’intranets to share information and resources securely
within the organization.

5.11.1 Education

Educational, institutions use networks to provide online learning platforms,
virtual classroems, and access to educational resources.

Example: Universities use Learning Management Systems (LMS) like Blackboard
and‘Moodie to deliver course content and assessments.

5.11.2 Healthcare

Healthcare networks facilitate the sharing of patient information, telemedicine,
and access to medical databases.

Example: Hospitals use Electronic Health Records (EHR) systems to store and
retrieve patient data efficiently.




Class activity
Have students discuss the advantages and disadvantages of different
network security methods.

Summary

« A computer network is a system of interconnected computers and devices
that communicate and share resources.

« The primary objectives of computer networks are to enable resourgessharing,
data communication, and connectivity between devices.

« Data communication involves the exchange of data between-a sender and a
receiver through a communication medium.

« Protocols are sets of rules that govern data communication. Common
protocolsinclude TCP/IP, HTTP, FTP and SMTP.

» A router is a device that connects different networks together and directs
data packets between them.

«  When you send data over the internet, it’gets broken down into smaller
pieces called packets.

« Aswitch is a network device that connéectsmultiple devices (like computers,
printers, and servers) within a Local Area Network (LAN).

« An Access Point (AP) is a network ‘device that allows wireless devices to
connect to a wired network.

« Network topologies refer to the arrangement of different elements (links,
nodes, etc.) in a computer network.

« InaBustopology, all devices share a single communication line called a bus.
Each device is connectedto this central cable.

« In a Star topology, @ali"devices are connected to a central hub or switch. The
hub acts as a repeater for data flow.

« InaRing topology; each device is connected to two other devices, forming a
circular data path. Data travels in one direction, passing through each device.

« In a Mesh topology, each device is connected to every other device. This
providéeshigh redundancy and reliability.

« In Simplex communication, data transmission is unidirectional, meaning it
flows in only one direction.

« In Half-Duplex communication, data transmission can occur in both
directions, but not simultaneously.

* InFull-Duplex communication, data transmission can occur in both directions
simultaneously.

« The Open Systems Interconnection (OSI) Model is a framework used to
understand how different networking protocols interact.



« Internet Protocol (IP) addresses are unique identifiers assigned to devices
connected to the Internet. There are two primary versions: IPv4 and IPv6.

« DNS translates domain names to IP addresses, making it easier for users to
access websites.

« DHCP automatically assigns IP addresses to devices on a network, simplifying
network management.

Multiple Choice Questions (MCQs)
1. What s the primary objective of computer networks?
(@) Increase computational power
(b) Enable resource sharing and data communication
(c) Enhance graphic capabilities
d) Improve software development
2. Which device is used to connect multiple ngtwotks and direct data packets
between them?
(a) Switch (b) Hub (c) Router (d) Modem
3. Which layer of the OSI model is respoyisible for node-to-node data transfer
and error detection?
(a) Physical Layer (b) Data Link Layer
(c) Network Layer (d) Transport Layer
4. Whatis the function of the Dagnaih Name System (DNS)?
(a) Assign IP addresses dynamically
(b) Translate domain names to IP addresses
(c) Secure data communication

(d) Monitor netwerk traffic
5. Which method §f@ata transmission uses a dedicated communication path?

(a) Packet Switching (b) Circuit Switching
(¢) Full-Duplex (d) Half-Duplex
6. Whicly feotocol is used for reliable data transfer in the TCP/IP model?
(@) HITP (b) FTP (©) TCP (@ UDP
7. Whieh network topology connects all devices to a central hub?
(@ Ring (b) Mesh () Bus (@) Star

8. What s a key benefit of using computer networks in businesses?
(a) Increase computational power
(b) Enable resource sharing and efficient communication
(c) Enhance graphic capabilities
(d) Improve software development

A_
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Short Questions
Define data communication and list its key components.
Explain the role of routers in a computer network.
What are the main functions of the Network Layer in the OSI model?
Describe the difference between packet switching and circuit switching.
What is the purpose of the Dynamic Host Configuration Protocol (DHCP)?
. How does encapsulation ensure secure communication in a network?
Long Questions
1. Discuss the objectives of computer networks and provide examples,of how
they facilitate resource sharing and data communication.
2. In a Simplex communication system, assume data is transmitted-at a rate of
500 bits per second (bps). Compute the time to transmit a message if:
(a) itisof 10kilobits. (b) itis of 10 kilebytes.
3. Describe how data is transmitted across computeér networks using packet
switching and circuit switching.
4. Describe real-world applications of computer networks in business,
education, and healthcare.
7. Compare and contrast the different types of network topologies (star, ring,
bus, and mesh).
5. Consider a shift cipher with a shiftamoudnt of 4.
(a) Encrypt the message "SECURITY".
(b) Decrypt the message "WMXYVMI".

ounhAcwn =



Computational
Thinking

Student Learning Outcome ~

By the end of this chapter, you will be able to:

Define computational thinking and its key components: decompgsition,
pattern recognition, abstraction, and algorithms.

Explain the principles of computational thinking, includingy problem
understanding, problem simplification, and solution selectionand design.
Describe algorithm design methods, specifically. flowcharts and
pseudocode, and understand the differences between them.

Create and interpret flowcharts to represent algorithms visually.

Write pseudocode to outline algorithms in asStructured, human-readable
format.

Engagein algorithmic activities, such as design and evaluation techniques.
Conduct dry runs of flowcharts and pseudocode to manually verify their
correctness.

Understand the concept and importance of LARP (Logic of Algorithms for
Resolution of Problems).

Implement LARP activities t© practice writing algorithms and drawing
flowcharts.

Identify different types«0f errors in algorithms, including syntax errors,
logical errors, and runtime errors.

Apply debugging teehniques to find and fix errors in algorithms.

Recognize common error messages encountered during LARP and learn
how to address'them.

Demonstrate, problem-solving skills by applying computational thinking
principles to real- world scenarios.

Evaluate-the efficiency of different algorithms and improve them based
on performance analysis.

/




..
Introduction

Introduction Computational thinking is an essential skill that enables individuals
to solve complex problems using methods that align with processes involved in
computer science. This chapter begins by defining computational thinking and
breaking it down into its fundamental components: decomposition, pattern
recognition, abstraction, and algorithms. These components are essential for
simplifying complicated problems, identifying patterns that can lead to
solutions, focusing on relevant details while ignoring unnecessary ones,.and
creating step-by-step procedures for solving problems. Understanding these
concepts is not only beneficial for computer scientists but alse for anyone
looking to improve their problem-solving skills across various fields:

In addition to defining computational thinking, this chapter explores the
principles that guide it, such as understanding the problem at hand, simplifying it
to make it more manageable, and selecting the best solution design. The chapter
introduces different methods for designing algorithms, including the use of
flowcharts and pseudocode, and explains how.to distinguish between these two
approaches. Furthermore, it emphasizes thesimpaertance of practicing algorithm
design and evaluation through hands-on/ activities like LARP (Logic of
Algorithms for Resolution of Problems). Lastly, the chapter covers essential
aspects of error identification and debugging, providing techniques for
recognizing and fixing common errors ‘encountered during the implementation
of algorithms. By mastering these skills, students will be well-equipped to tackle
awide range of computational problems efficiently and effectively.

6.1 Definition of Computational Thinking

Computational Thinking (CT) is a problem-solving process that involves a set of
skills and techniques'té solve complex problems in a way that a can be executed
by a computer. This approach can be used in various fields beyond computer
science, suchiasbiology, mathematics, and even daily life

Computational thinking is not limited to computer science. It
Did You is used in everyday problem solving, such as planning a trip or

K“,Ow organizing tasks.

Let's break down computational thinking into its key components:
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6.1.1 Decomposition

Decomposition is the method of breaking down a complicated problem into

smaller, more convenient components.

Decomposition is an important step in computational thinking. It involves

dividing a complex problem into smaller, manageable tasks. Let's take the

example of building a birdhouse. This task might look tough at first, but if we

break it down, we can handle each partone at a time.

Here's how we can decompose the task of building a birdhouse. Figure 7.1 shows

the decomposed tasks for building a birdhouse.

« Design the Birdhouse: Decide on the size, shape, and design.Sketch a plan
and gather all necessary measurements.

» Gather Materials: List all the materials needed such as wood, nails, paint, and
tools like a hammer and saw.

+ Cutthe Wood: Measure and cut the wood into the required pieces according
to the design.

+ Assemble the Pieces: Follow the plan to\assemble the pieces of wood
together to form the structure of the bindhouse.

« Paint and Decorate: Paint the birdhouse'and add any decorations to make it
attractive for birds.

« Install the Birdhouse: Find a“suitable location and securely install the
birdhouse where birds can easily-access it.

Need to research sizes of holes
for different birds

4

Build a Birdhouse Where to put it, some way to attach it

- ‘ Tools, what we need, where to get

Time to do it, when start

Figure 6.1: Building a Birdhouse
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Class activity
Decompose a Task
Think of a complex task you do regularly, like organizing a school event
or cooking a meal. Break it down into smaller, manageable parts. Write

down each step and discuss with your classmates how decomposition

N makes the task easier to handle. )

6.1.2 Pattern Recognition

Pattern recognition involves looking for similarities or patterns ameng and
within problems. For instance, if you notice that you always/forget your
homework on Mondays, you might recognize a pattern andset-a reminder
specifically for Sundays.

Pattern recognition is an essential aspect of computational'thinking. It involves
identifying and understanding regularities or patterns within a set of data or
problems. Let's consider the example of recognizing patterns in the areas of
squares.

The upper row in Figure 7.2 represents the sidellengths of squares, ranging from
1to 7. The lower row shows the corresponding areas of these squares. Here, we
can observe a pattern in how the areas increase.

« Side Length 1: Area = 1° = 1
« Side Length 2: Area = 2° =.4\(1 + 3)
« Side Length 3: Area = 3° =9 (1 + 3 + 5)
« Side Length 4: Area.=4°= 16 (1 + 3+ 5 + 7)
« Side Length 5: Area~= 5°= 25 (1 + 3 + 5+ 7 + 9)
« Side Length 6: Area = 6°=36 (1 +3 +5+ 7 + 9 + 11)
« Side Length7: Area=7°=49 (1 +3+ 5+7 + 9+ 11+ 13)
We can see that the:area of each square can be calculated by adding consecutive

odd numbers. For example, the area of a square with a side length of 3 can be
found by adding the first three odd numbers: 1 +3 +5=9.
Visual/Numerical Pattern
Goes up by 1

+1 +1 +1 +1 +1 +1

A AN NN N A
Side | 1| 2| 3|4 |5]|6]|7

Area | 1| 4] 9|116|25|36|47

+3 45 +7 +9 +11 +13
Goes up by consecutive odd numbers starting at 3
Figure 6.2: Pattern in areas of squares with sides from 1 to 7



Class activity
Create a table with side lengths from 1 to 10. Calculate the areas of the
squares using the pattern of adding consecutive odd numbers. Verify your
results by squaring the side lengths and see if the pattern holds.

7.1.3 Abstraction

Abstraction is a fundamental concept in problem solving, especially in computer

science. It involves simplifying complex problems by breaking them down into

smaller, more manageable parts, and focusing only on the essential.details while
ignoring the unnecessary ones. This helps in understanding, .designing, and
solving problems more efficiently.

« Definition: Abstraction is the process of hiding the complex details while
exposing only the necessary parts. It helps reduce.€omplexity by allowing us
to focus on the high-level overview without getting lost in the details.

« Example: Making a Cup of Tea - High-level Steps: 1. Boil water. 2. Add tea
leaves or a tea bag. 3. Steep for a few minutes. 4. Pour into a cup and add

milk/sugar if desired. . .
) J [ Tidbits X

When solving complex problems, try to-break them down into smaller parts
and focus on the main steps. This,will helps you understand the problem
better and find a solution mare easily. By using abstraction, we can tackle
complex problems by dealingwith them at a higher level.

\ v

6.1.3 Algorithms

An algorithm isl.a;step-by-step
collection of instructions to solve a
problem or«complete a task similar to
following atecipe to bake a cake..

An algorithm is a precise sequence of
instruetions that can be followed to
achieve a specific goal, like a recipe or a
set of directions that tells you exactly
whatto do and inwhat order.

to make the batter
5) Grease a pan
6) Pour the batter into the pan

HOW TO BAKE A CAKE?
1) Preheat the oven ¢
-
is‘b
7) Put the pan in the oven
8) Set a timer

2) Gather the ingredients
3) Measure out the ingredients
4) Mix together the ingredients
9) When the timer goes off, take the pan out of
the oven
10) Enjoy!

Figure 6.3: Algorithm example: Recipe
to bake a cake
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« Example 1: Baking a Cake: In Figure7.3, we see a recipe for baking a cake. The

recipe provides a list of ingredients and step-by-step instructions to mix
them and bake the cake. This is an example of an algorithm because it
outlines a clear sequence of steps to achieve the goal of baking a cake.

« Example 2: Planting a Tree: Here is a simple algorithm to plant a tree, an
activity that can be very meaningful and beneficial:

Choose asuitable spotin your garden.

Dig a hole that is twice the width of the tree's root ball.

Place the tree in the hole, making sureitis upright.

Fill the hole with soll, pressing it down gently to remove airpockets.

Water the tree generously to help it settle.

Add mulch around the base of the tree to retain moisture:

Water the tree regularly until it is established.

Th|s algorithm gives clear instructions on how.to plant a tree, making it easy
to follow for anyone.

N n AW

Class activity

Let's create an algorithm! Think of*something you do every day, like
brushing your teeth or packing,youf school bag. Write down the steps
you follow, one by one. Share your algorithm with your class and see if
your friends can follow it!

They are_everywhere! When you follow directions to your
friend's house or play a board game with rules, you are using
algofithms. Algorithms help us solve problems logically.

q Did you knowthat algorithms are not just used in computers?
Yo

[ Class activity h

«“~Qutline an algorithm for applying to the Board of Intermediate and
Secondary Education (BISE) for 9" Grade Examination.

Algorithm Challenge

«  Workin pairs to create an algorithm for a common task, such as making

a sandwich or getting ready for school. Write down each step clearly,

then exchange algorithms with another pair. Follow their algorithm

exactly as written and see if you can complete the task.

(S
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6.2 Principles of Computational Thinking

Computational thinking involves several key principles that guide the process of

problem-solving in a structured manner.

6.2.1 Problem Understanding

Understanding a problem involves identifying the core issue, defining the

requirements, and setting the objectives. Understanding the problem is the first

and most important step in problem-solving, especially in computational
thinking. This involves thoroughly analyzing the problem to identifyvits key
components and requirements before attempting to find a solution,

“If I had an hour to solve a problem I'd spend 55 minutes thinking-about the

problem and 5 minutes thinking about solutions”. — Albert Einstein

Importance of Problem Understanding:

« Clarity and Focus: By fully understanding the problem; you gain clarity on
what needs to be solved. This helps you focus.on the right aspects without
getting distracted by irrelevant details.

« Defining Goals: Proper understanding of the problem allows you to define
clear and achievable goals. You can determinhe what the final outcome should
look like and set specific objectives to reach that outcome.

« Efficient Solutions: When youixcomprehend the problem well, you can
devise more efficient and effective solutions. You can choose the best
methods and tools to address the problem, saving time and resources.

« Avoiding Mistakes: By thoroughly understanding the problem, you can
avoid common pitfalls and mistakes. Misunderstanding the problem can lead
toincorrect solutions and wasted effort.

Example: Building'aSchool Website

Imagine you are“asked to build a website for your school. Before jumping into

coding, you'need to understand the problem:

1. Identify’'Requirements: What features does the website need? For example,
pagesfor news, events, class schedules, and contact information.

2. User Needs: Who will use the website? Students, teachers, parents?
Understanding your audience helps in designing user-friendly interfaces.

3. Technical Constraints: What resources and tools are available? Do you have
access to aweb server and the necessary software?

By understanding these aspects, you can plan and build a website that meets the

needs of your school community.



Tidbits

Always take time to thoroughly understand a problem before starting to
solve it. Ask questions, gather information, and clarify any doubts. This
foundational step will lead to better and more effective solutions.

6.2.2 Problem Simplification

Simplifying a problem involves breaking it down into smaller, more manageable
sub-problems. Example: To design a website, break down the gasks into
designing the layout, creating content, and coding the functionality:

6.2.3 Solution Selection and Design

Choosing the best solution involves evaluating different approaches and
selecting the most efficient one. Designing the solutioh’requires creating a
detailed plan oralgorithm.

6.3 Algorithm Design Methods

Algorithm design methods provide a range,of toels and techniques to tackle
various computational problems effectively. Each method has its strengths and
weaknesses, making it suitable for different.types of problems. Understanding
different methods allows one to choose the most appropriate approach for a
given problem, leading to more efficient and elegant solutions. Let's discuss two
of these methods.

6.3.1 Flowcharts

Flowcharts are visual representations of the steps in a process or system,
depicted using different’symbols connected by arrows. They are widely used in
various fields, including, computer science, engineering, and business, to model
processes, designisystems, and communicate complex workflows clearly and
effectively.

6.3.1.1 Impoctance of Flowcharts

« Clarity:‘Flowcharts provide a clear and concise way to represent processes,
making them easier to understand at a glance.

« Communication: They are excellent tools for communicating complex
processes to a wide audience, ensuring everyone has a common
understanding.

« Problem Solving: Flowcharts help identify bottlenecks and inefficienciesin a
process, aiding in problem-solving and optimization.

« Documentation: They serve as essential documentation for systems and



processes, which is useful for training and reference purposes.

‘ The first standardized flowchart symbols were developed in
Did Yo& 1947 by the American National Standards Institute (ANSI).

6.3.1.2 Flowchart Symbols

Flowchart symbols are visual representations used to illustrate the steps and flow

of a process or system as shown in Table 7.1.

Symbol

Name

Description

Oval (Terminal)

Represents the start or end of a
process. Often labeled as
"Start" or “End."

Rectangle
(Process)

Represents a process, task, or
operation that needs to be
performed.

Parallelogram
(Input/Output)

Represents data input or
output (e.g., reading input from
a user or displaying output on
a screen).

Diamond
(Decision)

Represents a decision point in
the process where the flow can
branch based on a yes/no
question or true/false
condition.

-

Va—

&
T

Arrow (Flowline)

Shows the direction of flow
within the flowchart,
connecting the symbols to
indicate the sequence of steps.

Table 6.1: Flowchart symbols

)




AN Flowcharts were popularized by computer scientists such as
oul John von Neumann and Herman Goldstine in the early days of

K“Dw computing.

Notify
the customer

Pick, Pack and Ship

Bring Item back

v

Decrease rating Increase rating

L 4

Figu¥e.6.4: Flowchart of the Shop Order Process

\Q Class activity
fed

flowchart for a daily routine activity, such as getting ready for
. Include decision points like choosing what to wear based on
the weather.

Example: A Shop Near Your House: Suppose a shop takes orders via cell phone
messages. The flowchart in Figure 6.4 outlines the order processing steps. The
input is the order, and the outputs are item delivery or a notification to the
customer if the itemis unavailable.

A_
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Decisions are made regarding item availability and customer payment. If the

customer does not accept the item or make the payment, the item is returned to

the shop, and the customer rating is decreased by 1. The customer's rating

increases by 1 if they pay for the item. If the item is unavailable, the shop notifies

the customer; otherwise, the shop picks, packs, and ships the item.

Enhancing Flowchart by Using Customer Rating

Note that while the customer rating is included in the flowchart shown in Figure

7.4, it is not utilized. Let's revise the flowchart to ensure only customers'with a

rating greater than O are attended to. The updated flowchart is 'shown in

Figure 6.5.
/ Get order /

Pick, Pack and Ship

Notify
the customer

Customer
pays?

hmn‘g Item back Yes / Deliver item /
v v

Decrease rating Increase rating

Figure 6.5: Flowchart of the shop using customer’s rating

)




Class activity

Modify Figure 7.5 to ensure that customer ratings are within the valid
range of 0 to 5, inclusive. Ratings cannot be negative or exceed 5

Example: A flowchart for a login system showing steps such as inputting a
username and password, verifying credentials, and granting access shown in
Figure 6.6. A user can make a maximum of five attempts.

Has 5
Attempts

Yes

A

Lock :

account ‘ Login ’
). 4 Yes

Alert user Grant sccess

A 4
Figure 6.6: Flowchart for a login system

ﬁz Class activity
D

a flowchart for selecting the school cricket team. The team can have
amaximum of 11 players, and each player must have parental permission.

7.3.2 Pseudocode

Pseudocode is a method of representing an algorithm using simple and informal
language that is easy to understand. It combines the structure of programming

A_
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clearity with the readability of plain English, making it a useful tool for planning
and explaining algorithms.

Whatis Pseudocode?

Pseudocode is not actual code that can be run on a computer, but rather a way to
describe the steps of an algorithm in a manner that is easy to follow. It helps
programmers and students focus on the logic of the algorithm without worrying
about the syntax of a specific programming language.

Example-1

Determining whether a number is even or odd is a fundamentalitask in
programming and computer science. An even number is divisible(by, 2 without
any remainder, whereas an odd number has a remainder of 1 whendivided by 2.
Below is the pseudocode for this process, followed by an explanation.

Algorithm 1 Pseudocode for determining if a number is evén or odd.

1:  Procedure CheckEvenOdd(number)
2:  Input: number {The number to.be checked}
3:  Output: "Even" if number is€ven, *Odd" if number is odd
4:  Begin
5: if (number % 2 == 0)then
6: print "Even"
7: else
8: print "Odd"
9: End if
10: End
Explanation

1. Procedure Declaration: The pseudocode begins with the declaration of the
procedure 'CheckEvenOdd' which takes a single input, 'number".

2. Input: The procedure accepts a variable 'number' which is the integer to be
checked.

3. Output:The procedure outputs "Even” if the numberis even, and "Odd" if the

number is odd.

Begin: Mark the start of the procedure.

Condition Check: The condition 'if (number % 2 == 0)' checks if the

remainder of the number when divided by 2 is zero. The modulo operator '%'

is used for this purpose.

Even Case: If the condition is true, the procedure prints "Even".

Odd Case: If the condition is false, the procedure prints "Odd".

End: Marksthe end of the procedure.

oos
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Example-2

Determining whether a number is prime is a fundamental task in number theory
and computer science. A prime number is a natural number greater than 1 that
has no positive divisors other than 1 and itself. Below is the pseudocode for this
process, followed by an explanation.

Algorithm 2 Pseudocode for determining if a number is prime.

1: Procedure Is Prime(number)

2: Input: number {The number to be checked}
3:  Output: True if number is prime, False otherwise
4:  Begin

5: if (number <= 1) then

6: return False

7: end if

8: forifrom 2 to sqrt(number) do

9: if (number % i ==0)then

10: returnFalse

11: end if

12: end for

13: return True

14: End

Explanation

1.

Procedure Declaration: The pseudocode begins with the declaration of the
procedure 'IsPrime’which takes a single input, 'number'.
Input: The procedure accepts a variable 'number’, the integer to be checked.

. Output: The procedure will output 'True' if the number is prime, and 'False’

otherwise,

Begin:Mark the start of the procedure.

Initial Check: The condition 'if (number <= 1)' checks if the number is less
than.or equal to 1. If true, the procedure returns 'False’ because numbers less
than orequal to 1 are not prime.

Loop Through Possible Divisors: The 'for' loop iterates from 2 to the square
root of the integer. This is because a greater factor of the numberis a multiple
of a previously tested smaller factor.

Divisibility Check: Inside the loop, the condition 'if (number % i == 0)'



..
checks if the number is divisible by 'i' without a remainder. If true, the

procedure returns 'False' because the number has a divisor other than 1 and
itself.

8. Prime Confirmation: If no divisors are found in the loop, the procedure
returns 'True', confirming the number is prime.

9. End: Marks the end of the procedure.

4 T D
Class activity

Create Your Own Pseudocode: Divide the students into small groups and
assign each group a different simple problem, such as“finding the
maximum number in a list or calculating the factorial ofla_humber. Ask
them to write the pseudocode for their assigned problem and then
| present itto the class.

Pseudocode is often used in ;software development before
Did You writing the actual codetojensure that the logic is sound and to
Kuow facilitate communication between team members who may
be using different programming languages.

Why Use Pseudocode?

Using pseudocode has several benefits:

« Clarity: It helps in understanding the logic of the algorithm without worrying
about syntax.

« Planning: It allows programmers to outline their thoughts and plan the steps
of the algorithm.

« Communication: It is a universal way to convey the steps of an algorithm,
making it easier to discuss with others.

7.3.3 Differentiating Flowcharts and Pseudocode

Flowcharts and pseudocode are both tools used to describe algorithms, but they

do so in different ways. Understanding their differences can help you decide

which method is more suitable to use for your scenario.



Pseudocode

Flowcharts

e Pseudocode uses plain language
and structured format to describe
the steps of an algorithm.

e It is read like a story, with each
step is written out sequentially.

¢ Pseudocode communicates the
steps in a detailed, narrative -like
format.

e It is particularly useful for
documenting algorithms in a way
that can be easily converted into
actual code in any programming

language.

e Flowcharts use graphical symbols
and arrows to represent the flow
of an algorithm.

e It is like watching a movie, where
each symbol (such as rectangles,
diamonds, and ovals) represents
a different type of action-or
decision, and arrows.indicate the
connection and direction of the flow.

e Flowchart communicates the
process in a visual format, which
can be more intuitive for
understanding the overall flow
and structure.

e They are useful for identifying the
steps and decisions in an

algorithm at a glance.

Table 6%2’Difference between Pseudocode and Flowcharts

Example-3
Algorithm_3\ presents the pseudocode for checking a valid username and
password.
Procedure CheckCredentials(username, password)

1.

No VA WDN

Input: username, password
Output: Validity message
Begin

validUsername = "user123" {Replace with the actual valid username}
validPassword = "pass123" {Replace with the actual valid password}

if (username == validUsername) then



8: if (password == validPassword) then
9: print "Login successful”

10: else

11: print "Invalid password"

12:  endif

13:  else

14: print "Invalid username”

15:  endif

16: End

6.4 Algorithmic Activities

6.4.1 Design and Evaluation Techniques

Techniques to essential algorithms are essential to understand how efficiently
they solve problems. In this section, we will explore different techniques for
evaluating algorithms, focusing on their time and space complexities.

6.4.1.1 Time Complexity

Time Complexity measures how fast or slow.an algorithm performs. It shows how
the running time of an algorithm changes as the size of the input increases.
Here's an easy way to understand it:

Imagine you have a list of names,fand'you want to find a specific name. If you
have 10 names, it might only take a féw seconds to look through the list. But what
if you have 100 names? Or=1,000 names? The time it takes to find the name
increases as the list gets\longer. Time complexity helps us understand this
increase.

@ Time complexity is usually expressed using Big O notation,
like O(n), O(logn), or O(n?). It helps us compare different
algorithms to see which one is faster!

0

When writing an algorithm, consider how many steps it takes to complete
the task. Fewer steps means a faster algorithm!




Class activity
Think of a simple task, like finding the largest number in a list. Write
down the steps you would take to complete this task. Now, imagine the
list has 10 numbers, then 100 numbers. How do the steps change?

You | others. For example, sorting a list of 100 items might take one

q Some algorithms can perform the same task much faster than
0
:DK“OW algorithm 1 second and another algorithm 10 seconds!

6.4.1.2 Space Complexity

Space complexity measures the amount of memory an algorithm.uses relative to
input size. It is essential to consider both the memory required.for the input and
any extra memory used by the algorithm.

Designing and evaluating algorithms involves activities like dry runs and
simulations to ensure they work as intended.

6.5 Dry Run

A dry run involves manually going through the algorithm with sample data to
identify any errors.
6.5.1 DryRunofaFlowchart

A dry run of a flowchart involvesimanually walking
through the flowchart step-by-stép to understand how
the algorithm works without using a computer. This helps
identify any logical errors and, understand the flow of

L

/Input first no. A/

control.
ﬁ):la:nnll)g::: Calculating the Sum of Two /mputend no.B]
Consider the flowchart given in figure 6.7 for adding two
numbers:
Steps to dry run this flowchart:

Input the first number (e.g., 3)

2.
3. Inputthesecond number (e.g., 5)
4.

Add the two numbers (3 + 5=8) foiig:z?n7§7t’;:)°r‘:‘::11r:rs

Dry Run a Flowchart Class activity

Draw a flowchart for finding the largest of two numbers. Perform a dry run
for the numbers 7 and 4. Write down each step and the values of variables.




5. Outputtheresult (8)

6. Stop

6.5.2 DryRun of Pseudocode

A dry run of pseudocode involves manually simulating the execution of the
pseudocode line-by-line.

This helps in verifying the logic and correctness of the algorithm.

Example: Finding the Maximum of Two Numbers

Consider the pseudocode for finding the maximum of two numbers:

Did you know that different algorithms can solve the,same
problem more efficiently? For instance, one algorithm”might
quickly find the highest marks in a list, while another might take
much longer. Learning how to evaluate and ,¢choose the best
algorithmiis a key skill in computer science!

Algorithm 4 FindMax

1. Input:num1, num2
2. ifnum1 > num2 then
3. max =num

4. else

5. max = num2

6. endif

7. Output: max

——»/output Max

Figure 6.8: Flowchart for finding
maximum of two numbers

Steps to dry run this pseudocode:

1. Inputnum1and num2 (e.g., 10 and 15)

2. Checkifnum1 > num2 (10>15:False)

3. Sincethe conditionis False, max = num2 (max = 15)
4. Outputmax(15)

)
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« Dry running your code or algorithm helps catching errors
q early in the development process, saving time and effort.
(Dld ou « Many professional programmers and computer scientists
K“Dw use dry running as a debugging technique to ensure their
algorithms work correctly!

/

6.5.3 Simulation

Simulation is we use of computer programs to create a model of.a, real-world
process or system. This helps us understand how things work by testing different
ideas or algorithms without needing to try them out in real life,

Why Use Simulation?

1.

Testing Algorithms: We can use simulation to see how well an algorithm
works with different types of data. For example, if we'want to test a new way
to sort numbers, we can simulate it with diffefent sets of numbers to see how
fastitis.

Exploring Scenarios: Simulation allows us to create many different
situations to see what happens. For example, in a science experiment about
plant growth, we can simulate different amounts of water or sunlight to find
out which conditions help plants grow best.

Benefits of Simulation

Cost-Effective: It is often'cheaper and faster to run simulations than to
conduct real experiments.

Safe: We can testedangerous situations, like a fire in a building, without
putting anyone atrisk.

Repeatable: We can run the same simulation multiple times with different
settingsto.observe how things change.

Examples of Simulation

1.

Weather Forecasting: Meteorologists use simulations to predict the
weather. They input data about temperature, humidity, and wind speedinto a
computer model to see how the weather might change over the next few
days.

. Traffic Flow: City planners can simulate traffic to see how changes to roads or

traffic lights might affect the flow of cars. This helps them design better roads
and reduce traffic jams.



6.6 Introduction to LARP (Logic of Algorithms for Resolution of

Problems)
LARP stands for Logic of Algorithms for resolution of Problems. It is a fun and
interactive way to learn how algorithms work by actually running them and
seeing the results. Think of it as a playground where you can experiment with
different algorithms and understand how they process data.

For the latest versions and updates of LARP software,.check
Didh Yo | trusted educational and coding platforms,, ok, search for
K“Ow "LARP software download" on your favorite seareh'engine.

6.6.1 Whyis LARP Important?

LARP helps you:

» Understand how algorithms work. Forsinstance, refer to Figure 7.9, which
illustrates an algorithm designed to determine the applicability of tax on the
annual salary of a person.

« Seetheeffect of differentinputs onithe output.

« Practice writing and improving your own algorithms.

6.6.2 Writing Algorithms

Writing algorithms using LARP involves a structured and simplified approach to
developing logical solutions for computational problems. LARP employs a clear
syntax that begins with a START command and ends with an END command,
ensuring that eachstep of the algorithm is easy to follow. Within this framework,
instructions arejprovided in a straightforward manner, such as using WRITE to
display ‘messages, READ to input values, and conditional statements like
IF..THEN.LELSE to handle decision-making processes. By breaking down
complex problems into manageable steps, LARP allows learners to focus on the
logical flow of the algorithm without getting stuck on complex coding syntax.
This method not only aids in understanding the fundamental concepts of
algorithm design but also enhances problem-solving skills by encouraging clear
and logical thinking.

Here's an example of a simple algorithm to check if a numberis even or odd:
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Figure 6.9: LARP\Software

START
WRITE "Enter a number”
READ number
IF number % 2.==0THEN
WRIFE "The numberis even"
ELSE
WRITE "The numberis odd"
ENDIF
END
6.6.3“Drawing Flowcharts in LARP

v

Drawing flowcharts in LARP involves visually representing the algorithm's steps
using standard flowchart symbols such as rectangles for processes, diamonds for
decisions, and parallelograms for input/output operations. Once the flowchart is
created, it can be executed in LARP by translating the flowchart into LARP syntax,
which uses straightforward commands like START, WRITE, READ, IF.. THEN...ELSE,
and END. This process allows students to visualize the logic of their algorithm



and see its step-by-step execution. For example, Figure 7.9 shows a flowchart for
determining whether a student's grade is above 'A' or not. We can execute the
flowchart to verify its correctness. This hands-on approach reinforces
understanding of how a flowchart works.

6.7 Errorldentification and Debugging

When we write algorithms or create flowcharts in LARP, we sometimes make
mistakes called errors or bugs. These mistakes can prevent our algorithms from
functioning correctly. Error handling and debugging are processes that.help us
find and fix these errors.
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Figure 6.10: Flowchart in LARP

6.7.1 Types of Errors

There are three main types of errors you might encounter:

» Syntax Errors: These occur when we write something incorrectly in our
algorithm or flowchart. For example, missing a step or using the wrong
symbol.

« Runtime Errors: These happen when the algorithm or flowchart is being



executed. For example, trying to perform an impossible operation, such as
dividing by zero.

Logical Errors: These are mistakes in the logic of the algorithm that cause it to
behave incorrectly. For example, using the wrong conditionin a decision step.

Syntax errors are the easiest to find because the LARP tool
Did You usually points them out. However, logical errors aref the
w hardest to find because the algorithm still runs but dees ‘\not

K“D procedure correct answers.

6.7.2 Debugging Techniques
Debugging is the process of finding and fixing errorSin' an algorithm or
flowchart. Here are some common debugging techniques:

Trace the Steps: Go through each step of youralgorithm or flowchart to see
identity where it goes wrong.

Use Comments: Write comments or notes in‘'your algorithm to explain what
each partis supposed to do. This canhelp.you spot mistakes.

Check Conditions: Ensure that all conditions in decision steps are correct.
Simplify the Problem: Break down the algorithm into smaller parts and test
each part separately.

Tidbits

Always read error pnessages carefully. They often tell you exactly where
the problemiis.

6.7.3 Common Error Messagesin LARP
Here are some common error messages you might see in LARP and what they
mean:

Missing Step - You probably forgot to include an important step in your
algorithm.

Undefined Variable - You are using a variable that hasn't been defined yet.
Invalid Operation - You are trying to perform an operation that is not
allowed, like dividing by zero.



Class activity
Create a simple flowchart in LARP that calculates the average of three
numbers. Introduce a syntax error, a runtime error, and a logical error in
your flowchart. Then, try to fix them using the debugging techniques we
discussed.

4

The term "debugging" comes from an actual bug—a
moth—that was found causing problems in anyearly
computer. The moth was removed, and the progess was
called "debugging”

Summary

e Computational thinking isimportant skill that énables individuals to solve
complex problems using methods that mirror the processes involved in
computer science.

e Decomposition is the process of breaking.down a complex problem into
smaller, more manageable parts.

e Pattern recognition involves logkingfor similarities or patterns among
and within problems.

e Abstraction involves simplifying complex problems by breaking them
down into smaller, more manageable part, and focusing only on the
essential details while ighering the unnecessary ones.

e An algorithm is a step=by-step set of instructions to solve a problem or
complete a task.

e Understanding(the’ problem is the first and most important step in
problem-solying,especially in computational thinking.

e Simplifying \a“problem involves breaking it down into smaller, more
manageable sub-problems.

e Choosing the best solution involves evaluating different approaches and
selecting the most efficient one.

. ‘Flowcharts are visual representations of the steps in a process or system,
depicted using different symbols connected by arrows.

e Pseudocode is a way of representing an algorithm using simple and
informal language that is easy to understand. It combines the structure of
programming languages with the readability of plain English, making it a
useful tool for planning and explaining algorithms.

e Time Complexity is a way to measure how fast or slow an algorithm
performs. It tells us how the running time of an algorithm changes as the



size of the inputincreases.
e Space complexity measures the amount of memory an algorithm uses in
relation to the input size. It is important to consider both the memory

needed for the input and any additional memory used by the algorithm.

e A dry run involves manually going through the algorithm with sample
datato identify any errors.

e Simulationis when we use computer programs to create a model of areal-
world process or system.

e LARP stands for logic of Algorithm for Resolution of Problems:1t,is a fun
and interactive way to learn how algorithms work by actually“running
them and seeing the results.

e Debugging is the process of finding and fixing errors,in an’algorithm or

~ (EXERCISE)

Multiple Choice Questions
1. Which of the following best defines compufationdl thinking?
(a) Amethod of solving problems usingmathematical calculations only.
(b) A problem-solving approach that"employs systematic, algorithmic,
and logical thinking.
(c) Atechnique used exclusivelyiin computer programming.
(d) Anapproachthatigneresteal-world applications.
2. Why is problem decompaositign important in computational thinking?
(a) It simplifies problems by breaking them down into smaller, more
manageabl parts.
(b) It complicates problems by adding more details.
(c) Iteliminates the need for solving the problem.
(d) Itis'only useful for simple problems.
3. Pattegnfgtognition involves:
(a), Finding and using similarities within problems
(b) Ignoring repetitive elements
(c) Breaking problemsinto smaller pieces

(d) Writing detailed algorithms
4. Which term refers to the process of ignoring the details to focus on the main
idea?

(a) Decomposition (b) Pattern recognition
(c) Abstraction (d) Algorithm design

A_
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5. Which of the following is a principle of computational thinking?
(@) Ignoring problem understanding (b) Problem simplification
(c) Avoiding solution design (d)Implementing random solutions
6. Algorithms are:
(a) Listsofdata
(b)  Graphical representations
(c) Step-by-stepinstructions forsolving a problem
(d) Repetitive patterns
7. Which of the following is the first step in problem-solving accefdiffg to
computational thinking?
(@)  Writing the solution (b) Understanding the preblem
(c) Designing aflowchart (d) Selecting a solution
8. Flowcharts are used to:
(@) Codeaprogram
(b)  Representalgorithms graphically
(c) Solve mathematical equations
(d) Identify patterns
9. Pseudocode is:
(@) Atypeofflowchart
(b)  Ahigh-level description ofanialgorithm using plain language
() Aprogramminglanguage
(d) Adebugging tool
10. Dry running a flowchart involves:
(@)  Writing the code in aprogramming language
(b)  Testing the flowichart with sample data
(c) Convertingtheflowchartinto pseudocode
(d) Ignoring the flowchart details
Short Questions
Definecamputational thinking.
Whatis decomposition in computational thinking?
Explain pattern recognition with an example.
Describe abstraction and its importance in problem-solving.
Whatis an algorithm?
How does problem understanding help in computational thinking?
What are flowcharts and how are they used?
Explain the purpose of pseudocode.
How do you differentiate between flowcharts and pseudocode?
10 Whatisadryrunand whyisitimportant?
11. Describe LARP and its significance in learning algorithms.
12. List and explain two debugging techniques.

A_
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Long Questions

1. Write an algorithm to assign a grade based on the marks obtained by a
student. The grading system follows these criteria:

90 and above: A+
80to89:A
70to79:B
60t069:C
Below 60: F

2. Explain how you would use algorithm design methods, such as flowcharts
and pseudocode, to solve a complex computational problem. Illustrate your
explanation with a detailed example.

3. Define computational thinking and explain its significance in modern
problem-solving. Provide examples to illustrate how computational thinking
can be applied in different fields.

4. Discuss the concept of decomposition in computational thinking. Why is it
important?

5. Explain pattern recognition in the context/of\Computational thinking. How
does identifying patterns help in problem=solving?

6. Whatis an abstraction in computational thinking? Discuss its importance and
provide examples of how abstraction can be used to simplify complex
problems.

7. Describe what an algorithm is and‘explain its role in computational thinking.
Provide a detailed example of‘an algorithm for solving a specific problem,
and draw the corresponding flowchart.

8. Compare and contrast flowcharts and pseudocode as methods for algorithm
design. Discuss the advantages and disadvantages of each method, and
provide examples where one might be preferred over the other.

9. Explain the concept of a dry run in the context of both flowcharts and
pseudocodesHow does performing a dry run help in validating the
correctnessof an algorithm?

10. What istARP? Discuss its importance in learning and practicing algorithms.

11.How\doees LARP enhance the understanding and application of
computational thinking principles? Provide a scenario where LARP can be
used to improve an algorithm.



Data Science
and Data Gathering

Student Learning Outcome ~

By the end of this chapter, you will be able to:

Understand Data Types: Identify and differentiate between quali@&‘md

quantitative data, and explain theirimportance in data analysis.
Organise and Analyse Data: Organise data effectively an@asic data
analysis techniques to draw meaningful conclusions from ructured and

unstructured data.

Utilize Data Collection Methods: Gain knowledgygf\a ous data collection
methods and tools, including surveys, questionnairesyand online sources, and
understand how to use these methods to ga %evant data.

Utilize Collaborative Tools and Cloud Co ting?Understand the role of cloud
storage and collaborative tools in data@a ement, and apply best practices
for data protection and remote acc

Address Ethical Data Considerations: Be aware of ethical practices related to
data privacy, confidentiality, legal frameworks, and understand the
importance of secure data ha g.

%
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Introduction

This chapter explores various aspects of data management and its impact on our
understanding of information. We begin by examining different types of data
and effective ways to collect and store it. You will learn methods for organising
and analysing data, using both quantitative and qualitative techniques. We'll also
look into data visualisation, which helps us understand complex information
through charts and graphs. Next, we will discuss collaborative tools and cloud
computing, along with ethical issues involved in working with data. Finally, we
introduce data science, big data, and future trends in digital data“handling,
showing how technology is advancing data analysis to make it morepowerful
and insightful.

7.1 Data

Data consists of raw facts collected about things around ds'that we can process
to generate useful information. It can take many forms, such as numbers, words,
measurements, observations, or even images and, sounds, and may originate
from various sources.

Examples:

1. Weather Data: Information on temperature, humidity, and wind speed
collected from weather stations.

2. Sales Data: Records of product sales, quantities, and prices at a store.
For example, selling 50 units of‘a product at 100 Rupees each in a day.

3. Survey Responses: Answers from a survey about customer satisfaction.
For example, 80% of.customers rating their experience as "satisfactory"
or better.

4. Website Data: Information on website visitors, such as number of visitors
per day and /the'pages they visit. For example, 500 visitors viewing the
homepage ona Monday.

5. Social Media Data: Likes, comments, and shares on social media posts.
For example, a post receiving 200 likes and 50 comments.

Understanding data is essential in today's world, as it allows us to comprehend
situations, make informed decisions, solve problems, and drive innovation.

Tidbits

Weather Data Impact: Weather data helps meteorologists predict storms
and extreme weather conditions. By analyzing weather data, scientists can
issue early warnings for hurricanes, potentially saving lives.
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7.2 Data Types

Data can be divided into two broad categories namely qualitative and
quantitative.

7.2.1 Qualitative Data

Qualitative data refer to categories or labels used to describe the qualities or

characteristics of something rather than its quantity. This type of data offer a way

to categorize and provide insights into opinions, behaviours, and experiences
through descriptions rather than numbers. Key characteristics of qualitative
datainclude non-numeric, descriptive, and categorical attributes.

« Non-Numeric: Qualitative data is represented by words, labels;-or symbols
instead of numbers. It describes attributes rather than quantities. Examples
include the names of students in a class (e.g., Ali, Badar,“Qasim) and the
colours of cars in a parking lot (e.g., red, blue, gfeen),/where “name” and
“colour”are attributes.

« Categorical: Qualitative data can be into categories or classes based on their
characteristics. Examples include types offruit (€.g., apple, banana, orange),
job titles (e.g., manager, engineer, accointant), and book genres (e.g., fiction,
non-fiction, mystery).

Types of Qualitative data

Qualitative data is further classified-into two types namely Nominal and Ordinal

data.

« Nominal Data: Nominal data is used to label or categorize items without
implying any order. Each item is unique and separate. Examples include
gender (male, female)stypes of fruits (apple, banana, orange), and colours
(red, blue, green), Nominal data is helpful for grouping and categorizing
information. Forinstance, a survey asking about favourite colours might list
responses suchas 'red’, 'blue’, or 'green’, which help indicate preferences
without ranking them. On nominal data, you can check for equality, group
items, into categories (e.g., all red fruits together), count items in each
category, and find the most frequent category (mode).

« Ordinal Data: Ordinal data represents categories with a meaningful order,
though the differences between categories are not uniform. Examples
include customer satisfaction ratings (satisfied, neutral, unsatisfied),
education levels (high school, bachelor's, master's), and shirt sizes (small,
medium, large, extra-large). Ordinal data helps in ranking items
meaningfully.

In addition to the operations applicable to nominal data, ordinal data allow for



comparisons (e.g., bachelor's level is higher than light school), ranking items
(e.g., from least to most satisfied), finding the median value (e.g., median
satisfaction level), and analysing frequency distribution (e.g., the number of
people at each education level).

Did you know that every day, people generate over 2.5

(])lﬂ,lyo\‘% quintillion bytes of data? That's a 2 followed by 18 zeros! This

data comes from various sources like social media~o0nline
shopping, and sensors in smart devices.

7.2.2 Quantitative Data

Quantitative data consists of numbers used to measure the quantity or amount

of something. These data types answer questions like “"How much?" or "How

long?" and can be useful for mathematical calculations'and statistical analyses.

Key characteristics of quantitative data include‘being numerical, measurable,

countable, and arithmetical.

« Numerical: Quantitative data is expfressed in numbers, representing a
measurable quantity. Examples include-heights in centimetres, weights in
kilograms, and test scores.

« Measurable: Quantitative data.can be measured using instruments or tools.
Examples include using a ruler for length, a scale for weight, and a
thermometer for temperature:

« Countable: Quantitative data can be counted or enumerated, particularly for
discrete data. Examples+include the number of students in a class or the
number of cars in.a parking lot.

« Arithmetical: Quantitative data can be used in arithmetic operations. For
instance, multiplying the unit price of a fruit by its weight to find the total
price, or calculating annual school fees by multiplying monthly fees by the
numberof months.

Types of Quantitative Data

Quantitative data ca be further classified into two main types: discrete and

continuous.

« Discrete Data: Discrete data consist of distinct, separate values that are
countable, often in whole numbers. Discrete data answer questions like "How
many?" or "How often?"

For example, counting oranges in a basket might show there are 16, answering

"How many?" similarly, tracking the number of oranges falling from a tree each

(S
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week, with counts like 5 on Monday, 7 on Wednesday, and 4 on Friday, helps
answer "How often?"

Operations Performed on Discrete Data

All operations that can be performed on nominal and ordinal data can also be

performed on discrete data. In addition to logical and grouping operations

discussed in qualitative data section, arithmetic operations (addition,
subtraction) and statistical operations (average, range) can be performed on

discrete data. For example, the difference between marks of two students in a

class can be calculated by subtracting their marks. Statistical operations like

calculating the average marks of students in a class (75, 63, 92,.55,.70 their
average is 71), and determining the range of marks in class (minimum.value 55 to
maximum value 92) can also performed.

« Continuous Data: Continuous data consists of values-that can take any
number within a given range, including fractions or” decimals. Examples
include student heights (150.5 cm, 160.2 cm), fruit weights (1.5 kg, 2.2 kg), and
room temperatures (22.5°C, 23.7°C).

Example

Continuous data are used when measuringitems and can help answer questions
about the extent or duration of something: Ferexample, measuring the height of
a plant, might reveal that it is 32.5 centimetres tall. If you measure how long it
takes for the plant to grow from 20 t0'30 centimetres, might show that it took 15
days. These measurements provide' detailed information about the amount
(height) or duration (growth time), helping us understand how much or how long
something occurs.

Operations Performed.on'Continuous Data

All operations that can.be-performed on discrete data can also be performed on
continuous data. Insaddition to logical, grouping and arithmetic operations
division can alsobe'performed on continuous data. For example, you can divide a
2.5 kg of meat(continuous data) among ten persons (yielding 0.25 kg each) but
cannot divide 3cars (discrete data) among five persons.

Table 9:1 compares four types of data highlighting their nature, examples, and
application in data analysis.

[ (| Tidbits ),

Social Media Data Trends: Social media platforms collect vast amounts of
data about user interactions. For example, Facebook uses this data to
recommend friends and tailor ads based on users’ likes and interests.

. J
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Shirt sizes (small, (22.5°C, 23.7°C).
green). . on a shelf (50).
medium, large).
. , Equality, groupin Equality, groupin
. . Equality, comparison, qualty, grotping, ) =qualty, grouping
. Equality, grouping, . ) counting, arithmetic |larithmetic
Operations . ranking, median, . . .
counting;mode. ... .. _|loperations without |loperations
frequency distribution.| .. .. . L
division including division
. Mean, median Mean, median
Statistical Mode, frequency  (Median, mode, ean, median, ean, median,
. ... |Irange, standard range, standard
Analysis counts. frequency distribution.||, > . S
deviation. deviation.
Categorizin . . .
9 g Understanding order : e Measuring precise
understanding Counting specific .
Usage or levels of a amounts, durations,

or extents.

Table 7.1 Comparison of Data Types
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Q)r more activities, you €an visit, https://mentossacademia.com )

i You Digital Data Explosion: The amount of digital data created
) w and consumed globally is so vast that it's predicted to reach
K“ﬂ 175 Zettabytes by 2025. That's a 1 followed by 21 zeros!

Class activity \
Exploring Data Types

Activity Type: Group

Task Details:

Group Formation: Divide the class into small groups. Assign'each group a

type of data (Qualitative, Quantitative, Nominal, Qfdinal, Discrete,

Continuous).

Research and Design: Each group researches theirassigned data type and

creates a poster or presentation. They should include:

1. Definition: Clear explanation of the data type.

2. Characteristics: Key features of the data type:

3. Examples: Real-life examples or scenarios where this data type is used.

4. Operations: Possible operations eranalyses that can be performed with
this data type.

Presentation: Each group presents their poster to the class explaining their

data type and answering any gdestions from classmates.

Class Discussion: Facilitate/aclass discussion on how different data types

are used in various real-lifesituations and data analysis.

7.3 Organising and’'Analysing Data

Organizing data.systematically is very important for clear analysis and
interpretation. When data is well-organised, it helps reduce errors. For example,
imagineyou have a list of students and their test scores, a messy, list might lead
to accidentally recording a score under the wrong student’'s name. Organizing
the dataneatly in a table reduces such mistakes.

Importance of Organising Data

Proper organisation saves time. Think about searching for a book in a messy
room versus a neatly arranged bookshelf. Similarly, when data is organised,
it's easier to find and analyse. For instance, if you have sales data arranged by
date in a spreadsheet, you can quickly see how sales have changed over time
without having to search through random numbers.



« Moreover, organised data improves clarity. When data is presented clearly,
it's easier to understand and interpret. For example, a chart showing monthly

sales figures is much easier to understand than a long list of numbers.
» Byorganising data into tables, charts, and graphs, you can quickly grasp what
the data is saying, making it simpler to draw conclusions and make decisions.
To make data easy to understand, it can be organised into tables, charts, and
graphs. Here's how:
Data Tables: Imagine you have data about students' scores in different-subjects.
An example of this datais shownintable 9.2.

Student|Math|Science|English
A s 78 oo ]
sara |78 llss  [l85. |
Ahmed [92 [82 {87
Fatima (90 ||80 89
Bilal |67 |75 |70
fable"7.2

Tables like this help present data“clearly, making it easy to compare and
analyse the scores of different students across various subjects.

Charts: Charts are“ visuals P
representation of data designed to
make complex information easier to
understand. _Charts help identify
patterns, .trends and outliers in
datasets, ‘Coammon types of charts |
include:

50.51%

e Barcharts
30.30%

* Linecharts
e Piecharts Samsung

Fig 7.1 chart
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Graphs: Graphs are visuals

‘ - = -
tools used to represent data — E ﬁ . ’T\ — -
and show relationship

between differentdata points. [ T ° |7, - :':;:"dl| | '
Common types of graphs : W g
include: B OE ) ©

« Linegraphs — o

« Bargraphs || || :

e Scatter p|ots ‘LIJHIlIII'.I'“ | |II I l s .
» Histograms etc. @

9.3.1 Data Collection
Methods and Tools

Data collection is the process of gathering information“to answer questions,
make decisions, or understand something better. There are different methods
and tools for collecting data, each with its own way of gathering and recording
information.

Methods of Data Collection

Here's a simple explanation of the main methods:

e Surveys: Surveys collect information/from-people by asking them questions.
This can be done on paper, over the phéne, or online. For example, to find out
your classmates' favourite ice creamiflavours, you might create a survey with
questions like "What is your favourite ice cream flavour?" and give it to your
classmates to fill out.

Best Practices in Survey Design and Administration
« Be clear and specific

« Keep it short and simple

« Use multiple choice and rating scales

« Ensure anonymity

« Test yourssurvey before sending it out

« Analysesthe results . .
g ( Tidbits \

« Afree tool from Google that helps you create surveys and collect
responses online. Link for Google Forms is https://forms.google.com/

* Microsoft Office tools allows you to create surveys and quizzes Link for
Microsoft Formsis https://forms.office.com/

« SurveyMonkey is also a popular tool for creating detailed surveys. Link for

| Su rveyMonkey is https://www.surveymonkey.com/ )

Fig 7.2 Graphs
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. Questionnaires: Questionnaires are similar to surveys but are often
written forms that people fill out. They usually have a set of questions that
need to be answered. For instance, if your school wants to know which
activities students enjoy most, they might give out a questionnaire with
questions like, "Which school activity do you enjoy the most? (e.g., sports,
art, music)", where students choose their answers from the options
provided.

J Interviews: Talking to individuals one-on-one to gather detailed
information. Example: Interviewing a school teacher to understand.their
experience and challenges.

. Observations: Watching and noting what happens infa\particular
situation. Example: Observing how students behavesduring a group
project to understand how they work in a team.

. Online Data Sources: These include websites, databases, and digital
tools where you can find and collect information.'For example, if you're
researching the most popular pets, you might use the internet to find
statistics or articles about pet ownership.

9.3.1.1 Gathering Data from Online Sourcg$
In today's world, we can find lots of information online to help with school
projects. We can gather, extract and integrate this information to answer almost
any question. For example, if you want to” know how social media affects
teenagers, you would collect information from different sources, extract useful
data from it and integrate it into a_coherent and comprehensible report. Here's
howyoucandoit:

Data Gathering: Data gathering means collecting information from various

places to help with your research or school projects.

1. Online Databases: These‘are special websites where you can find a lot of
information, such as-articles and reports. For example, you can use Google
Scholar or IEEE Xplore databases. Search for keywords like “how social media
affects teenagers®to find useful articles and studies.

2. Online Resources: These include educational websites, government portals,
and news outlets. For example, Wikipedia, the National Institute of Health
(USA), @nd BBC.com. Use Google search engine to search for articles and
checkif the information is accurate by looking at who wrote it and where it's
from.,

Data Extraction: Data extraction is about finding and saving the most relevant

information from a larger set of data.

1. Identify Relevant Data: Look for specific details about how social media
impacts teenagers. Search for keywords like “teenage social media usage
statistics” and find sections in articles with important statistics or quotes.

2. Copy and Save: Highlight the key information you find. For example, if an

article says “70% of teenagers feel stressed because of social media,” copy



this information and paste it into a document. Keep your data organised by
topic orsource.

3. Use Tools: Some websites have tools to help you gather and organise data.
Look for options like “Export” or “Download” to get articles in formats like
PDFs.

Data Integration: Data integration involves combining information from

different sources to get a complete perspective.

1. Organise Data: Put all your saved information into one place, such as a
document or spreadsheet. For example, create a Google Sheets-file, titled
“Social Media Impact Research” where you list all key statistics and:quotes.

2. Compare and Merge: Review data from different sources and.find common
themes. For instance, if many sources say that social mediatinereases anxiety
among teenagers, note this. Combine similar findings into-one summary.

3. Create Summaries: Write a brief overview of whatyou'found. Highlight the
main points, such as how many teenagers report feeling anxious due to social
media. Make charts or graphs to show trends; such as bar graph of anxiety
levels among teens.

( Class activity, \
D

ata Collection and Organization

Activity Type: Individual

Activity Task Details:

 Create Survey:

1. Design a short survey-with clear, specific questions on a topic of
choice (e.g., favouritesehool subject).

2. Ensure questionsaredesigned to gather meaningful data.

o Collect Responses:

1. Share the survey-link with classmates or a small group to gather
responses:

2. Collect dataover a specified period.

« Organise, Data:

1. Enter the collected datainto a spreadsheet.

24+.0rganise the data into tables and use basic spreadsheet functions to
clean and prepareiit.

o Create Visuals:

1. Use spreadsheet tools to create at least one chart or graph (e.g., bar
chart, pie chart).

2. Label charts clearly and ensure they represent the data accurately.

o Share Findings:

1. Present the findings to the class.
Q Explain the visuals and what they reveal about the data. j
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7.4 DataTypes
With respect to storage and processing, data has two types: structured and

unstructured data.

7.4.1 Structured Data

Structured data is organised and formatted to be easily searchable and
analysable. Examples include data in spread sheets and traditional databases.
Think of a spread sheet with rows and columns where each row is a record (such
as student) and each column is an attribute (such as Student ID, StudentiName,
Class, Date of Birth, Fee Status, and Height) as shown in table 9.3.

Student Date of Fee
ID Student Name | Class | Birth Status | Height
001 Ali Akbar 9th 3/25/2009 Paid 4.7
002 Faheem Aslam 9th 5/7/2008 Paid 49
003 Munir Ahmad 9th 6/11/2009 | Unpaid 5.2
Khalid
004 Mahmood 9th 9/13/2009 Paid 5.6
005 Kamran Malik 9th 7/21/2009 Paid 53

Table 9.3 Structured data

7.4.2 Unstructured Data

Unstructured data is more free-form and doesn't fit into a specific format.
Examples include text from emails, social media posts, videos, and images. This
type of data is harder to organise but can be very valuable.”"Develop a sound
sense of discipline character, initiative and a solid academic background. You
must devote yourselfl whole-heartedly to your studies, as that is your first
obligation to yoursélves, your parents and the State. You must learn to obey for
only then you can|earh to command.”

' (_ Tidbits )

Structured;vs. Unstructured Data: Structured data, like spreadsheets, is
neatly~organised into rows and columns, making it easy to search and
analyse. Unstructured data, like emails or social media posts, is more chaotic
and requires special tools to process.

\. J

7.4.3 Predictions for the Future of Digital Tools in Data Management and
Analysis:

As technology continues to advance, several exciting changes are expected in

the field of data management and analysis some of these are described as

follows.



Enhanced Automation: In the future, data tools will be able to handle more
tasks automatically, making data analysis faster and more accurate. For example,
imagine a program that automatically cleans up data by fixing errors and
organizing information without human intervention. This means you won't have
to spend time on these repetitive tasks and can focus on more complex analysis,
like finding trends or making predictions based on the data.

Improved Data Privacy: As we collect and use more personal data, keeping it
safe will become even more important. Future tools will have betterisecurity
features to protect our information from unauthorized access. For instance, new
technologies might use advanced encryption methods to ensdre)that only
authorized people can see sensitive data, such as your personal‘health records or
financial information. This will help keep data safe from hackers and other
security threats.

Integration of Al and Data Science: Artificial Antelligence (Al) will be
increasingly integrated with data science tools to make analysing large amounts
of data easier and faster. For example, Al-powéred, tools could automatically
generate reports and create charts using the latest'data. This will help businesses
and researchers quickly understand important trends and make decisions
without manually processing the data.

Advances in Visualization: Future data tools will offer innovative ways to
visualize data, helping us understand.complexinformation more easily.

For instance, interactive dashboards,may ebnable users to explore data from
different angles, such as clicking on different chart sections for more detailed
information. This makes it easier to detect patterns and insights in the data, such
as discovering which productsiare most popular in different regions.

These advancements in digital data handling will change how we analyse and use
data, making it an exciting field with many possibilities for the future.

Summary

o Datawrefers to raw facts we gather about things around us, which can then
process to extract useful information.

. Qualitative data refers to categories or labels that describe qualities or
characteristics rather than quantities.

e Nominal data is used to label or categorize items without implying any
order.

e Ordinal data represents categories with a meaningful order, though the
differences between categories are not uniform.

e Quantitative data are numbers used to measure the quantity oramount of
something.



o Continuous data consists of values that can take any number within a
given range, including fractions or decimals.

e Structured Data is organized and formatted for easy searching and
analysis: examples include data in spread-sheets and traditional
databases.

e Unstructured Datais more free-form and doesn't fit into a specific format.

e Spreadsheets organise data in rows and columns, much like a simpler
version of a database.

Multiple Choice Questions (MCQs)

1. What is data?

a) Processed information b) Raw facts gatheredvabout things
c) A collection of numbers only d) A list of observed events

2. Which of the following is an example of gdalitatiVe data?

a) Temperature readings in degrees Celsius

b) Number of students in a class

¢) Favourite ice cream flavours

d) Test scores out of 100

3. What type of data involves distimet, separate values that are countable?
a) Nominal Data b) Ordinal Data

c) Discrete Data d) Continuous Data

4. What is an example 6#g0ntinuous data?

a) Number of cars in“a_parking lot

b) Height of students’in centimetres

c) Types of fruits

d) Shirt sizes (small, medium, large)

5. What ype of data is used to categorize items without implying any order?
a) Ordinal Data b) Discrete Data

¢) Nominal Data d) Continuous Data

6. How can you organise data to make it easier to analyse?

a) By writing it in long paragraphs

b) By creating tables, charts, and graphs

¢) By storing it in random files
d) By keeping it in a messy notebook

A_




7. Which tool can be used to create surveys online?

a) Microsoft Word b) Google Forms
c) Excel Spreadsheets d) Adobe Photoshop

Short Questions

1.
2.

What is the difference between qualitative and quantitative data?

Give an example of continuous data and explain why it is considered
continuous.

Which method would you use to collect opinions from a largegroup of
people about a new school policy?

What type of data is the number of students in your class?

Why is it important to organise data into tables or charts before
analyzing it?

What is one advantage of using online tools like Google Forms for
collecting survey data?

Long Questions

1.

Explain the differences between qualitative and quantitative data. Provide
examples of each type.

Describe the process of conducting a survey to gather data about
students' favourite extracurricular activities.

Compare and contrast continuous and discrete data. Use examples to
show how each type of data might be used in a school setting, such as in
measuring student performance or tracking attendance.

Analyse the benefits 'and challenges of using digital tools like Google
Forms for data collection.

Imagine youlare tasked with organizing a school event and need to collect
data on students' preferences for activities and refreshments.

Explainthe role of tables and charts in data analysis. Provide an example
of how'wyou could use a table or chart to present data about students'
gradesin different subjects.



Student Learning Outcome

By the end of this chapter, you will be able to:

Emerging Technologies
in Computer Science

Define Artificial Intelligence (Al) and understand its historical context.and
evolution.

Identify various applications of Al in different domains such as
healthcare, education, and gaming.

Explain the subfields of Al, including machine learning, naturaltanguage
processing, computer vision, and robotics.

Distinguish between different types of Al algotithms, including
explainable (whitebox) and unexplainable (blackbox)models.
Understand the role of Al techniques in adwvancing machine learning
models and other capabilities.

Define the Internet of Things (loT) and’understand its significance in
connecting devices and systems.

Describe the components of loT systems, including sensors, devices,
networks, and data analysis.

Explore various applications of loThin domains such as smart homes,
healthcare, and transportatiop:

Discuss security and privacy censiderations in loT deployments.

Analyze the potential risks,and challenges associated with Al and IoT,
including data privacy-and.algorithmic bias.

Examine policy and«egulatory frameworks addressing the challenges of
Al and loT Evaluate-the societal impact of Al and loT on daily life, work
environments, and‘society at large.

Develop strategies for addressing ethical concerns and maximizing the
societal benefits of Aland loT.
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Introduction

Artificial Intelligence (Al) is a rapidly growing field that is changing various
aspects of our lives. These technologies are not only reshaping industries but
also redefining the way we live, work, and interact with our environment. This
chapter provides an introduction to Al and loT, explores their applications,
discusses the algorithms and techniques that power them, and examines the
broaderimplications and future prospects of these transformative technologies.
8.1 Introduction to Artificial Intelligence (Al)

Artificial Intelligence is a rapidly growing field that is transforming various
aspects of our lives. From healthcare to gaming, Al technologies are being
applied to solve complex problems and improve our daily experiences. For
example, Al-driven systems monitor crop health and prédict yields by getting
data from sensors and drones to optimize farming practices.

8.1.1 Understanding Al

Artificial Intelligence denotes the simulation of human thinking ability in
computer systems to think and learn in a manner like humans. To fully realize the
effect of Al, it is essential to understand-its.definition and historical context, as
well as the evolution of Al technologies over time.

8.1.2 Historical Context of ArtificiaNntelligence:
The term Al was first invented by Jehn McCarthy in 1956 during the Dartmouth

Conference, regarded as thevorigin of artificial intelligence as a discipline of

research. The journey of Al has seen several key milestones:

» 1950s-1960s: Early (Alyresearch focused on problem-solving and symbolic
methods.

« 1970s-1980s: The development of expert systems that mimicked human
decision-making.

« 1990s: The.rise of machine learning, where computers began to learn from
data.

« 2000s-: Advances in deep learning, natural language processing, and
robotics have significantly expanded Al's capabilities.

« 2011s: Voice assistant was used for voice command and voice recognition

+ 2023s-Present: ChatGPT was introduced that is an Al-based model which is
designed to understand human-like text-based input.



1966 1997
First Chess machine

Chatbot Deep Blue
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Turing test
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Figure 8.1: Key Milestones imtheistory of Al

i o The first Al program called*the Logic Theorist, was created in
DK“DW 1955 by Allen Newell and Herbert A. Simon. It was designed to
mimic the problem=solving skills of a human being.

8.1.3 Applications and Subfields
Applications of Al in Various Domains:
Al has numerous applications across different fields:

Healthcare: Al is<used for diagnosing diseases, personalizing treatment
plans, and predicting patient outcomes.

Education: Al-powered tools provide personalized learning experiences,
automateadministrative tasks, and offer insights into student performance.
Gaming: ‘Al enhances game design, creates realistic characters, and
improvesplayer experiences.

Transportation: Self-driving cars and traffic management systems rely on Al
to improve safety and efficiency.

Automobile: Al is transforming the automotive industry by enabling
autonomous driving, advanced driver assistance, and optimization of vehicle
performance and maintenance. The integration of Al-powered systems is
improving safety, efficiency, and user experience in modern vehicles.
Finance: Al is transforming the finance industry by enabling personalized
investment recommendations, fraud detection, algorithmic trading, process

A_



automation, and risk assessment to enhance decision-making, improve
efficiency, and provide customized financial services.

Social media: Al is extensively used in social media to power personalized
content recommendations, automated content generation, sentiment
analysis, user behavior prediction, and targeted advertising to enhance user
engagement and optimize marketing strategies.

Agriculture: Al is transforming agriculture by enabling precision farming
techniques, such as predictive analytics for crop yields, automated irrigation
systems, and computer vision for disease and pest detection.

E-Commerce: Al is highly integrated into e-commerce platforms, powering
personalized product recommendations, intelligent chatbots«for customer
support, fraud detection systems, and others.

4
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Figure’8.2: Applications of Al in Different Domains

Subfieldsof Al:

Al encompasses several subfields, each focusing on different aspects of
intelligence-and technology:

Machine Learning: Machine learning is a type of artificial intelligence
where computers learn from experience and improve over time without
being explicitly programmed. It's like teaching a computer by showing it lots
of examples, and it figures out how to do things on its own.

Deep Learning: Deep learning is a special kind of machine learning. It uses
complex structures called neural networks, which are inspired by how our
brains work. These networks help computers learn from lots of data and
make decisions or recognize patterns even better.



« Natural Language Processing (NLP): Natural Language Processing, or NLP,
is a technology that helps computers understand and talk to us in our
language. It's like teaching a computer to read, write, and even chat with us.

Example: When you ask Siri or Alexa a question, they use NLP to understand

what you're saying and give you a helpful answer. Another example is when you

type a message and your phone suggests words to complete your sentence.

That's NLP at work!

« Computer Vision: Computer vision is a field of artificial intelligence that
enables computers to see and understand the visual world! It *helps
computersinterpretimages and videos.

« Robotics: Robotics is the science of building and programming robots.
Robots are machines that can do tasks for us, like cleaning the floor or
building cars. Some robots can even think and makedecisions.

Class activity

Research and present a real-world application‘ef Al in one of the domains
already mentioned. Explain how Al is used.andwhat benefits it brings.

8.2 Al Algorithms and Techniques

Artificial Intelligence (Al) involves using algorithms and techniques to enable
machines to perform tasks that typically require human intelligence. In this
section, we will explore different types of Al algorithms and understand their
roles in advancing the capabilities of Al, particularly through machine learning
models.

3‘@1\/% In Pakistan, robots and machines are being used to perform
Kﬂow medical'operations?

8.2.1 Typesef/Al Algorithms:

Explainable(Whitebox) vs. Unexplainable (Blackbox)

Al algoerithms can be broadly categorized into two types based on their
interpretability: explainable (whitebox) and unexplainable (blackbox)
algorithms.

8.2.1.1 Explainable (Whitebox) Algorithms

Explainable or whitebox algorithms are those where the decision-making
process is transparent and understandable. These algorithms allow users to see
and understand how decisions are made. Examples include:

« Decision Trees: A decision tree is a tool that helps computers make decisions

(S




by following a series of questions. Each question leads to another question or
a final answer, much like a flowchart.
Example: Let's look at the example decision tree shown in Figure 8.3. This
decision tree helps us identify an animal based on its characteristics.

Has feathers?

/ Trueklse

Can fly ? Has finns?

/ ru&:\lse True \ False

Hawk Penguin Do& Bear
ﬁ

Figure 8.3: Example’of asDécision Tree
Linear Regression: Linear regression is‘a way to find the relationship between
two features. Imagine you want to know how much time you should study to get
good grades. Linear regression helps you find a straight line that best fits the
data points showing study time' and grades.

Example: If you have data showing how many hours you studied and the grades
you got, linear regression’can help you find a line that predicts your grade based
on the number of hours“you study. If the line shows that more study time
generally leads to better grades, you can use this information to plan your study
schedule.

+ Rule-Based Systems: Rule-based systems are like a set of "if-then" rules that
computersfollow to make decisions. These rules are written by humans to help
the computer understand what to do in different situations.

Example: Think of a simple game where you control a character that needs to
avoid obstacles. The game might use rules like "if the character is about to hit an
obstacle, then jump." These rules help the character move safely through the
game.

Explainable Al algorithms are important in fields like healthcare
9™ | and finance, where understanding the decision-making process
is essential for trust and accountability.

(S
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8.2.1.2 Unexplainable (Blackbox) Algorithms

Unexplainable or blackbox algorithms are those where the decision-making
process is not easily interpretable. These algorithms often involve complex
computations and interactions that make it difficult to understand how a
particular decision was reached. Examples include neural networks and deep
learning models, which we have already discussed in previous Section.
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“ What is this image of 2" “ This is an image of a cat”
Figure 8.4: Examplé of a Neural Network

Google's AlphaGo, a ‘reinforcement learning model, made

9\ | headlines by defeating'@weorld champion in the game of Go, a feat
W | considered nearly impossible due to the game's complexity.
y1mp g y

8.3 Introduction tolnternet of Things (loT)

8.3.1 Understanding IO

loT is a revolutionary concept that is transforming the way we live and work. It
involves connecting everyday devices and systems to the internet, allowing them
to communicate‘and interact with each other.

8.3.1.1 Definition and Components

Definition:

loT is a network of physical objects, or "things," that are equipped with sensors,
software,“and other technologies to facilitate the exchange of data with other
devices'and systems over the internet. This facilitates the development of new,
innovative services and the implementation of more intelligent, efficient
operations.

Significance of loT:

loT is significant because it allows for the seamless integration of the physical
and digital worlds. This connection enables devices to collect and share data,
which can be analysed to improve efficiency, provide better services, and create
new opportunities in various fields such as healthcare, agriculture, and smart

homes. -
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Components of loT Systems:

An |oT system typically consists of the following components:

« Sensors: These are devices that detect and measure physical properties like
temperature, humidity, light, and motion. Sensors collect data from the
environment.

« Actuators: These are devices that convert energy into motion-Im IoT an
actuator can act on data to generate output.

« Devices: These include everyday objects like smartwatches, refrigerators,
and cars that are connected to the internet. Devices use the data collected by
sensors to perform specific tasks.

« Networks: These are the communication pathways that connect sensors and
devices to the internet, allowing them to share data. Networks'can be wired
orwireless.

« Data Analysis: This involves processing and analysing-the data collected by
sensors to gain insights and make decisions. Data analysis can be done on the
device itself, in the cloud, or on a central server.

Class activity

These are devices that convert energy inte mation. In [oT, an actuator can
acton data to generate output.

oid LYo Did you know? The term "Internet of Things" was coined by
K“Dw Kevin Ashton in1999 during his work at Procter & Gamble.

Tidbits

Always ensure that your1oT devices are connected to a secure
network to protectyour data from unauthorized access.

Example: Smart Home System

One of the practical uses of loT is a smart home system. There are several
internet-connected appliances in a "smart home," including the temperature
contrelsystem, lighting, and surveillance cameras.

Class activity

Think about your own home. What everyday devices could be connected
to the internet to make your home smarter? Discuss with your classmates
and draw a simple diagram showing how these devices could be
connectedinanloT system.




Did you know? Smart home devices can help save energy by
automatically turning off lights and adjusting heating or
cooling when you're not home.

8.3.2 loT Applications
The Internet of Things (loT) is transforming
many aspects of our lives by connecting
devices and systems in various domains. !
Let's explore some of the exciting 3

Sensors

Connectivity

applications of loT and understand the
importance of security and privacy in
these deployments.

Healthcare:

Healthcare
System Architecture

Application Analvties

eDescriptive
e Diagnostic

o Event Based
o Action
®Predictive

loT is revolutionising healthcare by providing s
better patient monitoring and care. loT &
devices can track vital signs, remind patients N
to take medication, and alert healthcare Figure 8.5: Example of
providers in case of emergencies. loT in Healthcare

Always use devices from reputablecmanufacturers and keep Tidbits
your health data secure using strofig passwords and updating
your devices regularly.

Transportation:

loT is enhancing transportation systems, making them more efficient and safer.
Connected vehicles, smart traffic lights, and real-time tracking systems are some
examples of how loTisused in transportation.

” o
T

|'Iiﬁ<r & 1I\L.I|

- Self driving car \ A

Smart bus :
[ €lass activity R \ T /gman train / Tram

Thinkbsabout how |loT can ' 4—Intelligent Transportation Systems——) @
improve your school. Can you \ DELIVERY
come up with ideas for smart n X
classrooms, smart libraries, or B m
even smart buses? Discuss )
with your classmates and
ﬁor?lsaﬂﬂ%ris;];gﬁwmg your Figure 8.6: Example of
loT in Transportation

AJ_

Content distribution Smart and connected roads
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10.3.3 Security and Privacy Considerations in loT Deployments:

While loT offers many benefits, it also raises security and privacy concerns. As

more devices are connected to the internet, the risk of cyber-attacks increases.

It's important to ensure that loT systems are secure to protect personal data and

privacy.

Examples of Security Measures:

« Strong Passwords: Use strong, unique passwords for all 1oT devices to
prevent unauthorized access.

« Regular Updates: Keep the software and firmware of your loT deyices up to
date to protect against known vulnerabilities.

« Encryption: Ensure that data transmitted between devices'is encrypted to
protect it from being intercepted by hackers.

In 2020, there were over 20 billion loT devices in use
DAL worldwide, highlighting the rapid.growth and importance of
loT technology.

Summary

o Atrtificial Intelligence (Al) refers te.the simulation of human intelligence in
machines that are programmed to think and learn like humans.

e Machine learning is a type af artificial intelligence where computers learn
from experience and_.improve over time without being explicitly
programmed.

e Deep learning is a\special kind of machine learning. It uses complex
structures called‘neural networks, which are inspired by how our brains
work.

e Natural Language Processing, or NLP, is a technology that helps
computers understand and talk to us in our own language.

o Computer vision is a field of artificial intelligence that enables computers
to,see and understand the visual world.

. 'Robotics is the science of building and programming robots. Robots are
machines that can do tasks for us, like cleaning the floor or building cars.

e Al algorithms can be broadly categorized into two types based on their
interpretability: explainable (whitebox) and unexplainable (blackbox)
algorithms.

e Whitebox algorithms are those where the decision-making process is
transparentand understandable.



e Blackbox algorithms are those where the decision-making process is not
easily interpretable.

e The Internet of Things (IoT) refers to the network of physical objects-
“things”-that are embedded with sensors, software, and other
technologies to connect and exchange data with other devices and
systems over the internet.

| EXERCISE |

Multiple Choice Questions

1.

Which of the following is not a subfield of Al?

a) Machine Learning b) Natural Language Processing

¢) Computer Vision d) Robotics

Which of these Al algorithms is considered an "gxplainable" model?

a) Neural Networks b) Decision Trees

c) Random Forests d) Conyvolutional Neural Networks
Which of these is a security concernin lofl deployments?

a) Device vulnerability b)-Data privacy

¢) Lack of standardization d) All of the above

Which of the following is an application of Al in healthcare?

a) Personalized drug development b) Automated diagnosis

¢) Remote patient monitoring d) All of the above

What is the primary pusPese of using Al techniques in machine learning
models?

a) Toimprove accuracy. b) To enhance interpretability

¢) To reduce computational complexity

d) All of the above

What is thekey difference between explainable (whitebox) and unexplainable

(blackbow), &t models?

a) Thecomplexity of the model

B)The ability to understand the decision-making process

c) The performance of the model

d) The training data used

Which of these is a potential impact of Al and loT on the job market?
a)Job displacement due to automation

b) Increased demand for specialized skills

c) Transformation of job roles and responsibilities

d) All of the above

A_



Short Questions:
1. Define Artificial Intelligence (Al).
2. Whatis the historical context and evolution of Al?
3. Provide two examples of Al applications in healthcare.
4. Explain therole of Al techniques in advancing machine learning models.
5. Define the Internet of Things (loT).

6.

Describe the significance of IoT in connecting devices and systems.

Long Questions:

1.

Differentiate between explainable (whitebox) and unexplainable
(blackbox) Al models.

Describe the components of an loT system. Explain how these
components work together to enable loT applications.

Evaluate the impact of Al and loT on the,job”market and work
environments.

Describe the concept of algorithmic bias and its implications in Al-
powered decision-making processes=Suggest strategies to mitigate the
risks of algorithmic bias.

Develop a set of ethical principles and guidelines for the responsible
development and deploymentof Aland loT technologies.



ll

Ethical, Social, and Legal

V.
I [ ]
A Concerns in Computer Usage

Student Learning Outcome N

By the end of this chapter, you will be able to:

Describe the importance of using computers safely and responsibly,in daily
activities.

Explain how to protect personal information while using computers.and online
platforms.

Identify the factors to consider when selecting computer hardware jand software
for safety, efficiency, and compatibility.

Explain how choosing the right hardware and software affects the overall
computer experience.

Demonstrate how to create strong, unique passwords and explain their
importance.

Describe the need for regular software updatés jand the role they play in
maintaining device security.

Identify potential risks associated with clicking on unknown links and
downloading files from untrusted sources.

Explain the concept and benefits of Two,Factor Authentication (2FA).

Describe the risks of using public Wi-Fi for sensitive transactions and the
importance of secure networks.

Identify and avoid common online scams and phishing attempts.

Explain the importance of sregularly backing up important data and describe
methods for doing so.

Describe responsible behavior on social media, email, cloud services, and online
applications.

Explain the significance of privacy settings and data security measures in
protecting personakinformation online.

Identify ethicaltand legal responsibilities related to intellectual property rights,
including copyright, trademarks, and patents.

Discuss the importance of respecting intellectual property and the implications of
software piracy.

Describe privacy laws and their purpose in protecting personal information online.
Explain the legal consequences of unauthorized access to personal data and the
responsibilities of companies to safeguard user information.

Explain the principles of data ethics, including transparency, respect for privacy,
and accountability.

Describe ethical guidelines for data collection, storage, and sharing, including the
importance of informed consent and data security.

Analyze real-life case studies of data breaches to understand the impact of poor
data security and the importance of following legal and ethical guidelines.

/
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« Define and explain the significance of copyrights, trademarks, and patents in
protecting digital content and inventions.

» Discuss the ethical and legal responsibilities related to intellectual property
rights and the consequences of infringing on these rights.

« Demonstrate techniques for safe online research, including using reliable
sources, checking authorship, and cross-checking information.

« Explain strategies for protecting privacy during online research, such as using
private browsing and avoiding suspicious links.

« Recognize signs of internet addiction and suggest strategies for promoting
balanced internet usage and engaging in offline activities.

« ethical concerns and maximizing the societal benefits of Aland loT.

Introduction

Computers and digital devices are now a big part of our daily lives, helping us
with schoolwork, staying in touch with friends, and evenyplaying games. But with
all these great tools comes the need to use themi safely and responsibly. In this
chapter, we'll learn how to use computers and digital platforms wisely. We'll
explore how to keep our personal information safe, make smart choices about
the hardware and software we use/ and~behave respectfully online. By
understanding these important aspects, we can enjoy technology while avoiding
problems and protecting ourselves-and others. Let's understand the world of
secure and conscientious computer-usage to make sure we get the most out of
ourdigital experiences!

Secure and Conscientious\Coamputer Usage

Computers have become”a crucial part of our everyday lives. Whether we are
using them for schoolwork, chatting with friends, or playing games, it's
important to use‘\computers safely and responsibly. Safe and responsible
computer usage means knowing how to protect our personal information,
making wisexchoices about the hardware and software we use, and ensuring that
our online behavior is respectful and ethical. In this chapter, we will explore the
key aspects of using computers wisely and securely, so we can enjoy the benefits
of technology while avoiding potential risks.

Tidbits

Online Etiquette: The "Golden Rule" applies online too, treat others as
you want to be treated. This helps maintain respectful and positive
interactions.




e

9.1 Responsible Computer Usage

Being responsible with technology means making thoughtful decisions when

using computers. This includes selecting the right hardware and software,

safeguarding our data, and using the internet in a way that respects others. Let's
take a closerlook at why it's important to use technology responsibly.

When we talk about computers, hardware refers to the physical parts like the

monitor, keyboard, and CPU, while software includes the programs and

applications we use, such as word processors or games. Choosing the right
hardware and software is important because it can affect the safety, efficiency,
and overall experience of using a computer.

« Safety: Just as you wouldn't use a broken or unsafe tool, using'outdated or
insecure hardware or software can put you at risk. For example, using a
computer without updated antivirus software can make it easier for viruses or
hackers to steal your information.

« Efficiency: The right hardware and software help you complete tasks quickly
and easily. Imagine trying to play a new video game'en an old computer, the
game might be slow or not work at all, making.tfrustrating to use.

« Compatibility: This means that the hardware and software should work well
together. You should always check the.system requirements on software
packages and match them with your{computer's specifications to ensure

compatibility. Tidbits

Cyber Hygiene: Just like washingwour hands to prevent germs, updating
your antivirus software regularly isessential to prevent digital viruses.

(Responsible ComputerChoices Class activity N\

Activity Task Details:

1. Introduction (10 minutes): Briefly discuss why selecting the right
hardwareiand'software is important for a safe and effective computer
use.

2. Task(30 minutes): Divide students into small groups. Give each group
a worksheet with different scenarios related to hardware and software
choices (For example, choosing a computer for gaming vs. schoolwork,
selecting antivirus software). Ask each group to discuss the pros and
cons of the choices and recommend the best options for each
scenario.

3. Presentation (10 minutes): Each group presents their findings and
recommendations to the class.

Details: Students will learn how different hardware and software impact
computer safety, efficiency, and compatibility by analyzing practical
@amples and making informed decisions.




9.2 Safe and Secure Operation of Digital Platforms

In today's digital world, we use various online platforms and devices for
communication, learning, entertainment, and work. While these digital tools
offer many benefits, it's essential to operate them safely and securely to protect
our personal information and maintain a positive online environment. This
section will guide you on how to use digital platforms and devices responsibly.
9.2.1 Safe Operation of Digital Platforms and Devices

When we talk about the "safe operation” of digital platforms and devices, we
mean using them in a way that protects you from harm and avoids anyunwanted
issues. Here are some key points to consider:

1. Using Strong Passwords: Always create strong, unique-passwords for
your accounts. A strong password typically includes<asmix of letters,
numbers, and special characters. For examples~instead of using
"password123," you could use something like "B3tterP@sswOrd!".

Two-Factor Authentication (2FA): The conceptiof 2FA was first used in the
1980s, but it became widespread with therise ofonline accounts in the 2000s.

2. Regular Software Updates: Keeping your devices and applications up to
date is crucial for safety. Seftware updates often include important
security fixes that protect yourdevice from new threats.

Software Updates: Microsoft releases major updates for Windows every six
months, showing how frequently technology needs to be refreshed for
security.

3. Being Cautious with Links and Downloads: Avoid clicking on unknown
links.or-downloading files from untrusted sources. These could contain
harmful_software, known as malware, that can damage your device or
stealyour personal information.

4. Understanding Privacy Settings: Most digital platforms allow you to
control who can see your information and interact with you online. It's
important to check and adjust your privacy settings to protect your
personal information.

5. Avoiding Oversharing: While it can be fun to share photos and updates
with friends online, it's essential to be mindful of the information you
share. Avoid posting personal details like your home address, phone
number, or school name.



9.2.2 Secure Use of Digital Platforms

Using digital platforms securely means taking extra steps to protect your
information and ensuring that your online activities do not put you or others at
risk. Here are some tips:

1. Two-Factor Authentication (2FA): Two-Factor Authentication adds an
extra layer of security to your accounts. After entering your password, you
will be asked to provide another piece of information, like a code sent to
your phone. This makes it much harder for someone to hack into your
account.

2. Avoiding Public Wi-Fi for Sensitive Transactions: Public Wi-Fi
networks, like those in cafes or libraries, are often less secure. It's best to
avoid accessing sensitive information, such as online“banking, while
connected to these networks. Instead, wait until you're on a secure,
private network at home.

3. Being Aware of Scams: Online scams are désighed to trick you into
giving away your personal information. These can include phishing emails
that pretend to be from legitimate companies asking for your login
details. Always be skeptical of unsalicited requests for personal
information, and verify the source before responding.

4. Regularly Reviewing Your Account Activity: Periodically check your
online accounts for any unusual activity. This includes looking at your
recent logins, messages, and transactions. If you notice anything
suspicious, such as logins~from unfamiliar locations, change your
password immediately and report the activity to the platform.

5. Backing Up Important Data: Regularly backing up your data ensures
that you won't lose important information if something goes wrong with
your device. You ¢an back up your data to an external hard drive or a cloud
storage servicelike-Google Drive or Dropbox.

9.3 BestPractices'in Online Behavior

9.3.1 Responsible Use of Social Media, Email, Cloud Services, and Online

Applications

In today's digital world, we use social media, email, cloud services, and online
applications _every day. While these tools make our lives easier and more
connected, it'simportant to use them responsibly.

Using ‘digital platforms like social media, email, cloud services, and online
applications has become a part of our daily lives. However, it's important to use

Tidbits

Data Collection: The ethical principle of "informed consent" means you have
the right to know how your data is being used. This principle was emphasized
in the 2004 Bioethics Commission report.




these tools responsibly to ensure our safety and the safety of others.

o Social Media: Social media platforms like Facebook, Instagram, and
Twitter allow us to connect with friends and share information. But it's
important to think before you post. Always avoid sharing personal
information, like your home address or phone number, publicly.

o Email: Email is a useful tool for communication, especially for school and
work. However, it's important to be careful when opening emails from
unknown senders. These could contain harmful links or attachments.

o Cloud Services: Cloud services like Google Drive or Dropbox allow you to
store and share files online. While these services are convénient, it's
important to use them wisely. Always use strong passwords to protect
your accounts and avoid sharing sensitive information, like'passwords or
financial details, through cloud storage.

« Online Applications: Online applications, such as games, learning apps,
or shopping platforms, are fun and useful but.can.also pose risks. Make
sure to download apps only from trusted sourceslike Google Play Store or
Apple App Store to avoid downloading harmful software.

9.3.2Importance of Privacy Settings and Pata Security Measures
Privacy settings and data security measures.are essential tools that help protect
your personal information while using digital platforms.

e Privacy Settings: Most onlinesplatfoerms, including social media and
email services, allow you to adjustiprivacy settings to control who can see
your information. For instance,;.on Facebook, you can choose who can see
your posts—pubilic, friends; orjust you. It's important to regularly review
and update your privacy-settings to make sure your personal information
is protected.

o Data Security Measures: Data security measures help protect your
information from_unauthorized access. Using strong, unique passwords
for each of youronline accounts is one of the simplest and most effective
ways to securé your data. For example, instead of using "password123,"
create a password that combines letters, numbers, and symbols, like
"S3cur3tPasswOrd."

9.4 Legaland Ethical Frameworks

In this.eraiwe rely heavily on technology for communication, learning, and
entertainment. While these tools bring many benefits, they also raise important
questions about how our personal information is handled and protected.

9.4.1 Legal Frameworks for Privacy

9.4.1.1 Understanding Privacy Laws and Their Implications

Privacy laws are rules set by the government to protect our personal information.
These laws ensure that companies and organizations handle our data
responsibly. When we use the internet, we often share personal details like our
names, addresses, or even what we like to buy. Privacy laws help make sure that
thisinformation is kept safe and not misused.



Tidbits

Search Engine Milestones: Google processes over 3.5 billion searches per day
making it the most popular search engine for finding credible information.

Understanding these laws is important because they give you the power to
control your personal information. If a company misuses your data. Such as by
sharing it without your permission, you have the right to take legal action.
9.4.1.2 Laws Protecting User Privacy and Consequences of Unauthetized
Access

There are specific laws designed to protect your privacy online. These'laws make

it illegal for someone to access your personal information without permission.

For instance, if someone hacks your email or social media account, they are

breaking the law.

Unauthorized access to your information can lead to serious problems, such as

identity theft or fraud. To prevent this, privacy laws,require companies to

implement strong security measures, like encryption, to protect your data. If a

company fails to protect your information, they eould be held responsible and

facelegal penalties.

9.4.2 Data Ethics and Responsible Use

9.4.2.1 Introduction to Data Ethics andBrinciples Governing Data Handling

Data ethics is about doing the right.thing when it comes to collecting, storing,

and using information. Just because we can gather a lot of data doesn't mean we

should use it in any way we want. Data ethics helps guide us to use information
fairly and responsibly.

The principles of data ethicsuinclude transparency, respect for privacy, and

accountability. This means, being clear about how data is used, protecting

people's personal information, and taking responsibility if something goes
wrong.

9.4.2.2 Ethical ConSiderations in Data Collection, Storage, and Sharing

When data is collected, stored, or shared, there are important ethical

consideratians<to keep in mind. Collecting data should always be done with the

person's consent. This means that before gathering information, the person
must agreetoiit.

» Storing data also requires responsibility. Data must be kept secure so that
unauthorized people can't access it. For example, storing medical records
requires strong security because this information is private and sensitive.

« Sharing data should be done carefully and only when necessary. For
instance, a school might share your grades with your parents, but it shouldn't
share them with other students without your permission. Being ethical means
thinking about how sharing information might affect others and acting in a
way that respects their rights.



( Class activity \

Data Ethics Role-Play

Activity Task Details:

1. Introduction (10 minutes): Discuss the principles of data ethics, including
transparency, consent, and accountability.

2. Task (30 minutes): Divide students into small groups and give each group
a role-play card with a scenario involving data collection or usage (e.g., a
company asking for user data, a school collecting survey responses). Each
group acts out their scenario and discusses the ethical considerations
involved.

3. Discussion (10 minutes): Groups present their role-plays and discuss the
ethical issues and solutions.

Details: Through role-playing, students will gain insight, iato, the ethical

\Implications of data handling and the importance of responsible data practicesy

9.4.2.3 Ethical Guidelines for Data Usage and Managemfient

Ethical guidelines for data usage involve ensuringsthat ‘data is used for the
purpose it was intended and that it benefits the person who provided it.
Misusing data. Such as selling it to third parties without consent, is unethical and
can lead to aloss of trust. These guidelines inclade:

o Informed Consent: Always ask/for permission before collecting
someone's data. For example, a_website should ask if it's okay to track
your activity before doing so.

« Data Minimization: Only collect the data you need. If you're conducting
asurvey, don't ask for unnecessary personal details.

« Data Security: Protect the'data you collect. Use strong passwords and
encryption to keep information safe.

« Accountability: If something goes wrong, take responsibility. If there's a data
breach, inform the affected individuals and take steps to fix the problem.

Tidbits

Data Breaches: In 2013, the largest data breach affected Yahoo, exposing the
data of 3 billion accounts, including names, email addresses, and passwords.

( Data Breach Case Study Analysis Class activity h
Activity Task Details:

1. Introduction (10 minutes): Introduce a few high-profile data breach
cases and their consequences.

2. Task (30 minutes): Divide students into groups and assign each group a
case study. Ask them to analyze the case, identify the key issues, and discuss
the lessons learned.

3. Presentation (10 minutes): Groups present their analysis and discuss how
such breaches could be prevented in the future.

Details: Students will learn about the real-world implications of data
\ breaches and the importance of robust data security measures. y




9.5 Intellectual Property Rights
Intellectual property rights are important because they protect the creations and
ideas of individuals and organizations. When someone creates something new,
like a piece of music, a book, or aninvention, they have the right to control how it
is used.
9.5.1 Concepts of Intellectual Property
9.5.1.1 Copyright, Trademarks, Patents, and Their Significance in Digital
Content
Copyright is a legal right that gives creators control over their original'works,
such as music, books, movies, and software. For example, when an authorwrites
a book, they have the copyright to decide how the book is publisheéd;shared, or
adapted. This means no one else can copy or distribute the bookwithout the
author's permission.
Trademarks are symbols, names, or slogans used by companies to distinguish
their products or services from others. For instance, the Nike “swoosh” logo is a
trademark. Trademarks protect brand identity, so n6 other company can use a
similar symbol to confuse customers.
Patents protect new inventions or processes, giving the inventor exclusive rights
to make, use, or sell the invention for a certain period. For example, if someone
invents a new type of smartphone, they ¢an patent it to prevent others from
making or selling a similar phone withoutpermission.
9.5.1.2 Ethical and Legal Responsibilifies Regarding Intellectual Property
Rights
Respecting intellectual property (rights means understanding that copying,
sharing, or using someone elsg's work without permission is not only unethical
butalsoillegal. For example,downloading movies or software without paying for
them is a violation of copyright law. It's important to always seek permission or
purchase content legallyto support creators and respect their rights.
9.5.2 Legal Compligqce’in Computing
Software piracy is thejillegal copying, distribution, or use of software. When you
buy software, you.are actually buying a license to use it, not the software itself.
Copying it andssharing it with others without a proper license is against the law.
Piracy is harmful because it cheats software developers out of the money they
need to continue creating and improving their products.
By understanding and respecting intellectual property rights, we can all
contribute to a fair and legal digital environment. : .
Tidbits

Software Piracy Impact: Software piracy is estimated to cost the global
economy over $46 billion annually, showing the significant impact on
developers and businesses.

9.6 ResponsibleiInternetUse
Using the internet responsibly means being aware of how our online activities
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can affect us and others. This section will help you understand how to use the
internet safely, avoid potential risks, and maintain a healthy balance in your
online life.

9.6.1 Safe Data Searches and Online Research

9.6.1.1 Techniques for Safe Data Searches and Credibility Assessment

When searching for information online, it's important to do so safely and ensure
that the information you find is credible and reliable. Here are some tips:

e Cross-Check Information: Don't rely on a single source. Check multiple
sources to confirm the accuracy of the information. If several trustworthy
websites agree on the same facts, the information is more likelysto be
accurate.

e Be Skeptical of Sensational Headlines: Avoid websites that use
sensational or misleading headlines designed to grab your attention.
These sites often spread false information or "fake news." For example, a
headline that claims a miracle cure for a disease is likely, not credible.

Tidbits

Credibility Check: Websites with ".edu" domains‘are usually educational
institutions and are often more reliable sources forresearch.

9.6.1.2 Avoiding Privacy Risks During(Onjine Research and Information
Gathering

When conducting research online, it's important to protect your privacy. Here's

how:

e Use Private Browsing: Mast web browsers offer a private or incognito
mode that doesn't save-your browsing history or personal information.
This is useful when researching sensitive topics.

e Be Careful with .Personal Information: Avoid entering personal
information on unfamiliar websites. For example, if a website asks for your
email address. or phone number to access information, consider whether
it's worth the risk.

e Avoid Suspicious Links: If you come across links that seem strange or
too good to be true, do not click on them. They could lead to harmful
websitesthat try to steal your personal information. Tidbits

Tech Evolution: The first computer mouse, invented in 1964, was a wooden
box with a single button. Today's mice come with multiple buttons and
advanced features!

9.6.2 Preventing Internet Addiction

9.6.2.1 Understanding Internet Addiction and Promoting Balanced Usage
Internet addiction happens when a person spends so much time online that it
starts to interfere with their daily life. It's important to recognize the signs of
internet addiction and take steps to preventiit.
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e Recognizing the Signs: If you find it hard to stop using the internet, even
when it's time to sleep, study, or spend time with family and friends, you
might be developing an unhealthy habit. For example, if you spend hours
scrolling through social media every day and neglect your homework, it

could be asign of internet addiction.

e Set Time Limits: One way to prevent internet addiction is by setting time
limits on your internet use. For example, you can decide to spend no more
than one hour on social media each day and stick to it.

¢ Find Offline Activities: Balance your online time with offline activities like
sports, reading, or spending time with friends in person. Thisthelps you
maintain a healthy lifestyle.

9.6.2.2 Strategies for Digital Well-being and Fostering «Healthy Online
Habits

Maintaining digital well-being means using the internet in a-way that is healthy
and balanced. Here are some strategies:

o Take Regular Breaks: When using the internet for long periods, take
breaks to rest your eyes and clear your. mind. For example, if you're
studying online, take a 5-minute break every’hour to stretch and relax.

e Use Technology Wisely: Make use oftapps or features that help you
manage your time online. Some apps can track your screen time and send
you reminders to take a break.

e Be Mindful of Your Mental Health: If being online makes you feel
stressed, anxious, or unhappyyit might be time to cut back. For instance, if
you feel overwhelmed by ¢onstant notifications, consider turning them
off forawhile.

9.6.3 Social Networking Safetyrand Online Interactions

9.6.3.1 Privacy Settings;Ré&sponsible Sharing, and Online Etiquette

Social networking platforms.allow us to connect with friends and share our lives,
butit'simportant to de sosafely and respectfully.

e Adjust YourPrivacy Settings: Make sure your social media accounts are
set to private, 50 only people you trust can see your posts. For example, on
Instagram, you can set your account to "private” so only approved
followers can view your content

e Practice Good Online Etiquette: Be respectful in your online
interactions. This means using polite language, avoiding arguments, and
not spreading rumors or false information. For example, if you disagree
with someone's post, express your opinion respectfully without insulting
them.

9.6.3.2 Addressing Cyberbullying, Harassment, and Respectful Online
Interactions

Cyberbullying and online harassment are serious issues that can hurt people
emotionally and mentally. Here's how to deal with them:

e Recognize Cyberbullying: Cyberbullying involves using the Internet to
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harm or harass others. This can include sending mean messages,
spreading rumors, or posting embarrassing photos of someone without
their permission.

e Reportand Block: If you experience or witness cyberbullying, report it to
the platform and block the person responsible. Most social media
platforms have tools to help you do this. For instance, on Facebook, you
can block someone to stop them from contacting you or viewing your
profile.

e Support Others: If you see someone being bullied online, offer_your
support. You can stand up for them by reporting the bullying’or simply
offering kind words. This can make a big difference in how they{feel.

o Practice Respectful Interactions: Always treat others~with respect
online, just as you would in person. Avoid making negative comments,
and think about how your words might affect someone else. For example,
if you see a post you don't like, it's better to scroll(past it than to leave a
hurtful comment.

4 Class activity N

Understanding Privacy Settings
Activity Task Details:

1. Introduction (10 minutes):~Discuss the importance of privacy
settings and how they can protéct personal information.

2. Task (30 minutes): Dividesstudents into groups. Assign each group
a different digital platforfm, Ask them to find and document where
and how to adjust privacy'settings on their assigned platform.

3. Presentation (10 minutes): Groups share their findings with the
class, explaining how to set up privacy settings to protect personal
information.

Details: This activity-~enables students to practice adjusting privacy
\settings and understand their role in protecting personal data.

9.7 Impact of Computing on Society
Computing.technology has a significant effect on our world. It changes how we
live, work,'and interact with each other. This section will explore the different
ways computing impacts our society and what to expectin the future.
9.7.1 NInfluence on Behaviors and Practices
9.7.1.1 Environmental, Ethical, Legal, Societal, Economic, and Cultural
Impacts
Computing affects many aspects of our lives, from the environment to our
cultural practices. Here's how:
e Ethical Impact: Computing raises ethical questions about how we use
technology. For example, using someone else's work without permission
is unethical. This is why it's important to respect copyright laws and give
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credit to the original creators.

e Legal Impact: Computing also involves legal issues, such as privacy laws
and regulations about internet usage. For instance, laws protect our
personal information from being misused by companies or individuals.
Understanding these laws helps us protect our rights online.

e Societal Impact: Technology changes how we interact with each other.
Social media allows us to connect with friends and family around the
world, but it can also lead to issues like cyberbullying. Being aware of
these impacts helps us use technology in positive ways.

e Economic Impact: Computing technology has created newindustries
and job opportunities. For example, software development-and digital
marketing are booming fields. However, it also affects traditional jobs, as
automation can replace some roles. Understanding these.changes helps
us adapt to the evolving job market.

9.7.1.2 Role of Computing in Global Trade, Communfigation, and Cultural
Evolution

Computing has transformed how we trade, communicate, and share culture
globally:

e Global Trade: Computing systems makeiit easier to buy and sell products
around the world. Online shopping platforms like Amazon, Ali Express
and Daraz allow us to purchase itemsfrom different countries. Computers
help businesses manage inventory, process transactions, and track
shipments efficiently.

e Communication: Technolagy, enables instant communication through
email, messaging apps, and'social media. For example, video calls allow
people to work or chat'with friends across long distances, making global
collaboration and personal connections easier.

e Cultural Evolution:'Computing helps share and spread cultures. Online
platforms like YouTube and Instagram let people from different cultures
share their traditions and ideas.

9.7.2 Assessing.CoMmputing Advancements

9.7.2.1 Benefits and Risks of Computing Advancements (Social Networking,
Misinformation)

Computingadvancements bring many benefits but also some risks:

_‘Social Networking Benefits: Social networking platforms help us stay
connected and share information quickly. For example, Facebook allows
users to keep in touch with friends and family, share updates, and join
interest groups.

e Misinformation Risks: While social media is useful, it can also spread
false information. Misinformation can mislead people and cause
confusion. Forinstance, a false news story about a health issue can spread
quickly and lead to harmful behavior. It's important to verify information
from reliable sources before believing or sharing it.
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9.7.2.2 Trade-offs Between Privacy, Security, and Usability in Computing
Systems

When designing and using computing systems, there are trade-offs between
privacy, security, and usability:

Privacy vs. Usability: Sometimes, protecting privacy can make a system
less convenient to use. For example, requiring strong passwords and two-
factor authentication can make logging in more secure but also more
time-consuming. Privacy vs. Usability: Finding a balance between ease of
use and strong security measures is essential.

Security vs. Usability: Implementing high-security measures can
sometimes make systems less user-friendly. For example;a“complex
security system may be harder for users to navigate. dt'ssimportant to
design systems that are both secure and easy to use, ensuring users are
protected without sacrificing convenience.

Summary
Safe and responsible computer usage means knowing how to protect our
personal information, making wise choices Jabout the hardware and
software we use, and ensuring that our online behavior is respectful and
ethical.
Responsible computer usage means.protecting ourselves and others
when using computers.
Safe operation of digital platforms and devices, mean using them in a way
that protects you from harm’and-avoids any unwanted issues.
Using digital platforms securely means taking extra steps to protect your
information and ensuring*that your online activities do not put you or
others at risk.
Privacy settings and'data security measures are essential tools that help
protect your pefsonal information while using digital platforms.
Privacy laws(are rules set by the government to protect our personal
informatien: These laws ensure that companies and organizations handle
our dataresponsibly.
Ethicalguidelines for data usage involve ensuring that data is used for the
purpose it was intended and that it benefits the person who provided it.
Intellectual property rights are important because they protect the
creations and ideas of individuals and organizations.
Copyright is a legal right that gives creators control over their original
works, such as music, books, movies, and software.
Trademarks are symbols, names, or slogans used by companies to
distinguish their products or services from others.
Patents protect new inventions or processes, giving the inventor exclusive
rights to make, use, or sell the invention for a certain period.
Software piracy is the illegal copying, distribution, or use of software.



Multiple Choice Questions (MCQs)
1. Why is it important to use computers safely and responsibly?
a) To ensure we can use them more frequently
b) To protect our personal information and make wise choices about
hardware and software
c) To make the computer run faster
d) To avoid paying for software
2. What does "responsible computer usage" include?
a) Choosing the most expensive hardware
b) Sharing your passwords with friends
) Being cautious about what you share online and protecting yourself
and others
d) Ignoring software updates
3. What should you check to ensure hardware ahg’Spftware compatibility?
a) The color of the hardware
b) The system requirements on software packages and match them
with your computer's specifications
c) The price of the hardware
d) The brand of the hardware
4. Why is it important to use stron@,Whique passwords?
a) To make your accounts easy to hack
b) To help others guessyour password
c) To make it harder forisomeone to guess your password and access
your accounts
d) To avoid installing software updates
5. What is one reas@f 0 avoid clicking on unknown links or downloading files
from untrusted sources?
a) They-might contain helpful software
b) They.might contain malware that can harm your device or steal your
information
¢)“They are usually cheaper
d) They help your device run faster
6. What does Two-Factor Authentication (2FA) do?
a) It makes your password easier to guess
b) It adds an extra layer of security by requiring a second form of
verification
c) It removes the need for a password
d) It reduces the need for software updates

A_




7. Why should you be cautious when using public Wi-Fi for sensitive
transactions?
a) Public Wi-Fi is usually faster
b) Public Wi-Fi networks are often less secure
c) Public Wi-Fi is free
d) Public Wi-Fi always provides encryption
8. What is an important aspect of responsible use of social media?
a) Sharing personal information like your home address
b) Posting photos without considering privacy settings
c) Being respectful and avoiding sharing sensitive information(publicly
d) Ignoring privacy settings
9. What should you do if you receive an email from an unknQf 3efider asking
for personal information?
a) Provide the information requested
b) Forward the email to your friends
c) Ignore or delete the email
d) Open the email and click on any links
10. Why is it important to regularly review youf a€cgunt activity?
a) To update your contact information
b) To look for unusual activity and ensute your accounts are secure
c) To check the number of friends youhave
d) To download new applications
11. What is the purpose of privacy,settings on digital platforms?
a) To make your posts public
b) To control who can seewour information and interact with you online
¢) To increase the number of followers
d) To automatically share your information
12. What should you do=t9 ensure data security?
a) Use the same password for all accounts
b) Share your{passwords with friends
) Use strong, unique passwords and enable two-factor authentication
d) Avoid using any security measures
13. What i€ 84Key aspect of data ethics?
a).Using data in any way you like
b) Transparency, respect for privacy, and accountability in data usage
c) Collecting as much data as possible
d) Ignoring data security
14. What is software piracy?
a) Sharing software legally with friends
b) The illegal copying, distribution, or use of software
c) Buying software from an official source
d) Updating software regularly

A_
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15. How can you verify the credibility of information found online?
a) By checking the number of ads on the website
b) By using multiple reputable sources and checking the author's
credentials
c) By looking at the website's design
d) By the website's popularity
Short Questions
1. Whatis the importance of using computers safely and responsibly?
2. How does choosing the right hardware and software affect your,coamputer
usage?
3. Whyisitimportant to use antivirus software on your computer?

4. What are some examples of good practices when selecting+hardware and
software?

5. How can choosing compatible hardware and.software enhance your
computer experience?

Why should you create strong, unique passwards{for your accounts?

What is the purpose of regular software updates?

How can you protect yourself from harmful links and downloads?

9. Whatis Two-Factor Authentication (2FA)rand why is it useful?

10. Why isita good idea to avoid using public Wi-Fi for sensitive transactions?

11. How can you verify if an email or message is a scam?

12. Why is itimportant to be carefulabout what you share on social media?

13. What should you do if youseceive an email from an unknown sender asking
for personal information?

14. What is the purpose of privacy laws regarding your personal information?

15. How do privacy laws protect you from unauthorized access to your data?

16. What is the diffetence between copyright, trademarks, and patents?

17. Why is itimportant to respect intellectual property rights?

18. What is software piracy, and why is it harmful?

19. How,canhyou identify reliable sources when researching online?

20. What s one way to protect your privacy during online research?

21. What are some signs that you might be developing an internet addiction?

Long Questions

1. 1. Discuss the importance of responsible computer usage in today's digital
world. Explain how selecting the right hardware and software can affect
safety, efficiency, and compatibility in computer use.

2. Describe the steps you should take to ensure the safe operation of digital
platforms and devices.

N
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3. Explain the concept of data ethics and its importance in handling personal
and sensitive information. Discuss the principles of transparency, respect for
privacy, and accountability.

4. Analyze the impact of privacy laws on protecting personal information in the
digital age. How do laws like the Personal Data Protection Bill in Pakistan help
safeguard user data?

5. Discuss the different types of intellectual property rights, including copyright,
trademarks, and patents.

6. Describe the ethical and legal responsibilities related to intellectualproperty
rights. What are the consequences of violating these rights, such.as.through
software piracy or unauthorized use of copyrighted material?

7. Outline effective techniques for conducting safe and credible enline research.
How can users evaluate the reliability of sources and-avoid privacy risks
during their research?

8. Discuss the concept of internet addiction and its potential impact on
individuals. How can recognizing the signs of-addiction, setting time limits,
and finding offline activities help promote balanced internet usage?



Entrepreneurship
in Digital Age

Student Learning Outcomes N

By the end of this chapter, you will be able to:

« Define entrepreneurship and understand its significance in the digital age:

- Differentiate between various types of entrepreneurs, including startup
founders, social entrepreneurs, and intrapreneurs.

« Identify key characteristics of successful entrepreneurs, such as innovation
and risk-taking.

« Analyze the impact of digital technologies on entrepreneurship, including
digital marketing and e-commerce strategies.

« Utilize digital tools and platforms for market research, online marketing, and
managing e-commerce operations.

« Applydataanalysis techniques to make informed business decisions.

+ Generate and develop innovative business ideas through problem
identification and creative problem-solving techniques.

« Create comprehensive business plans that include market analysis, revenue
models, and digital marketing strategies:

« Understand the principles of ethicahand sustainable entrepreneurship and

their importance in business “eperations. Poor data security and the
importance of following ledal and ethical guidelines.




Introduction

Entrepreneurship is the process of designing, launching, and running a new
business, often initially a small business, offering a product, process, or service
for sale or hire. It involves the willingness to take risks and innovate in order to
create value. This chapter explores various aspects of entrepreneurship,
including its definition, significance, types of entrepreneurs, and the impact of
digital technologies. We will also delve into the key characteristics of successful
entrepreneurs, the importance of ethical and sustainable practices, and the tools
and strategies necessary for navigating the digital landscape.

10.1 Entrepreneurship

Entrepreneurship is the process of starting a new business or organization. It
involves identifying a need in the market, coming up with an,idea/to meet that
need, and taking the risk to bring that idea to life. Entrepreneurs-are people who
create and run these businesses. They are innovators, risk=takers, and problem-
solvers.

Pakistan is home to one of the largest.freelancing communities
in the world. The country ranks among the top five for freelance
growth, with many entrepreneursioffering their skills in areas
like software development, graphic design, and digital
marketing. This entrepreneurial spirit is helping to drive
economic growth andiinnovation in Pakistan!

10.1.1 Examples of Entrepreneubkship

10.1.1.1 Tech Startups

Tech startups like Faceboak, \Google, and Apple began as small companies
founded by entrepreneufs,who had innovative ideas for new technology. These
companies have growh.tobecome some of the largest and most influential in the

A
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Figure 10.1: Tech startups like Facebook and Apple were
founded by entrepreneurs with innovative ideas.




10.1.1.1 Local Businesses

Local businesses, such as your neighborhood bakery or a small clothing
boutique, are also examples of entrepreneurship. These businesses provide
products or services to their communities and are often started by individuals
with a passion for what they do.

I s & 4 ,.fl
Figure 10.2: Local businesses like bakeries and boutigues are
examples of entrepreneurship in your community.

10.1.2 Key Characteristics of Entrepreneurs

Key characteristics refer to the essential traits or qualities that define a particular
role or person. In the context of entrepreneurs, key characteristics are those
fundamental attributes that are commonly found“in successful entrepreneurs.
These include:

The word "entrepreneur” comes from a French word that
i YO\':I means "to undertake." Entrepreneurs undertake the task of

starting and running'néw businesses.

10.1.1.1 Innovation

Innovation means creating'something new or improving something that already
exists. Entrepreneurs are-always looking for new ways to solve problems or make
things better.

10.1.1.2 Risk-Taking

Starting a new_business involves risk. Entrepreneurs must be willing to take
chances, knowing that they might fail. However, they also know that taking risks
canleaditogreat rewards.

Class activity

Think of a problem you face in your daily life. In groups, come up with a
business idea that could solve that problem. Present your idea to the class!

Did you know that Walt Disney, the creator of Mickey Mouse,
Did You started his company in his uncle's garage? Today, Disney is one
K“Q of the largest entertainment companies in the world!
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10.1.2 Why is Entrepreneurship Important?

Entrepreneurship is important because it drives economic growth, creates jobs,
and fosters innovation. New businesses bring fresh ideas and competition, which
can lead to better products and services for everyone.

10.1.2.1 Economic Growth

When entrepreneurs start new businesses, they contribute to the economy by
creating new jobs and providing new products and services. Economic growth
means that a country is producing more goods and services, which makes
people's lives better. Entrepreneurship plays a big role in this.

10.1.3.2 Innovation and Progress

Entrepreneurs often come up with groundbreaking ideas that change the way we
live and work. For example, the invention of the smartphone has revolutionized
communication and access to information

Figure 10.3: Thé invention of the smartphone is an example of
entrepreneuyfialinnovation that has transformed our lives.

10.2 Entreprenedrship in the Digital Landscape

The digital landscapehas revolutionized the way entrepreneurs start and grow
their businesses.

10.2.1 Digifalfransformation and Entrepreneurship

In the modern world, digital technologies have transformed the way

businesses operate. Digital entrepreneurship involves leveraging the power of
the Internet, digital platforms, and various technologies to create and run
businesses. This section explores the role of digital technologies, digital
marketing, and e-commerce in entrepreneurship.

10.2.2 Role of Digital Technologies

Digital technologies provide entrepreneurs with tools and platforms that can
enhance their business operations, reach a global audience, and improve
efficiency. Examples include social media, mobile apps, cloud computing, and

big data analytics. :



10.2.2.1 Social Media

Social media platforms such as Facebook, Instagram, and Twitter allow
entrepreneurs to market their products, engage with customers, and build a
brand presence.

Class activity

Create a social media marketing plan for a hypothetical business. Decide

on the target audience, type of content, and platforms you would use.
Presentyour plan to the class!
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Figure 10.4: Digital technolegiesilike social media and cloud
computing are essentialteols for modern entrepreneurs.

10.2.2.2 Mobile Apps
Mobile apps enable businesses to offer services directly to customers'
smartphones, providing'eonvenience and enhancing user experience.

10.2.2.3 Cloud Comipiiting

Cloud computing allows businesses to store data and run applications over the
Internet, reducing the need for physical infrastructure and enabling remote
work.

10.2.2,4\Big/Data Analytics

Big «data“analytics helps businesses understand market trends, customer
behavior, and make informed decisions based on data insights.

10.2.2.5 Digital Marketing and E-commerce

Digital marketing and e-commerce have revolutionized the way businesses
reach and sell to customers. Digital marketing involves promoting products and
services using digital channels, while e-commerce refers to buying and selling
goodsonline.

A_



Figure 10.5: Mobile apps offer convenience and enhance use¥experience,
making them a valuable tool for digital entreprefreuss.

Digital Marketing Strategies

« Search Engine Optimization (SEO): Optimizing website content to rank
higher in search engine results, increasing visibility and traffic.

« Social Media Marketing: Using social media platforms to promote
products, engage with customers, andbuild brand awareness.

« Content Marketing: Creating, valuable content to attract and retain
customers, such as blogs, videos,.and infographics.

« Email Marketing: Sending targeted emails to potential and existing
customers to promote products and build relationships.

LA
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Figure 10.6: Search Engine Optimization (SEO) helps businesses increase
their online visibility and attract more visitors to their websites.




of the cost of traditional marketing methods. It's also easier
to measure the effectiveness of digital marketing
campaigns using analytics tools.

,\Iﬂ\/o& Digital marketing can reach a global audience at a fraction

10.2.3.2 E-commerce Platforms
E-commerce platforms like Amazon, eBay, and Shopify allow entrepreneurs to
set up online stores, manage inventory, process payments, @nd provide
customer service. These platforms provide a convenient way, for businesses to
sell products to a global audience.

Figure 10.7: E-cofnmerce platforms enable businesses to
sell produetsionline and reach a global audience.

6" Class activity

Create an onlin e for a hypothetical business using an e-commerce
platform lik ify. Design the store, add products, and present your

store to lass!

10.2.4 Gasé Studies

10.2.4\I' Daraz

Daraz isa leading e-commerce platform in South Asia, including Pakistan. It has
transformed the shopping experience by offering a wide range of products,
secure payment options, and efficient delivery services.

10.2.4.2 Bykea

Bykea is a Pakistani startup that uses mobile apps to provide on-demand
transportation and delivery services. It has leveraged digital technology to
address transportation challengesin urban areas.

A_



Figure 10.8: Bykea uses mobile apps to offer on-demand
transportation and delivery services in Pakistan.

delivery services in Pakistan, demonstratingthe potential of
digital entrepreneurship in emerging'markets.

l)uj,"/o\lkM Bykea has become one of the most popular;ridé-hailing and

10.2.4 Challenges and Opportunities

While digital entrepreneurship offers numerots'epportunities, it also comes with
challenges such as cybersecurity threats, competition, and the need for
continuous innovation.

10.2.4.1 Opportunities

« Accesstoaglobal market

+ Cost-effective marketing

« Enhanced customer engagement

10.2.4.2 Challenges

« Cybersecurity threats

* High competition

« Keeping up with technological advancements

10.3 DigitalJools and Platforms

In today's/digital age, understanding various digital tools and platforms is
essential.\This section provides an overview of digital tools, market research
tools;«anline marketing tools, and e-commerce platforms. These tools can help
businesses and individuals thrive in the digital world.

10.3.1 Overview of Digital Tools

Digital tools are software and online services that help us perform various tasks
efficiently. These tools range from simple applications like word processors to
complex systems like Customer Relationship Management (CRM) software.
Example: Google Docs is a popular digital tool for creating and editing
documents online. It allows multiple users to collaborate in real time.



GO. gledocs

Figure 10.9: Google Docs Interface

10.3.1 Market Research Tools

Market research tools help businesses understand their.target audience,
competitors, and market trends. These tools collect and(analyze data to make
informed decisions.

Conducting effective market research using digitaltools:

« Google Analytics: Tracks website trafficand user.behavior.
« SurveyMonkey: Conducts online surveysto gather customer feedback.
« SEMrush: Analyzes competitors' online presence and performance.

Configuration

Figure 10.10: Google Analytics Dashboard

[ Q : Class activity b

Exploring Market Research Tools

1. Divide the classinto small groups.

2. Assign each group a market research tool to explore.

3. Ask each group to present how their assigned tool can help a
business understand its customers better.

\ J
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10.3.3 Online Marketing Tools

Online marketing tools assist businesses in promoting their products and
services through digital channels. These tools are essential for social media
marketing, search engine optimization (SEO), and content creation.

content creation:
« Hootsuite: Manages social media accounts and 0 3

schedules posts. :

« Yoast SEO: Optimizes website content for
« Canva: Creates visually appealing graphics and @ (B)

Strategies for social media marketing, SEO, and % """ @ """ @

search engines.
marketing materials.
Figure 10" 1: Hootsuite Dashboard
\

Did you know that effective“social media marketing can
Did You | significantly boost a budsiness's visibility and customer
K“Dw engagement? Tools like) HoOtsuite allow you to manage

multiple social media acéounts from a single platform, making

it easier to maintain_a,consistent online presence. See Figure

12.11. You can alsolaunch a similar or even superior service, as

the social media'market is worth billions of dollars. )

10.3.3 E-commerce Platfarimms

E-commerce platforms enable businesses to sell products and services online.
They provide toolsfor setting up online stores, managing payments, and offering
customer support:

Setting upnand managing online
stores,, payment gateways, and
customerservice:

« Shopify: Creates and manages
online stores with ease.

« PayPal: Integrates payment
gateways for secure transactions.

« Zendesk: Provides customer
service solutions for handling
inquiries and support.

: Figure 10.12: Shopify Store Setup
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Did you know that Pakistan's e-commerce industry is growing

Did You. rapidly? According to the Pakistan Telecommunication Authority

K“Dw (PTA), the country's e-commerce market size was estimated to
be around $4 billion in 2021, with significant growth expected in
the coming years.

10.4 Business Idea Generation

Generating business ideas is an important
step in the entrepreneurial journey. This
section explores techniques for ideation and
problem-solving, focusing on identifying
market needs and applying creative problem-
solving strategies.

10.4.1 Ideation and Problem Solving

Ideation is the process of generating ideas,
while problem-solving involves finding
effective solutions to challenges. Together,
they form the foundation of business idea
generation.

10.4.2 Problem Identification

Identifying market needs and opportunities
is the first step in generating & viable
business idea. Understanding what people need or want can help you create
products or services that’fulfill those needs.

Figure 10.13: Brainstorming Session

Techniques for Identifying Market Needs:

« Surveys and Questionnaires: Collecting feedback directly from potential
customers.

« Market Research: Analyzing market trends
and consumer behavior.

s « Observation: Watching how people interact
’Qj with existing products and services.

— Example: In Pakistan, observing the popularity

i} ‘i} of online shopping can lead to ideas for new e-

st %&’Q’nﬁ%\ commerce platforms tailored to local

preferences.

————

Figure 10.14: Conducting Market Research
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Pakistani startup Careem started as a ride-hailing service
Yow and expanded to offer delivery and payment solutions

)
Kﬂﬂw based on market needs.

10.4.3 Creative Problem Solving

Creative problem-solving involves using innovative thinking to ‘develop
solutions to identified problems. This can be done through various.methods,
including design thinking and brainstorming.

Applying Design Thinking: Design thinking is a solution-focused approach
thatinvolves:

Empathizing: Understanding the needs of those yau're/designing for.
Defining: Clearly stating the problem to solve.
Ideating: Generating a range of ideas.

wWwhN=

Prototyping: Creating simple models ofssolutions.

5. Testing: Trying out prototypes and gathering feedback.
Example: A group of students might usedesign thinking to develop an app that

helps farmers in rural Pakistan accessweather forecasts and market prices.

Class, activity

Form groups and use(the design thinking process to create a new
product or service. Present your ideas to the class, focusing on how you
identified the problem’and your innovative solution.

Di (@ Many successful companies, like Apple and Google, use
design thinking to develop their products, ensuring they
meet user needs effectively.

10.5 Developing Business Plans

Developing a business plan is essential for any entrepreneur. A well-crafted
business plan provides a roadmap for success, helping to clarify ideas, identify
potential challenges, and outline strategies for growth.

(o
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10.5.1 Creating Comprehensive Business
Plans

A business planis a detailed document that
outlines your business goals and the
strategies you will use to achieve them. It
serves as a blueprint for your business,
helping you to stay organized and focused.
10.5.2 Components of a Business Plan

A comprehensive business plan typically
includes several key components:

Market Analysis: Market analysis involves
researching your target market to
understand the needs and preferences of
your potential customers. This includes studyingmarket trends, analyzing
competitors, and identifying your target audience.

Figure 10.15: Busifess Plan Structure

Data
Collection &

Risk .
Processing

Mitigation
Market
Research
Analysis

Data
Analysis

Market Trends
Identification

Competitive
Analysis

Consumer
Behavior
Analysis

Strategic

Figure 10.16: Conducting Market Analysis

:ﬂ\m Market analysis can help businesses predict future trends
Kﬂﬂw and adapt their strategies accordingly.




Revenue Models: A revenue model outlines how your business will generate

income. This includes pricing strategies, sales forecasts, and potential revenue
streams.

How much is paid? Who pays?

( Revenue ’
How is paid? . M Od el Whatvis paid?

s

/[

For what is'paid?
Figure 10.17: Plapning Revenue Models

Digital Marketing Strategies: Digital marketing strategies involve promoting

your business online through various channels such as social media, search
engines, and email marketing.

%

Email Marketing

Digital
Marketing

Video
Advertising

=

Influencer Marketing

Bulk Sms

Display/mobile Ads

Figure 10.18: Digital Marketing



Class activity

Make a business plan for the business idea given in Section 12.5.1. Include
market analysis, a revenue model, and digital marketing strategies. Present
your business plan to the class.

10.5.3 Prototyping and Iteration

Prototyping involves creating a preliminary model of your product or service to
test and refine your business idea. Iteration is the process of, making
improvements based on feedback.

Building Prototypes: Prototypes can be simple sketches, digital models,or even
physical samples. The goal is to visualize and test your ideas early on:

Figure 10.19: Creating a Prototype
Refining Business Ideas: Gathering feedback from potential customers and
stakeholders is crucial. Use this feedback to make necessary adjustments and
improve your product or service.

Did You Many suceessful companies, like Facebook and Airbnb,
w started”with simple prototypes and iterated based on user
K“O feeédback to become the giants they are today.

10.6Ethicaland Sustainable Entrepreneurship

Entrepreneurship isn't just about making profits;

It is also ‘about conducting business in a way that is ethical and sustainable. This
sectign,explores the principles of ethical entrepreneurship and how businesses
can align their goals with the Sustainable Development Goals (SDGs).

10.6.1 Ethical Practices and Sustainable Growth

Ethical practices in business ensure that a company operates in a way that is fair,
transparent, and beneficial to all stakeholders, including customers, employees,
and the community. Sustainable growth focuses on developing a business that
meets present needs without compromising the ability of future generations to

meet their own needs.




10.6.2 Ethical Entrepreneurship

Ethical entrepreneurship involves incorporating principles of ethics into all
aspects of business operations and decision-making. This includes honesty,
integrity, fairness, and respect for people and the environment.

Principles of Ethics in Business:

« Honesty: Being truthful in all business dealings.

« Integrity: Acting consistently with moral values.
« Fairness: Ensuring equal opportunities and fair treatment.
« Respect: Valuing the rights and dignity of all individuals.

10.6.4 Sustainable Development Goals (SDGs)

The Sustainable Development Goals (SDGs) are a set of 17-global goals

established by the United Nations to address various social; economic, and

environmental challenges. Businesses can play a crugial réle in achieving these

goals by aligning their strategies with sustainability.

Aligning Business Goals with SDGs:

« Social Sustainability: Ensuring fair labor practices, promoting education,
and supporting community development.

« Environmental Sustainability:/Reducing carbon footprints, using
renewable resources, and minimizingiwaste.

« Economic Sustainability: Creating jobs, fostering innovation, and
contributing to economic growth.

Example: A Pakistani startup foeusing on solar energy solutions contributes to

SDG 7 (Affordable and Clean Energy) by providing sustainable energy sources to

communities with limited-access to electricity.

Class activity

Research a |ocal business and analyze how it aligns with one or more of
the SDGs. Rresent your findings, focusing on the business's impact on
socialfenvironmental, and economic sustainability.

Yo Pakistan's first certified green building, the WWF-Pakistan
w Head Office in Lahore, showcases sustainable architecture and
K“ﬂ energy-efficient practices, contributing to multiple SDGs.

(S




Summary
« Entrepreneurship: The process of starting and running a business.
« Entrepreneur Characteristics: Key qualities for entrepreneurial success.
- Digital Entrepreneurship: Leveraging technology to start and grow a
business.
« Digital Tools: Utilizing online platforms for business operations.
« Data-Driven Entrepreneurship: Making informed decisions based on data.
« ldea Generation: Developing new business concepts.
« Business Planning: Creating aroadmap for a new venture.
 Ethical Entrepreneurship: Balancing profit with social responsibility.
| EXERCIGE |
Multiple Choice Questions
1. What is entrepreneurship?
(@) The process of starting a new business orjorganization
(b) The process of buying and selling.stocks
(¢ The process of working for a large company

(d) The process of creating a marketing campaign
2. What is a key characteristic of entrépgeneurs?

(@ Avoiding risks (b) Seeking job security
(¢ Innovation (d) Following established methods

3. What is an example of a digitaltechnology used by modern entrepreneurs?
(@) Newspaper advertisements (b) Television commercials
(0 Mobile apps (d) Door-to-door sales

4. Which of the following ¥8'ah example of a digital tool for creating and
editing documents onfifie?

@@ SurveyMonkey (b) Google Docs

(0 SEMrush (d) Zendesk
5. Which tool js commonly used for optimizing website content for search
engines?

@)\ Hootsuite  (b) Yoast SEO (¢ Shopify (d) PayPal
6. Whigh\gf the following is NOT a technique for identifying market needs?

@ Surveys and Questionnaires (b) Market Research

(c0 Observation (d) Brainstorming

7.What is the first step in the design thinking process?

(@) Prototyping (b) Testing (¢ Empathizing (d) Defining
8. What is the primary purpose of creating a business plan?

(a) To attract investors  (b) To outline strategies for growth

(¢) To study market trends

(d) To implement digital marketing strategies

A_
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9. What does market analysis involve?
(@) Calculating revenue forecasts
(b)  Researching competitors and understanding customer needs
(0  Developing pricing strategies
d) Implementing digital marketing campaigns
10. Which Sustainable Development Goal (SDG) focuses on affordable and
clean energy?
@ SDG5  (b) SDG7 (© SDG12 () SDG17
Short Questions
1. What is the meaning of the word entrepreneur and its origin?
2. How do digital technologies help entrepreneurs reach a global audience?
3. What is an e-commerce platform, and why is it important for businesses?
4. Why is it important to identify market needs when generating a business
idea?
5. What is the main purpose of using design thinking in'Creative problem-
solving?
6. Explainthe importance of market analysis in abusiness plan. Give an example
relevant to a local business in Pakistan.
7. What are revenue models, and why are-they'essential components of a
business plan?
8. How can businesses contribute to environmental sustainability according to
the Sustainable Development Goals?

Long Questions

1. Explain why entrepreneurship=is important for economic growth and
innovation. Provide examples from the text to support your answer.

2. Explain how market research tools, online marketing tools, and e-commerce
platforms can work together to help a business succeed in the digital world.

3. Explain the designthinking process and how it can be applied to create a new
product or service. Provide an example of how design thinking could be used
to help farmersin fural Pakistan.

4. Imagineyou want to start a small online bookstore catering to students in
your areax Develop a comprehensive business plan for your bookstore,
including!

(a) A market analysis focusing on student reading habits and competitors.

(b) A revenue model outlining how you will generate income.

© Digital marketing strategies you will use to promote your bookstore

online.

5. Ensure your answers are detailed and include practical examples relevant to
starting your bookstore in Pakistan.

6. Choose alocal businessin Pakistan and discuss how it aligns with one or more
Sustainable Development Goals (SDGs). Include its impact on social,
environmental, and economic sustainability.
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